
Applications!



Where we are in the Course

•Started from the bottom
• Now we’re here
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DNS Protocol

•Query and response messages
• Built on UDP messages, port 53
• ARQ for reliability; server is stateless!
• Messages linked by a 16-bit ID field

Query

Response

Time

Client Server

ID=0x1234

ID=0x1234



Goal and Threat Model

•Naming is a crucial Internet service
• Binds host name to IP address
• Wrong binding can be disastrous …
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Internet

bank.com? 11.22.33.44
99.88.77.66



Goal and Threat Model (2)

•Goal is to secure the DNS so that the returned 
binding is correct
• Integrity/authenticity vs confidentiality

•Attacker can tamper with messages on the network
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DNS Spoofing

•Hang on – how can attacker corrupt the DNS?

•Can trick nameserver into caching the wrong binding
• By using the DNS protocol itself 
• This is called DNS spoofing
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DNS Spoofing (2)

•To spoof, Trudy returns a fake DNS response that 
appears to be true
• Fake response contains bad binding

Client Nameserver

DNS query

False
DNS reply Trudy

Cache

Nameserver



DNS Spoofing (3)

• Lots of questions!
1. How does Trudy know when the DNS query is sent and 

what it is for?
2. How can Trudy supply a fake DNS reply that appears to 

be real? 
3. What happens when the real DNS reply shows up?

•There are solutions to each issue …
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DNS Spoofing (4)

1. How does Trudy know when the query is sent and 
what it is for?

•Trudy can make the query herself!
• Nameserver works for many clients
• Trudy is just another client
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DNS Spoofing (5)

2. How can Trudy supply a fake DNS reply that 
appears to be real? 

•A bit more difficult. DNS checks:
• Reply is from authoritative nameserver (e.g., .com)
• Reply ID that matches the request
• Reply is for outstanding query

• (Nothing about content though …)
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DNS Spoofing (6)

2. How can Trudy supply a fake DNS reply that 
appears to be real? 

•Techniques:
• Put IP of authoritative nameserver as the source IP 

address
• ID is 16 bits (64K). Send many guesses! (Or if a counter, 

sample to predict.)
• Send reply right after query

•Good chance of succeeding!
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DNS Spoofing (7)

3. What happens when real DNS reply shows up?

• Likely not be a problem
• There is no outstanding query after fake reply is accepted
• So real reply will be discarded
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DNSSEC (DNS Security Extensions)

• Extends DNS with new record types
• RRSIG for digital signatures of records
• DNSKEY for public keys for validation
• DS for public keys for delegation
• First version in ‘97, revised by ’05

•Deployment requires software upgrade at both client 
and server
• Root servers upgraded in 2010
• Followed by uptick in deployment
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HTTP



HTTP, (HyperText Transfer Protocol)

•Basis for fetching Web pages
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Sir Tim Berners-Lee (1955–) 

• Inventor of the Web
• Dominant Internet app since mid 90s
• He now directs the W3C

•Developed Web at CERN in ‘89
• Browser, server and first HTTP
• Popularized via Mosaic (‘93), Netscape
• First WWW conference in ’94 …

Source: By Paul Clarke, CC-BY-2.0, via Wikimedia Commons



Web Context 
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HTTP request

HTTP response

Page as a set of related 
HTTP transactions



Web Protocol Context

•HTTP is a request/response protocol for fetching 
Web resources
• Runs on TCP, typically port 80
• Part of browser/server app

TCP

IP

802.11

browser

HTTP

TCP

IP

802.11

server

HTTP
request

response



Fetching a Web page with HTTP

• Start with the page URL:
http://en.wikipedia.org/wiki/Vegemite

• Steps:
• Resolve the server to IP address (DNS)
• Set up TCP connection to the server
• Send HTTP request for the page
• (Await HTTP response for the page)
• Execute/fetch embedded resources/render
• Clean up any idle TCP connections
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Static vs Dynamic Web pages

•Static web page is a file contents, e.g., image
•Dynamic web page is the result of program 

execution
• Javascript on client, PHP on server, or both 
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HTTP Protocol

•Originally a simple protocol, with many options 
added over time
• Text-based commands, headers

•Try it yourself:
• As a “browser” fetching a URL
• Run “telnet en.wikipedia.org 80”
• Type “GET /wiki/Vegemite HTTP/1.0” to server followed 

by a blank line
• Server will return HTTP response with the page contents 

(or other info)
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HTTP Protocol (2)

•Commands used in the request
Method Description

GET Read a Web page

HEAD Read a Web page's header

POST Append to a Web page

PUT Store a Web page

DELETE Remove the Web page

TRACE Echo the incoming request

CONNECT Connect through a proxy

OPTIONS Query options for a page

Fetch
page

Upload
data

Basically
defunct



HTTP Protocol (3)

•Codes returned with the response
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Code Meaning Examples

1xx Information 100 = server agrees to handle client's request

2xx Success
200 = request succeeded; 204 = no content 
present

3xx Redirection 301 = page moved; 304 = cached page still valid

4xx Client error 403 = forbidden page; 404 = page not found

5xx Server error 500 = internal server error; 503 = try again later

Yes!



Representational State Transfer (REST)

•Moving HTTP beyond websites

•An ideal for design of HTTP-based APIs
• Called RESTful APIs

•5 Core Tenants:
• Stateless (no state on server)
• Cachable (individual urls can be cached)
• Layered (no visibility under REST hood)



Representational State Transfer (REST)

•RESTful Interfaces use HTTP to provide a variety of 
other media (e.g., JSON)
• For example, GET will always be safe and change nothing

HTTP methods

Uniform Resource Locator (URL) GET PUT POST DELETE

Collection, such 
as http://api.example.com/reso

urces/

List the URIs and perhaps other 
details of the collection's 
members.

Replace the entire collection 
with another collection.

Create a new entry in the 
collection. The new entry's URI 
is assigned automatically and is 
usually returned by the 
operation.[17]

Delete the entire collection.

Element, such 
as http://api.example.com/reso

urces/item17

Retrieve a representation of the 
addressed member of the 
collection, expressed in an 
appropriate Internet media 
type.

Replace the addressed member 
of the collection, or if it does 
not exist, create it.

Not generally used. Treat the 
addressed member as a 
collection in its own right 
and create a new entry within 
it.[17]

Delete the addressed member 
of the collection.

https://en.wikipedia.org/wiki/Representational_state_transfer#cite_note-thereisnorightway-17
https://en.wikipedia.org/wiki/Representational_state_transfer#cite_note-thereisnorightway-17


Performance



PLT (Page Load Time)

•PLT is the key measure of web performance 
• From click until user sees page
• Small increases in PLT decrease sales

•PLT depends on many factors
• Structure of page/content
• HTTP (and TCP!) protocol
• Network RTT and bandwidth
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Early Performance

•HTTP/1.0 uses one TCP connection to 
fetch one web resource
• Made HTTP very easy to build
• But gave fairly poor PLT …

Client Server
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Early Performance (2)

•HTTP/1.0 used one TCP connection 
to fetch one web resource
• Made HTTP very easy to build
• But gave fairly poor PLT…



CSE 461 University of Washington 30

Early Performance (3)

•Many reasons why PLT is larger than 
necessary
• Sequential request/responses, even 

when to different servers
• Multiple TCP connection setups to the 

same server
• Multiple TCP slow-start phases

•Network is not used effectively
• Worse with many small resources / page



Ways to Decrease PLT

1. Reduce content size for transfer
• Smaller images, gzip

2. Change HTTP to make better use of bandwidth
3. Change HTTP to avoid repeat sending of same 

content
• Caching, and proxies

4. Move content closer to client
• CDNs [later]
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Parallel Connections

•One simple way to reduce PLT
• Browser runs multiple (8, say) HTTP instances in parallel
• Server is unchanged; already handled concurrent requests 

for many clients

•How does this help?
• Single HTTP wasn’t using network much …
• So parallel connections aren’t slowed much
• Pulls in completion time of last fetch
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Persistent Connections

•Parallel connections compete with each other for 
network resources
• 1 parallel client ≈ 8 sequential clients?
• Exacerbates network bursts, and loss

•Persistent connection alternative
• Make 1 TCP connection to 1 server
• Use it for multiple HTTP requests
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Persistent Connections (2)
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Client Server Client Server Client Server

Persistent +Pipelining



Persistent Connections (3)
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One request per connection

Sequential requests 
per connection

Pipelined requests 
per connection



Persistent Connections (4)

•Widely used as part of HTTP/1.1
• Supports optional pipelining
• PLT benefits depending on page structure, but easy on 

network
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Web Caching

•Users often revisit web pages
• Big win from reusing local copy!
• This is caching

•Key question:
• When is it OK to reuse local copy?
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NetworkCache

Local copies

Server



Web Caching (2)

• Locally determine copy is still valid
• Based on expiry information such as “Expires” header 

from server
• Or use a heuristic to guess (cacheable, freshly valid, not 

modified recently) 
• Content is then available right away

CSE 461 University of Washington 38

NetworkCache
Server



Web Caching (3)

•Revalidate copy with remote server
• Based on timestamp of copy such as “Last-Modified” 

header from server
• Or based on content of copy such as “Etag” server header
• Content is available after 1 RTT
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NetworkCache
Server



Web Caching (4)

•Putting the pieces together:
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Web Proxies

•Place intermediary between pool of clients and 
external web servers
• Benefits for clients include caching and security checking
• Organizational access policies too!

•Proxy caching
• Clients benefit from larger, shared cache
• Benefits limited by secure / dynamic content, as well as 

“long tail”
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Web Proxies (2)

• Clients contact proxy; proxy contacts server
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Cache

Near client

Far from client


