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TODO

• DNS


• Wireshark


• Project 0 help



DNS

• Application level protocol


• Map human-readable domain name to IP address


• Different users can return different IP addresses 
depending on their location. Why?


• Returns other information related to domain name


• Distributed database. Nodes are name servers



edu

cs

washington

Top level domain

Up to 127 levels

Null string (root zone)



DNS
• Each domain has one authoritative name server. It has 

information about all the sub-domains as well


• Master server: holds original master copies


• Slave server: maintains copies of master records


• TLDs served by root name servers


• All records have a TTL in seconds, cached servers refresh 
their records after TTL expires



Looking up an address
• Hosts know the IPs of several root name servers (this is updated)


• Roots refer to other authoritative name servers, first the TLD NS then lower 
subdomain NSs


• Caching done to avoid all web requests going to root name server


• Typically a UDP request, sometimes TCP


• This is done by ISPs and home routers

Iterative search Recursive search



dig (domain information groper)

Unix utility to query DNS service

Root name servers

/etc/resolv.conf



dig

We are requesting an A record

IP address is the answer

We are sending a query

Here are the authoritative

name servers

IP addresses of authoratative

name servers

TTLs

86400 = 24 hours

144024 = 40 hours



Reverse DNS lookup

PTR record for IP => name

dig



DNS cache
chrome://net-internals/#dns

We check this before 
doing a DNS call



Record types
• Start of authority (SOA)


• Details of server that supplied information, administrator of the 
zone, current version of data


• IP addresses (A and AAAA, IPv4 and IPv6)


• SMTP (MX)


• Name servers (NS)


• Reverse DNS lookup (PTR)


• Domain name alias (CNAME)



What happens when you 
type google.com into your 
browser and press enter?

https://github.com/alex/what-happens-when

https://github.com/alex/what-happens-when


Wireshark

• Network debugger


• See details of all packets being sent around you



Wireshark
• Monitor mode: 


• Capture all wireless traffic, without having to associate with an AP.


• You can see corrupted packets that don’t pass CRC


• You cannot transmit in monitor mode (typically). 


• Promiscuous mode:


• WNIC forwards traffic to CPU. 


• WNIC typically drops all packets intended for others. Now you 
can look at broadcast messages intended for other parties







Filters
• Transport: 

tcp.srcport ==80  
tcp.port==80


• IP: 
ip.dst==172.28.7.97 
ip.src==172.28.7.97


• Link: 
wlan.addr==00:11:22:33:44:55 
wlan.sa==00:11:22:33:44:55


• Protocol: 
dns 
tcp 
udp



NetSpot
-60 is “good” for Wi-Fi

Disconnects at around 
-90dBm

20MHz

Convert SNR 
from dB value

Max data

Rate



2.4GHz: 
Three non-overlapping channels 
in the US

1, 6, 11

20MHz bandwidths


5Hz: 
Variable bandwidths: 
20, 40, 80MHz


More room
Restricted


By

Weather

channels

Gap in band







Application 
Layer

Transport 
Layer



Internet 
Layer

Link layer



Physical layer



Beacon frames 
Wi-Fi send these to announce their presence

Broadcasted to everyone Physical layer message

Wi-Fi adapts bitrate based on SNR

Ethernet = {10, 100, 1000, 10k,…}MBps


