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Requirements for Human-Readable

Naming System
=

» What do we need?

As short as possible

Easy to memorize
(i.e., not arbitrary)

Unique
Customizable
Hierarchical

Reflect organizational structure

A way to quickly translate to and from the existing,
computer-friendly addressing systems

Ideally, we’d like to address specific resources as well



Bnier. o Donanm Names!

* Human-readable “domain names” map to IP
addresses (names < 254 characters)

* A human can type into their
browser, and the browser will (somehow) know to go

t0 173.104.33.179
* But how might this be done?
Some sort of hash
(not really practical)
A file of all of the mappings
Separate servers to provide
the mappings
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Resolving a Domain Name

If I type shop.spacex.com, what happens?
Check /etc/hosts

Check DNS cache (note: negative caching exists!)
Check local DNS server

Go down hierarchy and ask:
Ask . DNS root server

Ask .com TLD (Top Level
Domain) server

Ask spacex.com’s NS

Send HTTP request to the
[P address obtained

Demo
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What are some ways this system can break?

DoS attacks on DNS server
Done before, in 2002 and 2007
Not much impact due to filtering and caching

Return incorrect IP address to a DNS request

Could even return the IP of our own server!
Commonly done by ISPs

Compromise root servers

Google DNS
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Questions?




