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Purposes for TLS

When we don't use TLS, web traffic goes over
unencrypted

This includes HTTP payloads, but also HT'TP headers
Why are headers a problem too?

810 26.520147 10.1.10.36 192. 224 HTTP : - YT —— B P W =

B Frame 810: 855 bytes on wire (6840 bits), 855 bytes captured (6840 bits)
+ Ethernet II, src: AsustekC e7:54:c6 (20:cf:30:e7:54:c6), Dst: b8:9b:c9:d9:2c:26 (b&8:9b:c9:d9:2c:26)
# Internet Protocol, src: 10.1.10.36 (10.1.10.36), Dst: 192.254.190.224 (192.254.190.224)
F Transmission Control Protocol, Src Port: 61235 (61235), Dst Port: http (B80), 5eq: 719, Ack: 2529, Len: 801
=
B
# [Expert Info (Chat/Sequence): GET /teamregistermail.php?teamname=Team+Awesome&captainname=Nat&othermembers=1ohn%0D!
Request Method: GET
Request URI: /teamregistermail.php?teamname=Teamt+Awesome&captainname=Nat&othermembers=John%0D%0AKarthik%0D%0AWI 171,
Request Version: HTTP/1.1
Host: seahop.netirin
User-aAgent : Mozw11a 5.0 (wWwindows NT 6.1; wWowsd; rv:35.0) Gecko/20100101 Firefox/35.0%%\n
Accept: text/html app11cat1on “whtml+xml,application/xml; g=0.9,
Accept-Language: -us,en; g=0. )
Accept-Encoding: gz1p, deflateirin
referer: http://seahop.net/index. php?option=com_contenté&view=article&id=46&TItemid=53"r"n
Cookie: 1e97d8lcebccsBl57aea2dfffcffebde=48b127a4fab6B8acedel35604a7461593a; PHPSESSID=c132c29ba2dfobfoc7erB63202e87071
# authorization: Basic c2vhaGOwywRTawdeczNhaDBwWYWRTMWL="r"n
connection: keep-aliveirin
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TLS and CONNECT

- HTTP CONNECT is used to establish a two-way
connection “tunnel” between two parties

- After this, a “triple handshake” is performed over the
tunnel

- After the handshake, the two
parties can communicate securely

- We'll take a closer look at this

handshake




TLS Handshake Protocol (Concept)

- What do we need to do to communicate securely?
Make sure we're speaking the same language
- Prove who we are
- Establish a secret code




TLS Handshake Protocol (Rough Details)

Client tells the server its protocol version and what
cryptographic algorithms it can use

- Server responds with a protocol version and
cryptographic algorithm to use

Server sends its certificate to verifty its identity

Client verifies certificate and sends Pre-Master Secret,
encrypted so only the server can read it

Client and server both use that PMS to generate a
Master Secret, which is used to generate encryption
keys

Communication commences



Heartbleed bug

2014 Bug in OpenSSL implementation of TLS

Clients ask for a “heartbeat” message to test and keep
alive communication links

In OpenSSL, length checking wasn't properly
performed on the heartbeat data

HOW THE HEARTBLEED BUG WORKS:










Side-channel TLS Attacks (2)
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