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his Module's Topic: RFIDs

* RFIDs are passive, wireless devices
— Power is harvested from the RF emitted by a reader

— Communication/sensing is possible only from a few inches to
perhaps a few meters
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What Are They For?

Ehe New Hork Eimes Technology

In Texas, 28,000 Students Test an Electronic Eye

Published: November 17, 2004

Enlarge Thiz Image
(Page 2 of 2) E

But on the morning Felipe and
Christopher shared a seat on bus No.
38, the district experienced one of the
garly technology hiccups. When the
bus arrived at school, the svstem had
not worked. On the Web site that
inchudes the log of student
movements, there was no record that
any of the students on the bus had
arrived.

It was just one of many headaches;

Mlichzs] Stravato for The New York Times

the system had also made double Sandra Martinez, 10, uses her ID) card
entries for some students, and got to indicate that she is getting off her
arrival imes and addresses wrong for school bus in Spring, Tex.

others. "It's earlv glitches," said Brian
Weisinger, the head of transportation
for the Spring district, adding that he ARTICLE TOOLS

expected to work out the problems. E-Mail This Article
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What Are They For?
First deszgn looks to tag stray dogs

n
THE NATION

APART FROM PROVIDING development
tools for local designers, the Thailand IC

.andtheincubatoris;

cy” ID chip and its reader has been made
aprocms to last three

Man said the TIDI has talked with
theB: ghok M litan Administration

this]

orted products. No

many im]
ID chips used in smart

imported

Design Incubator(TIDI)alsodevelopsthe
technology for various hi-tech devices and
allows businesses to license the tehenolo-
gy to help build their products.

and the Livestock Development
Department about the hechnology’s usein
animals.

wm:ldmstha]:fﬂm&.

, theincubator, whldxmms 'BMA has a pl.lm 0 lmpl.mt chips in mMmcpmdthueimﬂymﬂdcﬂcms

15 ICdemgners,lsdevelupmgcore rolthe while were expected to be in big demand when

RF) c]n pofcg depammtwsa:tscaw!wrth they the  imarketplace.

mdmﬁequen (RF)ID senalcom» ID r dairy-farms. So we think we ponigpen @nationgroup.com
munication fev ices including universal og;'thm technology to them as a ) .

buses (USB) and micro-controllers.

Manop Thamsirianunt, head of IC
designbusinessdevelopmentat TIDI, said
that. ing common core technologies
would build a foundation for the pri-
vate sector to use for further development

substltul:e for more expensive
;mports, he said.

talk with the private sec-
tor about using the i
locally made ID

ummhnl.ltlsm:gecbedﬂlnumng

d gy will help
savethecnuntrympereentormnmun
cost around Bt80, but using locnl ones

Asforthereader, 1tshauldmst Bt7,000

of their own products.
“Insbe&d of starting frorn zero, busi-

nesses can our co; to

add more features to theu' products,”

e adgﬁ‘a technologylic the A
In nto icensing, ‘&

incubator plans to work with the private k.

sector to help develop needed technology.

Ithasjoined with such acompanytodevel-

op a USB transceiver interface to be built

in to electronic products.

s Rogms sn e e lnosbuine o
some, eir work,” he sai
Headded that the technology being

developed by the incubator would

certainly have commercial uses. vl

One area under development - ¥

iswireless identity: nh:fs and o ? f

technology is design

help identify mgluvl'l]dun.lu

when accessing buildings
or for keeping track of
animals,

Aprototype of the
“radio-frequen-

technology in
such areas
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What Are They For?
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Ehe New York Times Fashion & Style

High Tech, Under the Skin Abbreviated
B

y
Published: February 2, 2006

WILLIAM DONELSON'S left hand gripped the paper-covered arm of an antique barber chair at a tattoo and piercing shop in
Cambridge, Ontario. His feet bounced gently on the chrome footrest as he waited for his implant. At last he would be able to
do what he had long imagined: enhance his body's powers through technology.

Implanting the chip was a relatively simple procedure but highly symbolic to Mr. Donelson, a 21-year-old computer
networking student so enthralled with the link between technology and the body that he has tattoos of data-input jacks
running down his spine. They are an allusion to an imagined future when people might be plugged directly into computers.
His new chip, complete with a miniature antenna and enclosed in a glass ampoule no bigger than a piece of long-grain rice,
has a small memory where he has stored the words "Embrace Technology.*

Mr. Donelson and three are part of a small group, about 30 people around the world, who have independently inserted radio

frequency identification chips, known as tags, into their bodies, according to Web-based forums devoted to what
participants call getting tagged.
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http://query.nytimes.com/search/query?ppds=bylL&v1=ANNA%20BAHNEY&fdq=19960101&td=sysdate&sort=newest&ac=ANNA%20BAHNEY&inline=nyt-per
http://tech2.nytimes.com/gst/technology/techsearch.html?st=a&query=rfid&inline=nyt-classifier

EDSecurityFucus_ e

Company requires RFID injection
Published: 2006-02-10

Two employees have been injected with chips this week as part of a new requirement to access
their company's datacenter.

Cincinnati based surveillance company created the policy with the hopes of
increasing security in the datacenter where video surveillance tapes are stored. In the past, employees
accessed the room with an tag which hung from their keychains, however under the new
regulations an from VeriChip must be injected into the bicep
to gain access, spychips.com said on Thursday.

Although the company does not require the microchips be implanted to maintain employment, anyone
without one will not be able to access the datacenter, according to a
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http://adserver.securityfocus.com/RealMedia/ads/click_nx.cgi/www.securityfocus.com/brief@x30
http://en.wikipedia.org/wiki/RFID
http://citywatcher.com/
http://www.securityfocus.com/columnists/169
http://www.spychips.com/verichip/verichip-photos-instructions.html
http://www.spychips.com/press-releases/us-employees-verichipped.html
http://www.spychips.com/press-releases/us-employees-verichipped.html
http://www.theregister.co.uk/2006/02/10/employees_chipped/

COMPUTERWORLD

Government

Abbreviated

Wisconsin law bars forced RFID implants
Measure takes effect this week; other states considering limits on technology
Marc Songini

June 12, 2006 -- Wisconsin this week will become one of the first states to ban the forcible
implantation of radio frequency identification (RFID) tags into humans.

The ban begins on Wednesday, when legislation signed on May 30 by Gov. James Doyle goes into effect.

The act dictates that no person may force another to have a microchip implanted in his body. Violators face
fines of $10,000 each day until the chip is removed.
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http://www.computerworld.com/
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2 seattlepi.com

Abbreviated

Last updated Octoberd, 2007 7236 pom. PT

PC user fined $222,000 for sharing
copyrighted music

By J25HUA FREED
THE ASSOCIATED PRESS

DULUTH, Minn, -- The recording industry won a key fight Thursday
against illegal music downloading when a federal jury found a
Minnesota waman shared copyrighted music online and levied
£222,000 in damages against her,

The jury ordered Jammie Thomas, 30, to pay the six record companies
that sued her §9,250 for each of 24 songs they focused on in the
case. They had alleged she shared 1,702 songs online in violation of
their copyrights.
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Ehe New York Thmes

Technology

Report of Cancer Hurts Maker of Chip Implants

By Abbreviated

Published: September 11, 2007

Shares of and of its publicly traded subsidiary , which makes an implanted
microchip for identifying people, fell sharply yesterday as investors reacted to a report this weekend linking the
tiny radio device to . The report, by The Associated Press, suggested that VeriChip and federal regulators

had ignored or overlooked animal studies raising questions about whether the chip or the process of injecting it
might cause cancer in dogs and laboratory rodents.

Blah blah blah...

“If there are any cancers from the chips, they are so rare that losing pets is far more serious,” said Dr. Lawrence
D. McGill, a veterinary pathologist at Animal Reference Pathology, a veterinary laboratory in Salt Lake City.
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http://topics.nytimes.com/top/reference/timestopics/people/f/barnaby_j_feder/index.html?inline=nyt-per
http://www.nytimes.com/mem/MWredirect.html?MW=http://custom.marketwatch.com/custom/nyt-com/html-companyprofile.asp&symb=ADSX
http://www.nytimes.com/mem/MWredirect.html?MW=http://custom.marketwatch.com/custom/nyt-com/html-companyprofile.asp&symb=CHIP
http://health.nytimes.com/health/guides/disease/cancer/overview.html?inline=nyt-classifier

The Inventorying Problem

Anyone there?
Reader
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The Inventorying Problem

Reader

Anyone there?
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Physical Constraints

* They have almost no memory
— Memory is bit addressable!

* They have almost no compute

— They’re hardware implementations of simple state machines,
not von Neumann computers

* They have almost no transmit power

— In fact, they have none — they backscatter a carrier
transmitted by the reader

* Low bandwidth, high bit error rate

* Result: communication is largely under control of the
reader. (Tags never speak unless spoken to.)

1/26/2009 CSE 461 09wi



A Few Specifics

« We'll use the specific instance of the tags

implemented for the next assignment.

— They're based on the spec for the Class 1 Generation 2 UHF RFID

* http://www.epcglobalinc.org/standards/uhfclg2/uhfclg2_1_2_0-
standard-20080511.pdf

* Storage on the tag:
— EPC: electronic product code (48-256 bits)
— SL: selected bit (settable by reader)
— INV: inventoried bit (settable by reader)

* Bandwidth is O(100Kbps)

 Bit error rate (BER) is (okay, no one knows for sure,
but we're saying) 0.1% - 1%
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Class 1 Gen 2 Tag State Diagram

2 Slot Power-up & ~killed NEW ROUND
Quernyiep — i | - 2ot | CMD: Query [mismatched
GueryAdjust inventoried or SL flags]
Reply: None
CMD: Select
Action: Retum to ready
Reply: None. Mote 1 e R
E:;m roiumnd CMD: Query [=lot = 0 & matching
CMD: All other Reply: Mone
Action: Remain in ready
Reply: Mone
. CMD: GueryRep, QueryAdiust [slot <= 0]
Arhitrate Heply: Nore:
HEW ROUND
CMD: Select CMD: QueryAdiust, QueryRep [slot=0] e e L
Action: Retumn to ready Reply: New RN16 (inventoried & SL) flags]
Reply: None. Note 1 Reply: Mew RN1E6
CMD: Guery
Action: Mew round
Reply: Mote 3 CMD: QueryAdjust [slot = 0]
CMD: All other Reply: Mew RN16
Action: Return to arbitrate
Reply: Mone.
CMD: Mone within time T. : :
Action: Return to mﬁtrzéte g:ﬂ#ﬁgﬁﬁ:iﬁ?:f] CMD: ACK [valid RM16]
Reply: None. z ; Reply: Sees Table 6.14
CMD: Req_ RN finvalid RM1E]
Reply: Mone
CMD: Mone within time T,
Action: Retumn to arbitrate Acknowledged )
Reply: MNone. CMD: Req_ RN [valid RM16] & {access password = 0}
Reply: handle

CMD: ACK [valid handle
Reply: See Table 6.14
CMD: Req RN, Read, Write, Lock, BlockWhite/'Erase/Pe

Fhmmbian Tmm mdbede e idime Sl =T

CMD: Reg_ RN [valid RN 18] &
{access password <= 0}
Reply: handle
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he Flavor of RFID Communication

B Single Tag Reply >
T I L QUEWREP ar
nereogator | a4 Cavm 31125 N2 0 )| Gyt
v )| iimvaia
Tag RN16 PC + EPC + CRC16
T, T, T, T, T,
Select Directive from reader to conditionally modify SL or INV bit. The
condition is a bit string that must match memory at a specified location.
Query Reader supplies tags with a guard condition and a window size value.
Tags meeting the guard choose a random slot. Any that choose slot 0
reply; others wait.
RN16 / ACK Short temporary identifier supplied by tag, then used by reader to request

the EPC.

1/26/2009
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Reader
. * g
Select( Query( ," : Query(
set SL, SL 0= INV, xACri(n . / SL - INV,
mask =0, Q=4 - ; Q=4
len=0 ) \‘) ; )
) { EPCFrame(
IRN16( ! EPC
{ rand, o)
fo :
Tags QSlot=U[0,15] | | if (QSlot == 0) if rand_ = rand_
State Ready—> Read}’\““““':""*Reply """"""""" * Acked - *Ready
Arbitrate
SL.  false — true >
INV false > true
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Protocol Issues

* What approach to collision resolution should be
used?

— @Goal, say, is to obtain EPCs of all tags during the small time
that the pallet is next to the reader

* What should be done to protect against bit errors?

— What is the argument for transmitting error detection bits?
* Against?

* Should you use ACKs and/or ARQ?

— The spec defines the rules, and there are no ACKs. (Why?)

— There are some situations where repeating a request is
possible and makes sense.
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Collision Resolution

* What the tags do in response to received frames is
part of the spec

— Not under software control

* Software decides what frames to send to them,
though

* More on frames/tags in a second, but first let’s try to
relate this to what we've seen before
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Ethernet vs. 802.11 vs. RFID Link Layers

Ap

Reade

o000
U0
Collision . Carrier Collision
Bandwidth BER resolution CR s part Sense Detect ACKs/ CRC
. of spec? . . ARQ
runs in... possible possible
Ethernet High Low Sender Yes Yes Yes No Yes
802.11 Medium Medium Sender Yes Yes No Yes Yes
RFID Low High Reader No No Yes ? Depends
(Receiver) on frame
1/26/2009 CSE 461 09wi




RFID Collision Resolution Approaches

* The reader needs to somehow distinguish (any) one
tag from all the others

* To do this, it has to make use of something on a tag
that distinguishes it from the others:
— The tag’s EPC
— The tag’s randomly selected slot number
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A Slot-based Scheme (Appendix D of the Spec)

Q = round(Q,)
C is a constant in Query(Q)

range 0.1-0.5

#of Tag

Upmmax(0, Q- ©) Responses

Q,,=min(15, O+ C)

Figure D.1 — Example algorithm for choosing the slot-count parameter o
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EPC-based Query Tree
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Frames (Tag “Instructions”)

* Select

— Set or invert SL or INV iff what is in a tag’s memory starting at a
articular bit matches a (variable length) bit string in the Select
rame

* Query
— “Selects” tags with particular value of SL and INV
— Provides a “backoff window” size

— Tags pick a random slot in backoff window and respond if slot = 0

* QueryRepeat
- 'I:I)'agls participating in the current round decrement their slot counter

— Respond if updated slot = 0

* QueryAdjust

— Tags in the current round double, halve, or leave unchanged, the
current backoff window

— They then pick a new random slot and respond if slot = 0
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