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Privacy 

•  “the quality or state of being apart from 
company or observaAon” 
– Merriam‐Webster 



Network privacy threat 

“I love you” 

“I love you” 

Wow! Alice and 
Bob love each 

other! 



Is providing privacy easy? 
Ek(“I love you”)  
 wnvq31#2v. 

Dk(wnvq31#2v.)  
 “I love you” 

???? 

wnvq31#2v. 

wnvq31#2v. 



Is providing privacy easy? 
Ek(“I love you”)  
 wnvq31#2v. 

Dk(wnvq31#2v.)  
 “I love you” 

wnvq31#2v. 

Hmm, why are Alice 
and Bob talking? 

Maybe they love each 
other 

wnvq31#2v. 

Obviously platonic, 
given Bob is sending 
messages from the SF 
Gay Men’s Chorus 

Bldg. 



Providing Privacy 

•  Requirements  
–  Data confidenAality 
–  LocaAon privacy 
–  RelaAonship privacy 
–  Anonymity 

•  O]en very difficult to provide 
–  The threat can be a communicaAng party 

Iden%ty 
Alice 

SSN: 123‐45‐6789 

Informa%on about her 
Loves Bob 

Enjoys long walks on the beach 
Watches bad TV X 
Her loca%on 

Down the rabbit hole 

Her rela%onships 
Bob 

X 
X 

X 



Outline 

•  ApplicaAon layer threats and challenges 
– SoluAon ??? 

•  Network layer threats and challenges 
– One soluAon: TOR 

•  Link Layer threats and challenges 
– One soluAon: SlyFi 



The applicaAon layer 



The dreaded cookie 

•  Chief mechanism for connecAng user sessions 

•  Can easily associate idenAty 

HTTP Request for website.com 

HTTP Respon
se: website.c

om 

+ COOKIE_ID
 = 12345 

HTTP Request for website.com + COOKIE_ID = 12345 

HTTP Request for website.com?name=Alice + COOKIE_ID = 12345 



Threat: Web sites 

•  User gives personal data to web sites 
–  “Privacy is for old people. This is the MySpace generaAon. 
People publish every detail of their lives for all the world to 
see.” ‐‐ Mary Baker, HP, 2007 

•  Web sites don’t do enough to respect privacy 
–  “We cannot guarantee that only authorized persons will 
view your informaAon. We cannot ensure that informaAon 
you share on Facebook will not become publicly available. 
We are not responsible for third party circumvenAon of 
any privacy senngs or security measures on Facebook.” ‐ 
hop://www.facebook.com/policy.php 



Consequence 



Consequence 



Btw, the threat doesn’t have to be 
intenAonal 



Challenges 

•  How can we learn what informaAon about us is 
collected? 
–  Limited visibility into where your data is going: 

E.g., evite shares your zip code with doubleclick.net, 
adbureau.net, abmr.net, voicefive.com, target.com and 
atdmt.com 

•  How do we ensure anonymity when we want it? 
–  E.g., when searching. 
–  Note: blocking cookies breaks apps 

•  How do we control the exposure of personal 
informaAon? 

•  What’s the right balance between funcAonality and 
privacy? 



The network layer 



Threat: Nodes in between 

•  Address linked back to anonymous remailer 
•  Remailer gives up Alice’s idenAty 

Aoached: Secret document 
of the Church of Scientology.doc 

Anon.penet.fi  alt.religion.scientology 



Overeager governments simplify tracking 

•  EU direcAve 2006/24/EC: 3 year data retenAon 
– For ALL traffic, requires EU ISPs to record: 
•  Sufficient informaAon to idenAfy endpoints 
   (both legal enAAes and natural persons) 

•  Session duraAon 
•  … but not session contents 

– Make available to law enforcement 
•  … but penalAes for transfer or other access to data 



Threat: Nodes in between 

•  Same problem with different nouns… 
–   Remailer (anon.penet.fi)  ISP  
–  Newsgroup (alt.religion.scientology)  website. 

•  ISP sees Alice’s desAnaAon  
•  ISP blocks access 

–  Also might noAfy government 

•  IdenAAes easier to determine when using IPv6 autoconfiguraAon 
–  Binds MAC (a globally unique idenAfier) to your IP address 

Chinese ISP  Humanrights.watch.org 



TOR: For anonymous Web browsing 

•  Why? 
– Discuss health issues and financial maoers 
anonymously, conceal interacAons with gambling 
sites 

– Bypass Internet censorship in parts of the world 
– Law enforcement 

•  Two goals: 
– Hide user idenAty from target web site 
– Hide browsing paoern from employer or ISP 



1st aoempt:   anonymizing proxy 

  HTTPS:// anonymizer.com ? URL=target 

User1 

User2 

User3 

anonymizer.com 

Web1 

Web2 

Web3 



Anonymizing proxy: security 

•  Monitoring ONE link:  eavesdropper gets nothing 

•  Monitoring TWO links: 
–  Eavesdropper can do traffic analysis 
– More difficult if lots of traffic through proxy 

•  Trust:    proxy is a single point of failure 
–  Can be corrupt or subpoenaed 

•  Example:    The Church of Scientology   vs.   anon.penet.fi    

•  Protocol issues: 
–  Long‐lived cookies make connecAons to site linkable 



How proxy works 
•  Proxy rewrites all links in response from web site 
– Updated links point to anonymizer.com 

•  Ensures all subsequent clicks are anonymized 

•  Proxy rewrites/removes cookies and some HTTP 
headers 

•  Proxy IP address: 
–  if a single address, could be blocked by site or ISP 
–  anonymizer.com consists of  >20,000  addresses 

•  Globally distributed,   registered to mulAple domains 
•  Note:  chinese firewall blocks ALL anonymizer.com addresses 

•  Other issues: aoacks (click fraud) through proxy 



2nd Aoempt: Mix Nets [C’81]  
•  Goal: No single point of failure 

•  Every router has a public/private key pair 
–  Sender knows all public keys 

•  To send packet: 
–  Pick random route:    R2 → R3 → R6 → srvr 
–  Prepare onion packet: 

R3  R5 

R4 

R1 

R2 
R6 

srvr 

Epk2
( R3,   Epk3

( R6,    Epk6
( srvr , msg) packet =  



Eavesdropper’s view at a single MIX 

•  Eavesdropper observes incoming and outgoing traffic 

•  Crypto prevents linking input/output pairs 
•  Assuming enough packets in incoming batch  

•  If variable length packets then must pad all to max length 

user1 

user2 

user3 

Ri 

batch 



Performance 
•  Main benefit: 
–  Privacy as long as at least one honest router on path 

•  Problems: 
–  High latency (lots of public key ops) 

•  Inappropriate for interacAve sessions 
•  May be OK for email  (e.g. Babel system) 

–  No forward security 
•  How does server respond? 
–  hint: user includes “response onion” in forward packet 

R3 R2  R6 

srvr 



3rd Aoempt: Tor Mix circuit‐based design 

•  Goals: No single failure point & beoer performance 

•  Trusted directory contains list of Tor routers 

•  User’s machine preempAvely creates a circuit 
–  Used for many TCP streams 

–  New circuit is created once a minute 

one  minute later 

R1 

R2 

R3 

R4 

srvr1 

srvr2 

R5 

R6 

stream1 

stream
2 



CreaAng circuits 

R1  R2 

TLS encrypted  TLS encrypted 

Create C1 

D‐H key exchange 

K1  K1 

Relay C1          Extend R2 

D‐H key exchange 

K2  K2 

Extend R2 



Once circuit is created 

•  User has shared key with each router in circuit 

•  Routers only know ID of successor and 
predecessor 

R1 

R2 

R3 

R4 

K1,  K2, K3, K4  K1 

K2 

K3 

K4 



Sending data 
R1  R2 

     Relay C1     Begin site:80 

     Relay C2     Begin site:80 

TCP handshake 

     Relay C1     data HTTP GET 

      Relay C2     data HTTP GET 

HTTP GET 

K1 
K2 

resp       Relay C2     data resp      Relay C1     data resp 



ProperAes 
•  Performance: 
–  Fast connecAon Ame: circuit is pre‐established 
–  Traffic encrypted with AES: no pub‐key on traffic 

•  Tor crypto: 
–  provides end‐to‐end integrity for traffic 
–  Forward secrecy via TLS 

•  Downside: 
–  Routers must maintain state per circuit 
–  Each router can link mulAple streams via  CircuitID 

•  all steams in one minute interval share same  CircuitID 



The Link Layer (and link‐local threats) 



Bonjour 
jill yetman’s iBook G4 [00:17:f2:c8:46:8e]._workstaAon._tcp.local 

Gary Yngve’s MacBook Pro._postgresql._tcp.local 

Benjamin Melton’s MacBook Pro._afpovertcp._tcp.local 

Chantri Polprasert’s Computer [00:17:f2:f2:23:59]._workstaAon._tcp.local 

Marianne Keddington‐Lang’s MacBook._smb._tcp.local 

Darin Travis’ Computer [00:19:e3:45:0b:43]._workstaAon._tcp.local 

Jackson Douglas’ iBook [00:03:93:a6:2f:36]._workstaAon._tcp.local 

Cheryl West’s Laptop._afpovertcp._tcp.local 

Andrew Hard’s Computer [00:17:f2:32:9f:ee]._workstaAon._tcp.local 

Rosslyn Luke’s Library._daap._tcp.local 



Analogous privacy issues with link 
layer service discovery 

Home 

www.wigle.net 

802.11 header    Is “djw” here?  “djw” is here 



34 

Problem: Anonymity compromised 
by MAC Addresses 

Alice  Alice? 

MAC: 12:34:56:78:90:ab 

Alice’s iPod is here 802.11 beacon  Alice’s iPod is here 802.11 beacon 

Easy to idenAfy and relate devices over Ame 

Is Alice’s iPod here? 802.11 probe 

tcpdump 

MAC: 12:34:56:78:90:ab 

Alice’s friend? 



Problem: Side channel analysis via MAC 
address linkages 

35 

Isolated data streams are more suscepAble to side‐
channel analysis on packet sizes and Aming 
–  Exposes keystrokes, VoIP calls, webpages, movies, … 

[Liberatore, CCS ‘06; Pang, MobiCom ’07; Saponas, Usenix Security ’07;  
Song, Usenix Security ‘01; Wright, IEEE S&P ‘08; Wright, Usenix Security ‘07] 

≈ 

DFT 

transmission sizes  transmission sizes 

300 
250 
200 

100 
500 

120 



SlyFi: A link layer with beoer privacy 

•  Why? 
– Easy for eavesdropper to track and profile users 
via their wireless transmissions 

•  Two goals: 
– Conceal all idenAfiers from 3rd parAes 
– Make the protocol efficient 

– hop://www.seaole.intel‐research.net/pubs/
mobisys08‐slyfi.pdf 



Best Security PracAces 

SSID: Bob’s Network 
Key: 0x2384949… 

Discover 
802.11 probe  Is Bob’s Network here? 

802.11 beacon  Bob’s Network is here 

Username: Alice 
Key: 0x348190… 

802.11 auth  Proof that I’m Alice  

802.11 auth  Proof that I’m Bob 

AuthenAcate 
and Bind 

802.11 header   

802.11 header   
Send Data 

Bootstrap 

Out‐of‐band (e.g., password, WiFi Protected Setup) 

tcpdump 

•  ConfidenAality 
•  AuthenAcity 
•  Integrity 

37  37 



Bootstrap 

SSID: Bob’s Network 
Secret: 0x2384949… 

Username: Alice 
Secret: 0x348190… 

Privacy Problems Remain 

Discover 
802.11 probe  Is Bob’s Network here? 

802.11 beacon  Bob’s Network is here 

tcpdump 

802.11 auth  Proof that I’m Alice  

802.11 auth  Proof that I’m Bob 

AuthenAcate 
and Bind 

802.11 header   

802.11 header   
Send Data 

Is Bob’s Network here? 

Proof that I’m Bob 

Bob’s Network is here 

MAC addr, seqno, … 

MAC addr, seqno, … 

Many exposed bits are (or can be used as) 
idenAfiers that are linked over Ame 

•  ConfidenAality 
•  AuthenAcity 
•  Integrity 

38 



Discover 

AuthenAcate 
and Bind 

Send Data 

Goal: all bits appear random to outsiders 

Bootstrap 

SSID: Bob’s Network 
Key: 0x2384949… 

Username: Alice 
Key: 0x348190… 

tcpdump 

? 



Challenge is to make the protocol work 
when all bits are hidden 

Which packets are mine?  Which packets are mine? 

Filtering without Identifiers 

Without changing the usage model 

Without breaking services 

Without changing authentication 

While staying just as efficient 



Straw man: MAC Pseudonyms 
•  Idea: change MAC address periodically 
–  Per session or when idle [Gruteser ’05, Jiang ‘07] 

•  Other fields remain (e.g., in discovery/binding) 
–  No mechanism for data authenAcaAon/encrypAon 

–  Doesn’t hide network names during discovery or 
credenAals during authenAcaAon 

•  Pseudonyms are linkable in the short‐term 
–  Same MAC must be used for each associaAon 

–  Data streams sAll vulnerable to side‐channel leaks 

41 



Naïve approach (symmetric encrypAon 
of all bits) is slow 

Probe “Bob” 

Client  Service 

Symmetric encrypAon 
(e.g., AES w/ random IV) 

Check MAC: 

MAC:  KAB 

KAB 

KAB 

Try to 
decrypt 

with each  
shared key 

KShared1 
KShared2 
KShared3 

… 

Different symmetric key per potenAal sender 

Can’t idenAfy the 
decrypAon key in 
the packet or 
else it is linkable 



•  Symmetric key almost works, but tension between: 
–  Unlinkability: can’t expose the idenAty of the key 
–  Efficiency: need to idenAfy the key to avoid trying all keys 

•  Idea: Split the encrypAon to idenAfy the key in an 
unlinkable way. Provides “one‐Ame addresses” that can 
be pre‐computed for efficient matching 

•  Approach: 
–  Sender A and receiver B agree on tokens: T1  , T2  , T3  , … 
–  A aoaches Ti     to encrypted packet for B 

SlyFi insight: split encrypAon to 
provide “one‐Ame addresses” 

AB 

AB 

AB  AB 



SlyFi “one Ame addresses” 

Probe “Bob” 

Client  Service 

Symmetric encrypAon 
(e.g., AES w/ random IV) 

Check MAC: 

MAC:  KAB 

KAB 

KAB 

KAB 

Lookup Ti     in a 
table to get KAB 

AB 

  Need a shared variable, i,  that changes o]en 

Ti    =  AESK   (i) AB 

AB Ti    =  AESK   (i) AB 

AB 

Ti 
AB 

Main challenge: 
Sender and receiver must synchronize i 

without communicaAon 



Data  
Transport 

•  S 

–  Only sent over established 
connecAons 

–  Expect messages to be delivered 

•  Synchronize  

–  Infrequent: sent when trying to associate 

–  Narrow interface: single applicaAon, few 
side‐channels 

–  Linkability OK at short Amescales 

Discovery and 
Binding 

•  On receipt of                                   , receiver computes Ti+1 

•  Handling message loss or clock skew: 
–  On receipt of Ti   save Ti+1, … , Ti+k  in table 
–  Tolerates k consecuAve losses or skew of 5 * k minutes 

–  No loss ⇒ compute one token per recepAon 

AB  AB AB 

AB  AB 



Prototype Discovery/Binding Time 

SlyFi link setup has less overhead than WPA 

Lower = Beoer 



Epilogue: You 

•  You won’t realize privacy is important unAl you’re 
ruined by the release of personal informaAon 
–  Drunk Rob on MySpace 


