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Administrivia 

•  Ivan has extended office hours tomorrow  
•  Short final review on Wednesday 

•  Project due this Friday 
•  Final exam on 12/11 



•  “Privacy is for old people. This is the MySpace 
generaOon. People publish every detail of 
their lives for all the world to see.”   
– Mary Baker, HP 



Lesson 1: 

•  You won’t realize privacy is important unOl you’re 
ruined by the release of personal informaOon 
–  This is dumb 

–  Drunk Rob on MySpace 



Consequence 

•  Ok, so let’s presume you don’t deliberately put 
yourself at risk… 



Let’s say you’re careful 

•  AssumpOons 
– You don’t publish informaOon about yourself 

– You use best pracOces of security whenever 
available 

–  SSL/TLS‐enabled Web pages 
– WPA2 with RADIUS‐based authenOcaOon (enterprise) 



Threat 1: Big Business Web Server 

•  Learns who you are, where you are 
•  Collects all informaOon that you tell it  

•  SomeOmes Maliciously 



Less obvious threat… 



Threat doesn’t have to be intenOonal 



Threat 2: Mercenary ISP 

•  ISPs track customer browsing habits 
–  Sell informaOon to adverOsers 
–  Embed targeted ads in web pages (1.3%) 

•  [Web Tripwires: Reis et al., 2008] 
•  Example: MetroFi (free wireless) 

•  Technologies used for tracking at ISP 
– NebuAd, Phorm, Front Porch 
–  Bring together adverOsers, publishers, and ISPs 

•  At ISP: inject targeted ads into non‐SSL pages 
•  Tracking technologies at enterprise networks: 
–  Vontu (semantec), Tablus (RSA), Vericept 



E.g., NebuAd’s Plajorm 



E.g., Phorm 



Threat 3: Overeager Governments 

•  EU direcOve 2006/24/EC:     3 year data retenOon 
–  For ALL traffic,  requires EU ISPs to record: 

•  Sufficient informaOon to idenOfy endpoints 
   (both legal enOOes and natural persons) 
•  Session duraOon 
•  … but not session contents 

– Make available to law enforcement 
•  … but penalOes for transfer or other access to data 

•  For info on US privacy on the net: 
–  “privacy on the line”  by  W. Diffie and S. Landau 



Threat 4: Untrustworthy Neighbors 

•  Can learn who you are and where you go, 
what you do, etc. 



Tracking Example 

tcpdump 

tcpdump 

MAC: 01:34:4F:88:7A:FE Probe: SSID = VALLEY_HIGH 
MAC: 54:CC:F2:B8:77:10 

MAC: 24:AB:87:11:62:99 

Probe: SSID = VALLEY_HIGH 

Probe: SSID = VALLEY_HIGH 



E.g., Bonjour 
jill yetman’s iBook G4 [00:17:f2:c8:46:8e]._workstaOon._tcp.local 

Gary Yngve’s MacBook Pro._postgresql._tcp.local 

Benjamin Melton’s MacBook Pro._afpovertcp._tcp.local 

Chantri Polprasert’s Computer [00:17:f2:f2:23:59]._workstaOon._tcp.local 

Marianne Keddington‐Lang’s MacBook._smb._tcp.local 

Darin Travis’ Computer [00:19:e3:45:0b:43]._workstaOon._tcp.local 

Jackson Douglas’ iBook [00:03:93:a6:2f:36]._workstaOon._tcp.local 

Cheryl West’s Laptop._afpovertcp._tcp.local 

Andrew Hard’s Computer [00:17:f2:32:9f:ee]._workstaOon._tcp.local 

Rosslyn Luke’s Library._daap._tcp.local 



What are the defenses? 

•  Tor + Privoxy 
•  SlyFi 

•  Awareness? 



TOR: For anonymous Web browsing 

•  Why? 
– Discuss health issues and financial masers 
anonymously, conceal interacOons with gambling 
sites 

– Bypass Internet censorship in parts of the world 
– Law enforcement 

•  Two goals: 
– Hide user idenOty from target web site 
– Hide browsing pasern from employer or ISP 



Part 1:   network‐layer privacy 

Goals:    
Hide user’s IP address from target web site 

Hide browsing desOnaOons from network 



1st asempt:   anonymizing proxy 

   HTTPS:// anonymizer.com ? URL=target 

User1 

User2 

User3 

anonymizer.com 

Web1 

Web2 

Web3 



Anonymizing proxy: security 

•  Monitoring ONE link:  eavesdropper gets nothing 

•  Monitoring TWO links: 
–  Eavesdropper can do traffic analysis 
– More difficult if lots of traffic through proxy 

•  Trust:    proxy is a single point of failure 
–  Can be corrupt or subpoenaed 

•  Example:    The Church of Scientology   vs.   anon.penet.fi    

•  Protocol issues: 
–  Long‐lived cookies make connecOons to site linkable 



How proxy works 
•  Proxy rewrites all links in response from web site 
– Updated links point to anonymizer.com 

•  Ensures all subsequent clicks are anonymized 

•  Proxy rewrites/removes cookies and some HTTP 
headers 

•  Proxy IP address: 
–  if a single address, could be blocked by site or ISP 
–  anonymizer.com consists of  >20,000  addresses 

•  Globally distributed,   registered to mulOple domains 
•  Note:  chinese firewall blocks ALL anonymizer.com addresses 

•  Other issues: asacks (click fraud) through proxy 



2nd Asempt:   MIX nets 

Goal:   no single point of failure 



Epk2
( R3,   Epk3

( R6,   

MIX nets   [C’81] 

•  Every router has   public/private  key pair 
–  Sender knows all public keys 

•  To send packet: 
–  Pick random route:    R2 → R3 → R6 → srvr 
–  Prepare onion packet: 

R3  R5 

R4 

R1 

R2 
R6 

Epk6
( srvr , msg) 

srvr 

packet =  



Eavesdropper’s view at a single MIX 

•  Eavesdropper observes incoming and outgoing traffic 

•  Crypto prevents linking   input/output   pairs 
•  Assuming enough packets in incoming batch  
•  If variable length packets  then  must pad all to max len 

•  Note:    router is stateless 

user1 

user2 

user3 

Ri 

batch 



Performance 
•  Main benefit: 
–  Privacy as long as at least one honest router on path 

•  Problems: 
–  High latency (lots of public key ops) 

•  Inappropriate for interacOve sessions 
•  May be OK for email  (e.g. Babel system) 

–  No forward security 
•  How does server respond? 
–  hint: user includes “response onion” in forward packet 

R3 R2  R6 

srvr 



3rd Asempt:    Tor MIX 
     circuit‐based method 

Goals:  privacy as long as one honest router 
on path, and reasonable performance 



The Tor design 
•  Trusted directory contains list of Tor routers 

•  User’s machine preempOvely creates a circuit 
–  Used for many TCP streams 

–  New circuit is created once a minute 

R1 

R2 

R3 

R4 

srvr1 

srvr2 

R5 

R6 

one  minute later 

stream1 

stream
2 



CreaOng circuits 

R1  R2 

TLS encrypted  TLS encrypted 

Create C1 

D‐H key exchange 

K1  K1 

Relay C1          Extend R2 

D‐H key exchange 

K2  K2 

Extend R2 



Once circuit is created 

•  User has shared key with each router in circuit 

•  Routers only know ID of successor and 
predecessor 

R1 

R2 

R3 

R4 

K1,  K2, K3, K4  K1 

K2 

K3 

K4 



Sending data 
R1  R2 

     Relay C1     Begin site:80 

     Relay C2     Begin site:80 

TCP handshake 

     Relay C1     data HTTP GET 

      Relay C2     data HTTP GET 

HTTP GET 

K1 
K2 

resp       Relay C2     data resp      Relay C1     data resp 



ProperOes 
•  Performance: 
–  Fast connecOon Ome:    circuit is pre‐established 
–  Traffic encrypted with AES:    no pub‐key on traffic 

•  Tor crypto: 
–  provides end‐to‐end integrity for traffic 
–  Forward secrecy via TLS 

•  Downside: 
–  Routers must maintain state per circuit 
–  Each router can link mulOple streams via  CircuitID 

•  all steams in one minute interval share same  CircuitID 



Privoxy 

•  Tor only provides network level privacy 
– No applicaOon‐level privacy 
•  e.g.    mail progs add      “From:  email‐addr”    
   to outgoing mail 

•  Privoxy: 
– Web proxy for browser‐level privacy 
– Removes/modifies cookies 
– Other web page filtering 



SlyFi: A link layer with beser privacy 

•  Why? 
–  Easy for eavesdropper to track and profile users via their 

wireless transmissions 
•  Two goals: 

–  Conceal all idenOfiers from 3rd parOes 
–  Make the protocol efficient 

–  Who: Ben Greenstein, Damon McCoy, Jeffrey Pang,  
Tadayoshi Kohno, Srinivasan Seshan, and David Wetherall 

–  The paper itself: 
hsp://www.seasle.intel‐research.net/pubs/mobisys08‐slyfi.pdf 



      Our Wireless World 
tcpdump 

PrivatePhoto1.jpg Link Layer Header 

Link Layer Header  Home locaOon=(47.28,… 

Link Layer Header  Buddy list: Alice, Bob, … 

PrivateVideo1.avi Link Layer Header 

Link Layer Header  Blood pressure: high 



Best Security PracOces 

SSID: Bob’s Network 
Key: 0x2384949… 

Discover 
802.11 probe  Is Bob’s Network here? 

802.11 beacon  Bob’s Network is here 

Username: Alice 
Key: 0x348190… 

802.11 auth  Proof that I’m Alice  

802.11 auth  Proof that I’m Bob 

AuthenOcate 
and Bind 

802.11 header   

802.11 header   
Send Data 

Bootstrap 

Out‐of‐band (e.g., password, WiFi Protected Setup) 

tcpdump 

•  ConfidenOality 
•  AuthenOcity 
•  Integrity 

36  36 



Bootstrap 

SSID: Bob’s Network 
Secret: 0x2384949… 

Username: Alice 
Secret: 0x348190… 

Privacy Problems Remain 

Discover 
802.11 probe  Is Bob’s Network here? 

802.11 beacon  Bob’s Network is here 

tcpdump 

802.11 auth  Proof that I’m Alice  

802.11 auth  Proof that I’m Bob 

AuthenOcate 
and Bind 

802.11 header   

802.11 header   
Send Data 

Is Bob’s Network here? 

Proof that I’m Bob 

Bob’s Network is here 

MAC addr, seqno, … 

MAC addr, seqno, … 

Many exposed bits are (or can be used as) 
idenOfiers that are linked over Ome 

•  ConfidenOality 
•  AuthenOcity 
•  Integrity 

37 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Problem: Long‐Term Linking 

Alice  Alice? 

MAC: 12:34:56:78:90:ab 

Alice’s iPod is here 802.11 beacon  Alice’s iPod is here 802.11 beacon 

Easy to idenOfy and relate devices over Ome 

Is Alice’s iPod here? 802.11 probe 

tcpdump 

MAC: 12:34:56:78:90:ab 

Alice’s friend? 



39 

Problem: Long‐Term Linking 

www.bluetoothtracking.org 

Linking enables locaOon tracking, user profiling, 
inventorying, relaOonship profiling, …  
[Greenstein, HotOS ’07; Jiang, MobiSys ’07; Pang, MobiCom ’07, HotNets ’07] 

Home 

www.wigle.net 

802.11 header    Is “djw” here?  “djw” is here 



Alice ‐> AP 00:00:99:99:11:11 

12:34:56:78:90:ab 

12:34:56:78:90:ab 

Alice ‐> AP 00:00:99:99:11:11 

Alice ‐> AP 00:00:99:99:11:11 

12:34:56:78:90:ab 

12:34:56:78:90:ab 

Problem: Short‐Term Linking 

12:34:56:78:90:ab, seqno: 1, … 

12:34:56:78:90:ab, seqno: 2, … 

12:34:56:78:90:ab, seqno: 3, … 

12:34:56:78:90:ab, seqno: 4, … 

00:00:99:99:11:11, seqno: 103, … 

00:00:99:99:11:11, seqno: 104, … 

00:00:99:99:11:11, seqno: 102, … 

Easy to isolate disOnct packet streams 

3‐9 data streams overlap 
each 100 ms, on average 
(see paper) 

tcpdump 

40 



Problem: Short‐Term Linking 

41 

Isolated data streams are more suscepOble to side‐
channel analysis on packet sizes and Oming 
–  Exposes keystrokes, VoIP calls, webpages, movies, … 

[Liberatore, CCS ‘06; Pang, MobiCom ’07; Saponas, Usenix Security ’07;  
Song, Usenix Security ‘01; Wright, IEEE S&P ‘08; Wright, Usenix Security ‘07] 

≈ 

DFT 

transmission sizes  transmission sizes 

300 
250 
200 

100 
500 

120 



Key technical problem to solve 

tcpdump 

Is Bob’s Network here? 

Proof that I’m Bob 

Bob’s Network is here 

MAC addr, 
seqno, … 

MAC addr, 
seqno, … 

Many exposed bits are (or can be used as) 
idenOfiers that are linked over Ome 

•  ConfidenOality 
•  AuthenOcity 
•  Integrity 

Proof that I’m Alice 



Discover 

AuthenOcate 
and Bind 

Send Data 

Goal: all bits appear random to outsiders 

Bootstrap 

SSID: Bob’s Network 
Key: 0x2384949… 

Username: Alice 
Key: 0x348190… 

tcpdump 

? 



Challenge is to make the protocol work 
when all bits are hidden 

Which packets are mine?  Which packets are mine? 

Filtering without Identifiers 

Without changing the usage model 

Without breaking services 

Without changing authentication 

While staying just as efficient 



Straw man: MAC Pseudonyms 
•  Idea: change MAC address periodically 
–  Per session or when idle [Gruteser ’05, Jiang ‘07] 

•  Other fields remain (e.g., in discovery/binding) 
–  No mechanism for data authenOcaOon/encrypOon 

–  Doesn’t hide network names during discovery or 
credenOals during authenOcaOon 

•  Pseudonyms are linkable in the short‐term 
–  Same MAC must be used for each associaOon 

–  Data streams sOll vulnerable to side‐channel leaks 

45 



Naïve approach (symmetric encrypOon 
of all bits) is slow 

Probe “Bob” 

Client  Service 

Symmetric encrypOon 
(e.g., AES w/ random IV) 

Check MAC: 

MAC:  KAB 

KAB 

KAB 

Try to 
decrypt 

with each  
shared key 

KShared1 
KShared2 
KShared3 

… 

Different symmetric key per potenOal sender 

Can’t idenOfy the 
decrypOon key in 
the packet or 
else it is linkable 



Design Requirement: add privacy to security without 
breaking anything else 

•  When A generates Message to B, she sends: 

   PrivateMsg                      =                 F(A, B, Message) 

•  Where F has these properOes: 
–  ConfidenCality:   Only A and B can determine Message. 
–  AuthenCcity:   B can verify A created PrivateMsg. 
–  Integrity:   B can verify Message not modified 

–  Unlinkability:   Only A and B can link PrivateMsgs to same 
 sender or receiver 

–  Efficiency:  B can process PrivateMsgs as fast as he can 
 receive them 

A→B  Header…  Unencrypted payload 



•  Symmetric key almost works, but tension between: 
–  Unlinkability: can’t expose the idenOty of the key 
–  Efficiency: need to idenOfy the key to avoid trying all keys 

•  Idea: Split the encrypOon to idenOfy the key in an 
unlinkable way. Provides “one‐Ome addresses” that can 
be pre‐computed for efficient matching 

•  Approach: 
–  Sender A and receiver B agree on tokens: T1  , T2  , T3  , … 
–  A asaches Ti     to encrypted packet for B 

SlyFi insight: split encrypOon to 
provide “one‐Ome addresses” 

AB 

AB 

AB  AB 



SlyFi “one Ome addresses” 

Probe “Bob” 

Client  Service 

Symmetric encrypOon 
(e.g., AES w/ random IV) 

Check MAC: 

MAC:  KAB 

KAB 

KAB 

KAB 

Lookup Ti     in a 
table to get KAB 

AB 

  Need a shared variable, i,  that changes o{en 

Ti    =  AESK   (i) AB 

AB Ti    =  AESK   (i) AB 

AB 

Ti 
AB 

Main challenge: 
Sender and receiver must synchronize i 

without communicaOon 



Data  
Transport 

•  S 

–  Only sent over established 
connecOons 

–  Expect messages to be delivered 

•  Synchronize  

–  Infrequent: sent when trying to associate 

–  Narrow interface: single applicaOon, few 
side‐channels 

–  Linkability OK at short Omescales 

Discovery and 
Binding 

•  On receipt of                                   , receiver computes Ti+1 

•  Handling message loss or clock skew: 
–  On receipt of Ti   save Ti+1, … , Ti+k  in table 
–  Tolerates k consecuOve losses or skew of 5 * k minutes 

–  No loss ⇒ compute one token per recepOon 

AB  AB AB 

AB  AB 



Prototype Discovery/Binding Time 

SlyFi link setup has less overhead than WPA 

Lower = Beser 



SoluOon Summary 

802.11 WPA (today) 

MAC Pseudonyms 

Naïve Symmetric Key 

SlyFi: Discovery/Binding 

SlyFi: Data packets 

Long 
Term 

Long 
Term 

Only 
Data 

Payload 

Only 
Data 

Payload 

Only 
Data 

Payload 



Epilogue 



Ongoing work at Intel 

•  ConducOng a study of a day in the life of a wireless user 
•  Goals: 
–  To understand user behavior and network acOvity. (To Learn 
what informaOon is being sent where, when, how?) 
•  What does Google OR Starbucks OR DoubleClick OR Comcast OR  
Joe the Plumber know about me? 

–  Help determine what would actually improve privacy 
•  New protocols that defend our privacy 
•  Technologies to help users make more informed decisions 

•  Looking for student researchers to help design, 
implement and execute the study 
–  See or mail me if interested 


