
1017 Agenda Syscalls
→ voluntarily invoked- Syscall security
→ user provided arguments

- Process creation

Types of parameters
How would you

attack these ?
→ pointers ( byte buffers , struts) }→ string ( char *) ① integer [ read Cfd , but, bytes)]

→ integers ( file descriptors ) ← 0 I 23 -
- - .

→

negative# larger
integer ¥É number

fd3
nullptr .



② string ( char*)
→ invalid : no null terminator ( part of the string at invalid address)

kernel address ( possible if kernel is inappeal into pwc 's
address spa&

- XK KERNBASE

÷.starting

→ end of ✓region location

* checks if every byte
is

☆ string can start valid
within the negion

.

but span over
invalid area .
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→ What may happen after kernel validated a string ?
• string is still in user address space , can bemodified by user .

out

☆ kernel copies the validated ① multithreaded process

string to prevent it fromb ② shared memory or memory map
changing
=

Isiah
③ pointers
→ similar attacks as strings but ptr argument requires a size .

→ can't pull the same trick ( no moving null terminator
)

↳ no changing size .



Process Creation

• Fork
→ create a new process that 's the exact copy of the calling process.

4--4
1111 frozen in time

betHf tone .
Fork sets -6 ☆ after therapy . memory updates are private
¥7 ¥.

""
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to the process .

parent's child 's
VAS VAS

→ What about apostates ?

sp - same address ( though eachinitsoun VAD other registers
stay thesame .

Pu : same address ( both returning from fork )
rax = return value lpidfor parent , ofor child]



0s Resources PUB

different instances
same content as@

its parent ( sane VAS
sanevspau)J
must be

parent state? different,
- running wh!
child state ] Additional Resources
- ready

stores the upvstates
' → File Descriptors

saneaspanentbwt . child inherits a copy
different

return
valnelrax)



Exec

→ loads an executable into a process 's address space .

→ doesn't create a new process
eaee B • VAS changes , rspace changes too

• trapframe changes to reflect the new
AH Ñe execution stream ( new pud code to
Pid -400 pid

--400 execute)

Fork & Exec
Imo

→ create a new process andexeuteaspeu-ticexewtable-fm~exa.pro
ucan

change the
→ shell uses this to easily implement

redirection
environments

-Is -1 > outputtxtCincluding openfiles)


