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Virtual Machine - virtualization of a computer
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How does the hypervisor virtualizes the hardware?
1). How to ritualize CPU states & priviledge modes?

-> Guestos can't directly run in Kernel mode, why?
->Trap & Emulate

is rn guest OS in usermode, when it accessesprintage instreamand
traps into the hypervisora hypervisor changes virtualized

registers) states according to the instr. (Eflags, control registers)
↳ What happens when application requests a kernelservice?
(will trap into the hyperisor, hyperior then forwards the trap
to the guest of to handle

#AreDnevinoflangeoverheadoutofontolHanstamodeanteinGuestApps run inI non root ring 3Chyperisor) (UML GuestOS in

↳ New instructions: Umenter, unexit non roof ring O
- UMCB: configures which instr should trap

into root
mode



2). How to ritualizememory?
-> provide Guestof a virtualized physicalmemory
-> Guest of manages Guest physicalAddress, hypervisortranslates
this into HostPhysicalAddress to perform actual memory access.

-> Shadow Paging
· Guest of maintains PT for every application (Guest

virtualAddr= Guestpadde
· hypervisor maintains a shadowpT that

mapsandHost Padder, this is installed in Cr3
needto

↳ hypervisor involved in all changes inmappings, update shadowPT.
↳ Guestos wasted work in updating the PT.

->Extended Page Table / Nested Page Table
· How support to walk PT in both Guest OS & hypenso

donent. For each GNAaccess, walk (GWAEGPAD (GPA-HPA)
H ↓GuestPTto find GPA, for each

GPA, walk the hypervisor PTto find theactual physicaladdress (HPA)


