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Overview of notE Prototype
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There are two components in notE. The first one is a smart notebook and the second
one is a paired pen. The pen is a pressure pen which does not contain ink but can write
on the paper screen.



Task 1: Storing, generating, and updating account information for customers

Unlock the notE

This is the front cover of the notE. There is a camera for
facial recognition in the upper-middle of the front cover.
The green light there is showing that all of the
customer’s accounts are secure now. The lock icon is to
inform customers that their notE is locked.

Now, notE is unlocked. The unlock icon is to inform
customers that the notE is unlocked now.




Storing Account Information
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John needs to fill in his information on
the left page.
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John presses the “+” button at the index
page to create a new page for his new
account information.
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John uses that tab to flip to the page of
the new account.

—g
NoOTIFICATIONS WeesTe

=l
kﬂlNAM €

\’ TonaBo¥T

PASSWIRD

' 1963 %199@
MA\L

Tobo 67 @ gmonl. com S

ECURITY QuESTIONS

John fills in all the information with the
paired pen.
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Then, notE has connected to his
Facebook account. The green light in the
upper-right corner shows that his
Facebook account is secure.
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The screen at the notification center of
Facebook account shows an
explanation/annotation to tell him that
his Facebook account is secure in
words.

Finally, John’s account information
about Facebook is stored. The icon of
Facebook is now shown(generated) on
the index page.



Updating and Generating Passwords for Accounts
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John notices that the light on his notE is yellow now,
which means that one of his passwords of accounts
should be updated.

John opens to the index page and he
finds that the yellow light is shown on
the icon of Facebook. Then he knows
that he should update the password for
his Facebook account.
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John flips to the page of Facebook, and
the yellow light at the upper left corner
notifies that he should update his
password for his Facebook account.
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John reads his notifications at the
Facebook naotification center, and he
knows the last time he updated his
password was 12/7/17, so notE asks
him if he wants to update his password.
He presses the checkmark to update his
Facebook password.

Now, John’s password has been
changed. The green light at the upper
right corner and the message shown in
the notification center mean that his
account is secure now.



Task 2: Guiding Customers after Their Account Has Been Compromised
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John finds that the light on his notE is now red, which
means that at least one of his accounts has
encountered some problems.
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John opens to the index page and he
finds that there is a problem with his
Gmail account.
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ADBITIONIAL INFO He flips to the page of Gmail. The red
light there means that there are some
problems with this account.




NOTIFICATIONS

WeesiTe

l Umail

USERNAME

‘ TohnBorer l T T—
T —

PASIWIRD

' it

el

SECURITY QUESTIONS

=

New device derecked
0 iPhone ob Londlan

THi%194@
EMAIL

Toh 610 qmoil

| | 2 asm

WeesTe
- '@
USERNAME

r TohnBower

NOTIFICATIONS

Someone will conrtact Your

*‘

Shorty Foc Support.

PASSWIRD

19638154@ :
Bobo 616 gmoil. com :
k‘cu\m’v QUESTTBNIS

e

NEesTE
I - ~ — Cimosl :] .
i;usmNAMG
Way + 40! —‘—ﬁ
i ’ TohnBoer

Vou'sc 5o Secue ! ETIWOTD

(233) n; =

The message in the notification
center shows that a new device logs
in London. John knows that this is not
him, so he presses no on the
message.

Then, the message shows that there
will be someone to contact him later.

Finally, he gets a call from the service
assistant from Gmail. With the
assistance, he recovers his account.
Now, the green light on his Gmail
page and the message in his
notification center in notE means that
his account is secure now.



