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The Stack & Procedures

CSE 410 Winter 2017

Instructor: Teaching Assistants:
Justin Hsia Kathryn Chan, Kevin Bi, Ryan Wong, Waylon Huang, Xinyu Sui

Al Decisively Defeats Human Poker Players
Libratus lived up to its “balanced but forceful” Latin name by becoming the first Al to
beat professional poker players at heads-up, no-limit Texas Hold'em. Developed by
Carnegie Mellon University, the AI won the “Brains Vs. Artificial Intelligence”
tournament against four poker pros by $1,766,250 in chips over 120,000 hands (games)
Researchers can now say that the victory margin was large enough
to count as a statistically significant win (99.7 percent certainty).

Libratus focuses on improving its own play, [described] as safer
and more reliable compared to the riskier approach of trying to
exploit opponent mistakes.

* http://spectrum.ieee.org/automaton/robotics/
artificial-intelligence/ai-learns-from-mistakes-to-defeat-human-poker-players
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Administrivia

+» Homework 3 released today, due next Thu (2/9)
+» Lab 2 deadline pushed to Monday (2/13)

= Definitely want to start before the Midterm

+» Midterm (2/10) in lecture

= Reference sheet + 1 handwritten cheat sheet
" Find a study group! Look at past exams!
= Aiming for average of 75%

+» Midterm review session (2/7) in BAG 261 from
5-7:30pm



CSE410, Winter 2017

W UNIVERSITY of WASHINGTON L12: The Stack & Procedures

Procedures

Stack Structure

*

o®

Calling Conventions
= Passing control

= Passing data

" Managing local data

+» Register Saving Conventions
« lllustration of Recursion
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Procedure Data Flow

Registers (NOT in Memory) Stack (Memory)
« First 6 arguments :I\Lgdhresses
%rdi Diane’s S*r‘;e; e |
%rsi Silk o\wiﬁr&
%rdx | Dress Argn  K—pushed |7
%rcx Costs cee
%8 | $89
%19 Arg 8 v
Arg 7 & F“SLtS"‘W last
« Return value gi%rgffgé
Y%rax * Only allocate stack

space when needed
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x86-64 Return Values

+» By convention, values returned by procedures are
placed in %rax

" Choice of %rax is arbitrary

1) Caller must make sure to save the contents of %rax
before calling a callee that returns a value
" Part of register-saving convention

2) Callee places return value into %rax

= Any type that can fit in 8 bytes — integer, float, pointer, etc.

" For return values greater than 8 bytes, best to return a
pointer to them

3) Upon return, caller finds the return value in %rax
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Data Flow Examples

void muitstore , "
(long x, long y, long *dest) lined wp nicely so we hidnt have
{ S +o W\ani\pu\o:\'e arﬁuw\evd’S
long t = mult2§§,v¥);
*dest = t; [5000000000400540 <multstore>:
} # X In %rdi, y In %rsi, dest 1n %rdx
oo o will
lain
400541: movq %ré;]%rbx #“Save”destéxﬁr>
400544 : call 400550 <mult2> # mult2(x,y)
# t 1In %rax
400549: mov(q %rax, (%rbx) # Save at dest
long mult2 0000000000400550 <mult2>:
(long a, long b) # a In %rdi, b 1n %rsi
{ 400550: movq %rdir,%rax # a
long s = a * b; 400553: 1mulg %rsi,%rax # a * b
return s; # s 1In %rax
} 400557: ret # Return
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Procedures

Stack Structure

*

o®

Calling Conventions
= Passing control

= Passing data

" Managing local data

+» Register Saving Conventions
« lllustration of Recursion
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Stack-Based Languages

» Languages that support recursion

" e.g. C, Java, most modern languages
" Code must be re-entrant

- Multiple simultaneous instantiations of single procedure

" Need some place to store state of each instantiation
- Arguments, local variables, return pointer

« Stack allocated in frames

= State for a single procedure instantiation
+ Stack discipline

= State for a given procedure needed for a limited time
- Starting from when it is called to when it returns

= Callee always returns before caller does
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Call Chain Example

Example
y0o(..) Call Chain
{

- YOO

© who(...) X !
WhO() ’ { ﬁ,g\' wll ye curses "hm(f. who

1 aml ()3 aml (...) aml aml
aml () ; t - \caﬁe&f:':ow 4
e 7 _ £ Jor® aml
@)
¥ aml O l
NPT
2 call h aml
doesw' Y recurse -
+
Procedure aml is recursive
(calls itself)
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1) Call to yoo

yoo(..)

CSE410, Winter 2017

Stack

could be any

\ .
' (rame rmr\"’c( !

net n&(es“,,y)

N\

pvo @ure

AN Fhodt calls

Y4
%rbp——r

aml BrSp ——mn
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2) Call towho

yoo(...)

aml ) ;

CSE410, Winter 2017

Stack
yO0O0
%rbp———
who
rsp——m—m —

\\Crco:\'f ! -F rame

5./ Mam‘p\a\o&n‘rﬁ 7 rsP

11
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3) Call to aml (1)

{

yoo(...)

{

who(...)

{

aml (...)

1TQO{

: ﬂ\ aml ()

}

Stack

CSE410, Winter 2017

YOO

who

aml

12
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4) Recursive call to aml (2)

{

yoo(...)

who(...)
aml (..)

aml (..)
{

{

{

1TO{
= aml
+

Y00

aml aml

aml

aml

%rbp——

%rsp——m—m—

CSE410, Winter 2017

Stack

YOO

who

aml

aml,

13
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5) (another) RECUrSiVe Ca" tO a.m I (3)

yoo(...)

{ |who(..)

{

{ lamI(.)

aml (..)

Y00

aml

aml

aml

aml

%rbp——

rsp——m—m —

Stack

CSE410, Winter 2017

YOO

who

aml

aml,

aml,
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6) Return from nen recursive call to aml

Stack
yoo(..) Q0
{ |who(..) )
{ [am1(.) who
{ |amI(.) \ y0O
{ aml aml
1ITO{ M who
¥ aml O arf'
;;ﬁ}
© aml aml
%rbp———
aml
“deallsate” euck %rsp———— i

-Fmvwe ID\/ Mb\n\«\s 79(5?
bicle hr

bt vow sh mlnd we 15
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7) Return from recursive call to aml

yoo(...)

{ |who(..)

ifO{
aml O

{ |lamI1 ()
{

y00

Stack

YOO

who

aml

16
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8) Return from call to aml

Stack
yoo(..) yQo
1 |who(..) l
{ Wffo\
aml Q; aml aml yoo
__ . _ %rbp —
| ?mlo, a}wl who
% —_—
_} I orsp
aml new stad ‘rmm_c/__éé

overwrites o Yufy !

17
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9) (second) Call to aml (4)

{

yoo(...)

{

who(...)

aml (...)

{

}

Y itO{

aml O

y00

l

who

[\

aml aml

I

aml

I

aml

%rbp——

rsp——m—m —

CSE410, Winter 2017

Stack

YOO

who

aml,

18
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10) Return from (second) call to aml

Stack
yoo(..) yQo
{ |who(..) l
{ wrfo\
aml Q; aml aml Yoo
N _ %rop———
| ?ml O a}]l who
I %I SPp—s
aml

19
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11) Return from call to who
Stack

Y00

yoo(..) I

® who

- I \ %rbp——— o0

aml aml %rsp

I

aml

1 -

aml

j-k\ total (Cw,\..l-;,,\S Mrn>f ...................................

7 stack frimes  cvegted
max degth of 6 stack Frames T ——

20
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x86-64/Linux Stack Frame

p
+ Caller’s Stack Frame
= Extra arguments (if > 6 args) for this call Caller
<
= Current/Callee Stack Frame 4l fiame st TOMe
.m" |
= Return address wp $ la“r 7 PN ) /_:>Argu7ments
oy réumenl oW +
Pushed by cal I instruction G\’"S sthe Gfume
. _ Frame pointer Return Addr
= QOld frame pointer (optional) %rbp Old %rbp
= Saved register context (Optional)
(when reusing registers) Saved
= Local variables Cillee Regfters
(If can’t be kept in registers) Frame. Local
= “Argument build” area Variables
(If callee needs to call another function -
parameters for function about to call, if Al ATERL
needed) Stack pointer Blflld
%rsp (Optional)

21
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Vote only on 37 question at

Peer Instruction Question htto://PollEv.com/iustinh

= Answer the following questions about when main()
is run (assume X and Yy stored on the Stack):

) { iInt randSum(int n) {

int i, x = 0; int y :)%20;
for(1=0;1<3;1++) return n+y;

f@s‘;:d\(r)l() ,;x) ; !
return O;
+ "/_“ ( ®

>< ‘f hf\odr\
J

)
= Higher/larger address: @or y? 7~>g [rindSum, () rind Saun, r) Wlf\ ook priH (3
= How many total stack frames (Lrend 1) [rmde () (e, 3

are created? g

= What is the maximum depth
(# of frames) of the Stack? ~ A. 1 B. 2 IC- 3 ]D. 4

22
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Example: 1ncrement

adding vl To

rolue store at P

long 1ncrement(long @ long vél) {
long X = *p;

Lriten Ahis Loy long y = x + val;
A Cnrres‘w"‘b\ *D = y;
fo ssrembly return x;

increment: X | Register | Use(s)
) movq (brdi), %rax +# x=% %rdi 15t ar
addq %I"éS(, %\P\‘S'V 44‘\/:7(4.\/0\\ : - g (p)
movq %rsi, rdi) # ¥p=y %rsi 2" arg (val),y
e %rax X, return value

23
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Procedure Call Example (initial state)

iong call _incr(Q {
flong vl = 410;

long v2 = increment(&vl, 100);
return vi+v2;

{vume;s Initial Stack Structure

11 _incr:

“subqg $16, %rsp
movq $410, 8(%rsp)
mov | $100, %esi
leag 8(%rsp), %rdi
call increment o
addq 8(%rsp), %rax
addq $16, %rsp
ret

N
call _imev-| Return addr ma@ —%rsp
V4 1 next insfradibn 1w

stect of main

|
Return address on stack is the

address of instruction

immediately following the call

to “call _1ncr”

= Shown here as main, but could be
anything)

® Pwhe()\ ord stuck .L)v/ CqH (o\u,ir\cr

24
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Procedure Call Example (step 1)

long call _incr() {

long vl = 410;

long v2 = increment(&vl, 100);

return vi+v2;

+

call _incr:
subq $16, %rsp
movq $410, 8(%rsp)
movl $100, %esi
leag 8(%rsp), %rdi
call increment
addq 8(%rsp), %rax
addq $16, %rsp
ret

Allocate space
for local vars

Stack Structure

Return addr <main+8>

410

Unused

Manmuv “rwﬂ'\"
+ Setup space for local variables
= Only v1 needs space on the stack

CSE410, Winter 2017

—old %rsp
—%rsp+8

—%rsp

«» Compiler allocated extra space

= Often does this for a variety of

reasons, including alignment

25
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Procedure Call Example (step 2)

long call _incr(Q { Stack Structure

flong vl = 410;
long v2 = iIncrement(&vl, 100);
return vi+v2;

+
Return addr <main+8>

call _incr: 41 *éffg:fﬁ
subq $16, %rsp ¢ il

movq $410, 8(%rsp) Unused —%rsp

movl — $100, %esi +sdwll| Set up parameters for call
lead  BCsD), Wrdi¥dd | o increment

call Incremen
addq 8(%rsp), %rax S
addq $16, %rsp

ret
CRegiser | Usels)
(" Aside: mov1 is used because 100 is a small ) %rdi vl
positive value that fits in 32 bits. High order bits ’ v
of rsi get set to zero automatically. It takes one %rsi 100
\_less byte to encode a mov |l than a mova. )

26
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Procedure Call Example (step 3)

{rame) Stack Structure

long call _incr() {
flong vl = 410;
flong v2 = i1ncrement(&vl, 100); A . oo
return vli+v2; | Frimes
} main an ‘oe
T Return addr <main+8> dfferert
call_incr: 0 410 2 sizes
subq $16, %rsp all-iner
mov( $410, 8(%rsp) l Unused
movl $100, %esi incvement | Return addr <call_incr+2?> | «<—%rsp
leag 8(%rsp), %rdi - -
call increment + State Wh||e inSide INncrement
addq 8(%rsp), %rax = Return address on top of stack is address
addq $16, %rsp of the addq instruction immediately
ret following call to Increment
increnent: | Register | Usels)
mov(q (%rdi), %rax %rdi &vl
addq Y%rax, %rsi
movq %rsi, (%rdi) %rsi 100
ret %rax

27
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Procedure Call Example (step 4)

long call _incr(Q { Stack Structure

flong vl = 410;
long v2 = increment(&vl, 100); .o
return vi+v2;
+
Return addr <main+8> greao\ 4io
call _incr: 510 &dd 100
subq $16, %rsp <\\®s+we‘5lo
movq $410, 8(%rsp) < Unused
movl $100, %esi F‘We‘} @n aml_i@g—%rsp
leaq 8(%rsp), %rdi Stack (it
call increment S°’°“f’ by lgié "‘.‘*W‘?}&W\ - t
addg ~ 8(%rsp), %rax +» State while inside InCcremen
adiq $16, %rsp = After code in body has been executed
re
increment: | Register | Use(s)

(H movq (brdi), %rax # x = *p %rdi &vl
@ addq %rax, %rsi # y = X+100

@movg %rsi, (rdi) # *p = vy %rsi 510
ret %rax 410

28



W UNIVERSITY of WASHINGTON

L12: The Stack & Procedures

Procedure Call Example (step 5)

Stack Structure

T

AT
’[‘ Return addr <main+8>
Gll_incy 510 —%rsp+8
\I, Unused —%rsp

After returning from call to Increment

Registers and memory have been
modified and return address has been
popped off stack

Cnegiter | Usel)

long call _incr() {
flong vl = 410;
long v2 = iIncrement(&vl, 100);
-P return vi1+v2;
+
call _incr:
subq $16, %rsp
movq $410, 8(%rsp)
mov | $100, %esi
leaq 8(%rsp), %rdi
call increment
-H-’addq 8(%rsp), %rax m
addq $16, %rsp
ret

%rdi &v1l
%Brsi 510
%rax 410

29
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Procedure Call Example (step 6)

long call _incr() {

flong vl = 410;

long v2 = increment(&vl, 100);

return vi+v2;

Stack Structure

¥
Return addr <main+8>
call 1ncr:
subq $16, %rsp 510
movq $410, 8(%rsp) Unused
movl $100, %esi
leag 8(%rsp), %rdi
call Increment
addq 8(%rsp), %rax «—— Update %rax to contain v1+v2
addq $16, %rsp
ret

CSE410, Winter 2017

—%rsp+8

—%rsp

Cnegiser | Usels)

%rdi &v1l
%Brsi 510

%rax 510+410

30



W UNIVERSITY of WASHINGTON

L12: The Stack & Procedures

Procedure Call Example (step 7)

long call _incr() {

flong vl = 410;

long v2 = increment(&vl, 100);

return vi+v2;

Stack Structure

CSE410, Winter 2017

—%rsp

—old %rsp

+
Return addr <main+8>

call_incr:

subq $16, %rsp 410

movq $410, 8(%rsp) Unused

movl $100, %esi

leag 8(%rsp), %rdi

call increment

addq 8(%rsp), %rax

addq $16, %rsp «— De-allocate space for local vars

g (h\al:e sure ‘).Ys‘) Po;n'}s + retuv h (“( before ngf)

Cnegier | Usels)

%rdi &v1l
%Brsi 510
%rax 920

31
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Procedure Call Example (step 8)

long call _incr(Q { Stack Structure

flong vl = 410;
long v2 = increment(&vl, 100);
return vi+v2;

+
- popped &F@urn addr <mai@><—%rsp

call _incr: Sack ik Jvip

subq $16, %rsp by ot

movq $410, 8(%rsp) 1re

movl $100, %esi

leag 8(%rsp), %rdi

call increment + State just before returning from

addq 8(%rsp), %rax -

addq $16, %rsp call to cal |_I NCr

ret

Cnegiser | Usels)

%rdi &v1l
%Brsi 510
%rax 920

32



YA/ UNIVERSITY of WASHINGTON L12: The Stack & Procedures CSE410, Winter 2017

Procedure Call Example (step 9)

Final Stack Structure

long call _incr() {

flong vl = 410;
long v2 = iIncrement(&vl, 100); . oo
return vi+v2;
1 —%rsp
call _incr:
subq $16, %rsp _ _ _
movq $410, 8(%rsp) +~ State immediately after returning from
movl $100, %esi calltocall_iIncr
e E_3(%rsp) ) el = Return addr has been popped off stack
call Increment _ _
addq 8(%rsp), %rax = Control has returned to the instruction
addq $16, %rsp immediately following the call to
ret call _1ncr (not shown here)
CRegiter | Usels)
%rdi &v1
%rsi 510

%rax 920

33
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Lab 2 Demo

+» Let’s look at that binary bomb!

olajo\uw\() —d  homb > bymb_disas //s’forﬁ d\isassemb\y 6" bombs in 1e
[ called bymb_disas

T, GDR:
3+¢p] <¢F> // © xe(,ui'}c the n o{]’ <:ﬁ.> asm Iingtr (y}eﬁ,‘.nj ‘\L\'_‘_Q_'Cu»c\(bn Cauj)
nexti GE /] evecshe dhe nect @ @m inste (slepping svec furchin wlls)

princt [ty Cepry ) prict Value & Leqnd in Clormah)
¥ / <‘(‘ormot\’> <MA¢~> // O\Cre‘Ferencc Caddy) and Prin‘\ m <’€>-~¢d’>

Notes -

A"\r\o\/ir\ﬁ\\/) reﬁis‘l‘e{ namey N <€*\W> ard <88 ia GO0 are ‘Oregeéeb«k, $

L7 So 5 \"SP .\Y\S\f(r)\ ()'c 6)°(SQ)
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