CONCOLIC

TESTING

Pinar Saglam

Flided to examples onlv



Example
typedef struct cell {

intv; » Random Test Driver:

struct cell *next;
} cell; * random memory graph
int f(int v) { reachable from p

return 2*v + 1;
} * random value for x
int testme(cell *p, int x) {

if (x> 0)

if (p = NULL) * Probability of reaching abort( ) is
if (f(x) == p->V) extremely low
if (p->next == p)
abort();
return O;

}



CUTE ApprOaCh Concrete Symbolic

Execution Execution

typedef struct cell { concrete symbolic | constraints
int v; state state
struct cell *next;

} cell;
int f(int v) {

return 2*v + 1;
} P
int testme(cell *p, int x)f_ N, x=236 P=Po, X=Xo

if (x > 0) NULL

if (p != NULL)
if (f(x) == p->v)
if (p->next == p)
abort();
return O;

}




CUTE ApprOaCh Concrete Symbolic

Execution Execution
typedef struct cell {
int v;
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) { D
if (x> 0) &=\, x=236 P=Po, X=Xg
if (p != NULL) NULL
if (f(x) == p->v)
if (p->next == p)
abort();
return O;

\ N +

concrete symbolic | constraints
state state




CUTE ApprOaCh Concrete

Execution

typedef struct cell { concrete
int v; state
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) {
if (x> 0) D
if (p != NULL) &=\ | x=236
if (f(x) == p->v) NULL
if (p->next == p)
abort();
return O;

}

symbolic
state

p=p0s X=XO

Symbolic
Execution

constraints

Xo>0



CUTE Approach

typedef struct cell {
int v;
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) {
if (x>0)
if (p 1= NULL)
it (f(x) == p->v)
if (p->next == p)
abort();

concrete

P

return O: =

}

NULL

Concrete
Execution

state

. X=236 ¥
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state

Symbolic
Execution

constraints

Xy>0
l(po!=NULL)



CUTE ApprOaCh Concrete Symbolic

Execution Execution

typedef struct cell {
int v;
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, i
if (x>0)
if (p 1= NULL)
it (f(x) == p->v)
if (p->next == p)
abort();
return O;

}

concrete symbolic

solve: x,>0 and p,=NULL

{ ~

&=\ ,x=236 ¥ p=py, X=X, ¥
NULL

constraints

Xy>0
=NULL



CUTE ApprOaCh Concrete Symbolic

Execution Execution
typedef struct cell {

int v concrete symbolic | constraints
stru.ct cell *next; solve: x,>0 and p,=NULL
} cell;
int f(int v) { X,=236, p, NULL
return 2*v + 1; ~
) 634| !
int testme(cell *p, int Xo>0
if (x> 0) _\\pO=NULL
if (p != NULL)
if (f(x) == p->v)
if (p->next == p)
abort();
turn O; R
re : == \ , x=236 P=Po, X=X,

} NULL v



CUTE ApprOaCh Concrete Symbolic

Execution Execution

typedef struct cell { concrete symbolic | constraints

int v; state state

struct cell *next;
} cell;
int f(int v) {

return 2*v + 1;
} p NULL P=Pg, X=X,
int testme(cell *p, int xﬂ- \ lf , X=236 | po>y =y,

if (x > 0) 634 p->next=n,

if (p != NULL)
if (f(x) == p->v)
if (p->next == p)
abort();
return O;

}



CUTE Approach Concrete Symbolic
Execution Execution
typedef struct cell { concrete symbolic | constraints
int v; state state
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
.} . Xo>0
|n_t testme(cell *p, int x) { > NULL o xex
|f (X > O) <= \ — 0’ 0>
. [ x=236] posy=vy
if (p != NULL) 634 p->next=0r,1
f (f(x) == p->v) :
if (p->next == p)
abort();
return O;

}



CUTE Approach Concrete Symbolic
Execution Execution
typedef struct cell { concrete symbolic | constraints
int v; state state
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) { %>0
if (x> 0) o NULL S y=y Po=NULL
f(pl=NULL)  @mm '\ f yopggl PPo X0
It (f(x) == p->v) 634 ' p->next=0r,1O
if (p->next == p)
abort();
return O;

}




CUTE ApprOaCh Concrete Symbolic

Execution Execution
typedet struct cell { concrete symbolic | constraints
int v; state state
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) { Xp>0
if (x > 0) po=NULL
if (p != NULL) 2X,+ 12V,
| p  NULL —n y=
if (f(x) == p->V) <mmm "\ t . x=236 P p>0v ivxo,
if (0->next == p) 34! pF-)>next=0r,1
abort(); 0
return O;

}



CUTE Approach Concrete Symbolic
Execution Execution
typedef struct cell { . .
int v: concrete symbolic | constraints
struct cell *next; state state
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) { Xo>0
if (x> 0) po=NULL
if (p != NULL)
2X,+1
i (F(x) == p->V) Xo™1=Vo
if (p->next == p)
abort(); o NULL —h. y=
p_p » X=Xps
return O; == \ [  x=236 p_>ov =V0,O
} 634 p->next=n,




CUTE ApprOaCh Concrete Symbolic

Execution Execution

typedef struct cell {
int v;
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x
if (x> 0)
if (p != NULL)
if (f(x) == p->v)
if (p->next == p)
abort();
return O;

}

concrete | symbolic

solve: x,>0 and p,=NULL
and 2x,+1=v,

AN

NULL — _
p_po, X_Xo,
\ II , X=236v p_>v =V0, v

634 p->next=n,

constraints

Xy>0
pe=NULL

N 2XgH 1=V,



CUTE ApprOaCh Concrete Symbolic

Execution Execution
typedef struct cell { . .
int v concrete | symbolic | constraints
struct cell *next; solve: x,>0 and p=NULL
} cell; and 2x,+1=v,
int f(int v) {
return 2*v + 1; Xo=1,po NULL
~ f
} /
int testme(cell *p, int x) 3 Xo>0
if (x> 0) \ po=NULL
if (p != NULL)
f (F(X) == p->V) N 22Xt 1=V,
if (p->next == p)
abort(); p  NULL — =
. P=Pg, X=Xp,
return 0; =\ 1 x=236 D> =v,,

} 634 ¥ p->next=n,




CUTE ApprOaCh Concrete Symbolic

Execution Execution

typedef struct cell { concrete symbolic | constraints

int v; state state

struct cell *next;
} cell;
int f(int v) {

return 2*v + 1;
} p NULL P=Pg, X=X,
int testme(cell *p, int xﬂ- \ lf , X=1 pP->V =V,

if (x > 0) 3 p->next=n,

if (p != NULL)
if (f(x) == p->v)
if (p->next == p)
abort();
return O;

}



CUTE Approach Concrete Symbolic
Execution Execution
t¥pedef struct cell { concrete symbolic | constraints
Int v; state state
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) { NULL o Xo>0
if (X > O) <= \ ’ x=1 p__p>0\’/ );:/X01
if (p = NULL) 1 P 0
P 3 p->next=n
i (f(x) == p->v) :
if (p->next == p)
abort();
return O;

}




CUTE Approach Concrete Symbolic
Execution Execution
typedef struct cell { concrete symbolic | constraints
int v; state state
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
'}ttt (cell *p, int ) { %o>0
int testme(cell *p, int x
I.I: (X S O) p NULL_ p:po, X=XO’ po?ﬁNULL
, ==\ f, x=1 0->V =v
if (p != NULL) 3 ! p->next=0r,1
f (f(x) == p->v) :
if (p->next == p)
abort();
return O;

}



CUTE Approach Concrete Symbolic
Execution Execution
typedef struct cell { concrete symbolic | constraints
Int v; state state
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) { Xo>0
if (X > O) NULL _ _ pO;ﬁNULL
f(pI=NULL) '\ f g | PRI | ey,
f (f(x) == p->v 5T >nexion,
if (p->next == p)
abort();
return O;

}




CUTE Approach

typedef struct cell {
int v;
struct cell *next;

} cell;

int f(int v) {
return 2*v + 1;

}

int testme(cell *p, int x) {

if (x>0)
if (p != NULL)
it (f(x) == p->v)
if (p->next == p)
abort();
return O;

}

<=\

Concrete Symbolic
Execution Execution
concrete symbolic | constraints

state state
Xy>0
pe=NULL
2X,t1=v
NULL_ P=Po, X=X, 0 0
lf , X=1 pP->V =V, No=Po
p->next=n,




CUTE Approach

typedef struct cell {
int v;
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) {
if (x>0)
if (p 1= NULL)
it (f(x) == p->v)
if (p->next == p)
abort();
return O; <

}

p->next=n,

Concrete Symbolic
Execution Execution
concrete symbolic | constraints

state state
Xy>0
pe=NULL
2X,+1=v,
Ny*Po
NULL_ P=Py, X=Xo,
, X=1 ] pP->V =V, ¥



CUTE ApprOaCh Concrete Symbolic

Execution Execution
typedef struct cell { concrete symbolic | constraints
int v: state state
struct cell *next;
} cell; solve: x,>0 and p,=NULL
int f(int v) { and 2x,+1=v,and n,=p,
return 2*v + 1;
'}tt tme(cell *p, int x) { | 00
int testme(cell *p, int x NULL
if (x > 0) Do
if (p != NULL) S| 2otV
if (f(x) == p->v) . Mo™Po
if (p->next == p)
abort(); p  NULL - =
p p ) X X )
return O; =\  X=1 W

i v pP->V =V, ¥
} 3 p->next=n,




CUTE ApprOaCh Concrete Symbolic

Execution Execution
typedef struct cell { concrete symbolic | constraints
int v; state state
struct cell *next;
 cell; solve: x,>0 and p,=NULL
int f(int v) { and 2x,+1=v,and n,=p,
return 2*v + 1;
} Xo=1, Pg
int testme(cell *p, int x) { \‘//7 %>0
f (x > 0) 3 po=NULL
if (p!= NULL) i 2%+ 1=V,
f (f(x) == p->v) o
if (p->next == p)
abort(); p  NULL —p. x=
return O; =\ X=1 P=Po, X=X,

i v pP->V =V, ¥
} 3 p->next=n,




CUTE ApprOaCh Concrete Symbolic

Execution Execution

typedef struct cell { concrete symbolic | constraints

Int v; state state

struct cell *next;
} cell;
int f(int v) {

return 2*v + 1; P=Pg, X=X,
} B Vs B
int testme(cell *p, int x) { 3 , X=1 p->next=n,

if (x>0)

if (p = NULL)
if (f(x) == p->v)
if (p->next == p)
abort();
return 0O;

} v v



CUTE Approach Concrete Symbolic
Execution Execution
typedet struct cell { concrete symbolic | constraints
Int v; state state
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, intx){ p S—— Xp>0
if (x > 0) ==\ _) x=1 D>V =V,
if (p != NULL) 3|7 p->next=n,
if (f(x) == p->v)
if (p->next == p)
abort();
return O;

}




CUTE ApprOaCh Concrete Symbolic

Execution Execution

typedef struct cell { concrete symbolic | constraints

int v; state state

struct cell *next;
} cell;
int f(int v) {

return 2*v + 1;
}
int testme(cell *p, int x) { %o>0

if (x > 0) 0 0=y, X=X, pe=NULL

if (p != NULL) =\, x=1 p->V =v,,
if (f(x) == p->v) 3 [ p->next=n,
if (p->next == p)
abort();
return O; ! !

}



CUTE ApprOaCh Concrete Symbolic

Execution Execution
typedef struct cell { concrete symbolic | constraints
Int v; state state
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) { Xo>0
if (x> 0) Po=NULL
if (p != NULL) D _ _ 2% +1=v
. P=Pgy, X=X, 0 0
|f.(f(x) == p->V) = ) x=1 p->0v =v0,0
if (p->next == p) 3|’ p->next=n,
abort();
return O;

} v v



CUTE Approach

typedef struct cell {
int v;
struct cell *next;
} cell;
int f(int v) {
return 2*v + 1;
}
int testme(cell *p, int x) {
if (x> 0)
if (p != NULL)
if (f(x) == p->v)

Concrete
Execution

concrete
state

q
Program Error

: P
if (p->next ==p) <= \.) , x=1
/

abort();

3

return O;

}

v

symbolic
state

p=p0’ X=X0s
p->V =V0,
p->next=n,

v

Symbolic
Execution

constraints

Xy>0
pe=NULL
2X,+1=v,

No=Po



"
Simultaneous Symbolic & Concrete
Execution

void again test me(intx,int =m Letinitiallyx=-3andy =
yX 7 generated by random
Z = X*X*X + 3*X*x + 9: test-driver
if(z 1=y
printf(“Good branch?);
} else {
printf("Bad branch”);

abort();



"
Simultaneous Symbolic & Concrete
Execution

void again test me(intx,int =m Letinitiallyx=-3andy =

yX 7 generated by random

Z = X*X*X + 3*x*x + 9: test-driver

if(z 1= y){ m concretez=9
printf(‘Good branch”); ™ i}émbolic Z = X*X*X + 3*X*X

}else{ . i~ m take then branch with
printf("Bad branch”); constraint x*x*x+ 3*x*x+9 !
abort(); =y



"
Simultaneous Symbolic & Concrete

Execution m Letinitiallyx=-3andy=7
generated by random test-
void again_test me(int x,int driver
vy m concretez=9

m symbolic z = x*x*x + 3*x*x+9
m take then branch with

Z = X*X*X + 3*X*X + 9

if(z 1=y constraint xX*x*x+ 3*x*x+9 1=y
printf("Good branch”); m solve x*x*x+ 3*x*x+9 = y to

} else { take else branch
orintf(“Bad branch”); m Don’t know how to solve !!

Stuck ?
abort();



"
Simultaneous Symbolic & Concrete

Execution m Letinitiallyx=-3andy =7
generated by random test-
driver

void again_test_me(int x,int 5 oncrete z =9

yX m symbolic z = x*x*x + 3*x*x+9
Z = X*X*X + 3*X*X + 9 m take then branch with
if(z 1= y X constraint x*x*x+ 3*x*x+9 I=y

m solve X*X*x+ 3*x*x+9 =y to
take else branch

printf("Good branch”);

} else { m Don’t know how to solve !!
printf("Bad branch”); Stuck ?
abort()' NO : CUTE handles this
} ’ smartly



"
Simultaneous Symbolic & Concrete
Execution

void again test me(intx,int =m Letinitiallyx=-3andy =
yX 7 generated by random
Z = X*X*X + 3*X*x + 9: test-driver
if(z 1=y
printf(“Good branch?);
} else {
printf("Bad branch”);

abort();



Simultaneous Symbolic & Concrete
Execution

void again test me(intx,int =m Letinitiallyx=-3andy =

yX 7 generated by random
Z = X*X*X + 3*x*x + 9; test-driver
if(z 1= y){ m concretez=9
printf(‘Good branch”); ™ i}émbolic Z = X*X*X + 3*x*X
pelse cannot handle symbolic
printf("Bad branch”); value of z
abort();
}



"
Simultaneous Symbolic & Concrete
Execution

void again test me(intx,int =m Letinitiallyx=-3andy =

vy 7 generated by random
Z = X*X*X + 3*x*x + 9, test-driver
if(z 1= y){ m concretez=9
printf(‘Good branch”); ™ ?émbonc Z = XX+ 30X
} else { cannot handle symbolic
printf("Bad branch”); value of z
abort(); make symbolic z = 9 and
) proceed



"
Simultaneous Symbolic & Concrete
Execution

void again test me(intx,int =m Letinitiallyx=-3andy =

vy / generated by random
Z = X*X*X + 3*x*x + 9, test-driver
if(z 1= y){ m concretez=9
printf(‘Good branch”); ™ i}émbolic Z = X*X*X + 3*X*Xx
else { cannot handle symbolic
printf(“Bad branCh”); value of z
abort(); make symbolic z = 9 and
\ proceed
) m take then branch with

constraint 9 I=y



"
Simultaneous Symbolic & Concrete
Execution

void again_test me(int x,int = Letinitiallyx=-3andy =7
y){ generated by random test-
driver

— *\, * *\* .
Z=XXX+ XX+ 9; m concrete z =9

if(z 1= yX m symbolic z = x*x*x + 3*x*x+9
printf(“Good branch”); cannot handle symbolic
 else { value of z
e , make symbolic z = 9 and
printf("Bad branch”); proceeg
abort(); m take then branch with
) constraint 9 1=y
m solve 9 =y to take else branch
) m execute next run with x = -3
andy=9

got error (reaches abort)



"
Simultaneous Symbolic & Concrete

Execution

void again_test me(int x,int

YR

Z = X*X*X + 3*xX*x + 9;

Replace symbolic expression
by concrete value when

1

symbolic expression becomes
unmanageable (i.e. non-linear)

J

m Letinitiallyx=-3andy=7
generated by random test-
driver

m concretez=9

m symbolic z = x*x*x + 3*x*x+9
cannot handle symbolic
value of z

make symbolic z = 9 and
proceed

m take then branch with
constraint 9 1=y

m solve 9 =y to take else branch

m execute next run with x = -3
andy=9
got error (reaches abort)



