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1. Operational Concepts - What is it? 
Spydar is a client network visualization and organizational tool.    Its function is to make a 3-dimensional model of physical remote resources, such as computer, printers and storage, and of these take advantage of most commonly used or most useful ones.  Spydar does this in a number of ways, such as saving URLs returned by a search engine, saving the addresses of your favorite game servers, or looking for a computer on your local area network to use to compute a process currently executing on your local machine.  Spydar is not a browser or system resource manager; it simply provides an easy interface to connect to local tasks and remote resources. 


Spydar would be usable by a wide audience, from the casual computer user wanting to integrate his mp3 player or internet browser to the systems administrator looking to ensure that the network is not open to vulnerabilities. 


Spydar would most likely be implemented to work on Windows machines as well as Linux and Apple machines by building it in Java.  This allows for different platforms in the same network to take advantage of the functionality.


Major benefits include the ability for everyday computer users to be able to use networking programs in an easier way.  The influence of the internet is far reaching and the number of devices that use networks is growing constantly.  An example is how Bluetooth was implemented in everything from cell phones to keyboards.  A simple way for a user to see exactly what is on their network is a need that has not yet been sufficiently addressed, especially for Windows users.  Spydar does this with a navigable, searchable interface.

2. System Requirements - What does it do for us? 

A 3-dimensional visual model is the key feature that sets Spydar apart from command line utilities, so it is a priority requirement of the system.  The interface should be intuitive, mouse and keyboard controlled, and responsive.


Spydar will be capable of scanning a local network and determining where each computer, router, and other network entities are.  Additionally, it should be able to find open ports on remote systems and determine what services are being offered from that address.  Spydar will have a documented plug-in interface for interpreting various services and finding the applications associated with them.  This is an easy area for user-oriented future growth, as well as creating a flexible system.


Spydar can save information about scanned and created networks both on the local machine and on a remote Spydar Server.  The Server will maintain network maps, scanning known computers periodically to keep the networks up to date.


Possible future growth also stems from other ways to grow networks, either from HTML link spidering, or from connecting to shared or public Spydar Servers.


Finally, the metadata associated with each node in the network graphs will be quickly searchable.  This will allow large networks to be reduced to a manageable visual size, and remote systems to be found quickly.

3. System and software architecture - How? 

Visual display will be based on a simple underlying database of nodes and connections.  Since graphs are a relatively well-understood computer science concept, this is a relatively low risk approach.  Also, storing the graph in a database makes it quick to search on a number of fields.

The server provides a way to upload and download network information, as well as a connection to a database management system to store the information permanently.  Additionally, the server will spawn threads to make sure “known” network locales still exist on a reasonable basis.

4. Lifecycle plan - Who wants it?  Who'll support it?  


End Users – The program is aimed mostly at the general audience of computer users, which has a broad range of skills.  This will necessitate a straightforward design with a gentle learning curve.  More advanced features such as plug-ins are ordinarily used by more experienced users, so complicated details are hidden from beginners.


Developers – Developers for other applications who want to take advantage of Spydar’s functionality would be able to do so with plug-ins to suit their needs.  In addition, the program is most likely going to be programmed in Java so it will be platform independent, allowing developers for a variety of platforms to create plug-ins without rebuilding the application.


Open Source Community – Due to the open ended nature of the concept behind Spydar, and the accommodations to be made towards expandability, the open source community would be provided the opportunity to increase the functionality and usefulness of the application.  This will allow Spydar to be directed to address the needs of the community.

5. Feasibility Rationale - Is this really true? 

This project is quite feasible, given current technology. All of the services, protocols and interfaces needed for this project already exist. However, they have just never been brought together in such a simple and intuitive way.

The basic protocols for sockets, ports, and server communication are very well established, all of these tools can be easily used to create the port sniffer, network mapper, and other basic functionality we have described.  Also, support and documentation for developing plug-ins for open-source internet applications is also becoming widespread, so the plug-in oriented design of this software can easily be implemented from both ends.

One feature that is vitally important to this project, however, is cross-platform compatibility. Due to the dynamic and varied environment on the internet, Spydar will have to be compatible with a variety of operating systems and web browsers. There are several modern programming languages, such as Java, which easily support this cross-platform development. Overall, this project is quite technically feasible and the only difficulties involved in its implementation will arise from the tight work schedule involved.
