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	Quick Overview
	The goal of this spec is to define the details of the architecture and software implementation.  This will clearly identify the modules and interfaces required to implement the system.  Also, high-risk areas will be identified and explained.  Both user interface and administrative backend components will be discussed.
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Overview

The goal of this spec is to define the details of the architecture and software implementation.  This will clearly identify the modules and interfaces required to implement the system.  Also, high-risk areas will be identified and explained.  Both user interface and administrative backend components will be discussed.
1.1. Architecture

The high level architecture of the DrugSafe system is shown below.  The sections to follow will explain each component.  Sections later in the spec will be devoted to explaining a single component and its interfaces to corresponding components:


[image: image1]
1.2. Prescryber

The lifecycle starts with the application used by doctors to create a prescription.  It uses the doctor’s private encryption key to create a secure signature that cannot be forged by anyone outside the system.  The prescryber passes this encryption key with the actual prescription details to PrescryptVerify.

1.3. PrescryptVerify

This third party service allows the guarantee of a unique signature from the doctor that cannot be forged. This is done by keeping the encryption key that the doctor uses to encrypt his/her signature.  This will return an encrypted prescription to the doctor’s prescryber in a QR code.

1.4. Prescryption

The returned prescryption keeps all the information mentioned in Section 1.9 as a QR code which is displayed for the doctor in his prescryber.  

1.5. Cell Prescryption

The patient then takes a picture of the QR code in order to transfer the prescryption to their cell phone.  It includes the conventional information in a prescription in words and a scannable QR code that the patient can provide to a drugstore to retrieve the information. The QR code image encodes the secure signature of the doctor and all the information from the prescription.

It also includes the information of the prescribed drug as well as the information of related drugs. This information is pulled DrugInfo Retriever.

1.6. DrugInfo Retriever

The Retriever pulls relevant data from the web which contains the information about all the prescribed drugs as well as information on related drugs.  When creating the prescryption, the doctor will select a drug and the database and the information on the drug as well as a list of related drugs will be generated to populate the CellPrescryption information on the cell.

1.7. PrescryptFiller

At the pharmacy, the cell prescription’s code is scanned.  The pharmacists now has all the information he/she needs to acquire the medicine.  The pharmacist uses a client-side PrescryptFiller to contact PrescryptVerify to check that the prescription is valid.  Verify will decrypt the encrypted signature from the doctor, check its validity, and expire the prescryption so that the patient can only use it once.  The electronic copy of the prescryption can then be stored in the pharmacy’s legacy database, and the prescription can be filled.

Prescryber and Filler Client

Prescryber and Filler are the same application with separate workflows – one for the doctor prescribing the prescription and the other for the pharmacist who is filling the prescription.  The prescryber allows the doctor to fill in all the necessary prescription information to be sent off to the Verification database.  The Filler is then used to grab the stored information to be displayed to the pharmacist to be filled for the patient.  A workflow of the UI is shown below:
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The following few sections will describe each step of the process in detail:
1.8. Startup screen

Since the DrugSafe Client app is supposed to work with both Physicians creating a prescription and pharmacists who are filling it, the first step after loading the application is to choose the occupation of the user.  
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A dropdown combo box has the two options available.  For future features of this software, we could add more scenarios for customer personas such as nurses, surgeons, psychiatrists, etc.
1.9. Desktop Screen
In order to allow doctors or pharmacists to have easy access to features of DrugSafe, DrugSafe will run a desktop app that is supposed to launch at startup and stay on the desktop similar to Google Desktop, or programs that hide itself in the systray.  (Integrating this app into the systray can be a V2 feature)

On the screenshots below, the left side is the view for doctors and the right is the view for pharmacists:
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The buttons that are available include:

· Create a Prescription – Allows the doctor to launch the prescryber and create new prescriptions for patients

· Fill a Prescription – Allows pharmacists to look up prescriptions that have been stored in the DB by providing a scanned QRCode or prescription ID.

· Prescription History – Display stats or history of prescription data

· Close DrugSafe – Just close the application
1.10. Creating a prescription

The main feature of this application is to allow the Doctor to create a new prescription and store it on our Verify server.  The prescryber allows the doctor to fill in the necessary information to create a prescription:
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The fields that are necessary include:

· Patient’s Name

· Patient’s Birthdate

· Doctor’s Name

· Doctor’s Clinic

· Drug Name

· Number of Refills

· Whether the drug is generic

· Expiration date of prescription

· Dosage information

There is also the optional textbox for inserting any doctor’s comments related to the prescription.

1.11. Login Screen
Once the prescribe button is pressed, the login screen shows up which allows the doctor to verify his identity before we submit the prescription information.  The two required fields will be Username and password.
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There’s two buttons that are available:
· Verify – The client will contact the Verification database and send it the XML format addressed later in the spec.

· Cancel – This will cancel the submission and then go back to the prescryber.
1.12. Progress bar
Once verified, a progress bar will be displayed if there is any latency between the client and the database.
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1.13. Confirmation and QRCode

After all the prescription information is sent to the Verify DB and the physician is verified, the DB should return an XML string with the Prescription ID and prescription data encoded in a QRCode.  This will be displayed to the user as follows:
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At this point, the information should be transferred to the mobile device.  We can do this in one of two ways.  Either the patient can take a picture of the QRCode which will parse it on the device, or the doctor could manually send the encrypted file through active sync to the mobile device.  

This will end the doctor’s scenario for prescription creation.
1.14. Prescription Fill Search

When it’s the pharmacists turn to fill a prescription, the pharmacist can do one of two things:
· If the pharmacy has the capability, it can scan the patient’s QR code in order to fetch the prescription information from Verify.

· Otherwise, the pharmacist can type in the prescription ID in order to search for the prescription.
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After clicking the search button, the client contacts the verify DB which verifies that the prescription ID matches one of the ones in the database.  If it matches, the DB will return the prescription information as XML and displayed in the filler.
1.15. Filling a prescription
The Filler will display the information presented to the pharmacist which will reflect exactly what the physician has previously inputted.  All fields should be non-editable or gray out, except for the last field, which will be editable so that the pharmacist can enter their own comments and submit it as part of the prescription.
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When the Fill prescription button is pressed, the pharmacists comments are sent to the DB and tracked.  The pharmacists identity is verified before the refill count is decremented.  This will then complete the pharmacist scenario of filling in prescriptions.
Prescryption

The following is the xml schema that is going to describe what a prescription looks like on the back end:

 SHAPE  \* MERGEFORMAT 



Mobile Cell Prescryption
The Mobile Cell Prescryption serves as the information portal for the user getting the prescription.  Once the doctor writes the prescription, the user then has access to all the prescription information on their mobile device, access to additional information about the drug found on the web, and the ability to create daily pill and refill reminders in Outlook.

1.16. Main Application
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1.16.1. Version 1.0

In order to transfer the prescription data, the Prescryber will send the data in xml format through Microsoft ActiveSync to the mobile device.  Once the device has the data, the application is loaded and the prescription information will be displayed.  The user of the device can then see all prescription information including drug information, instructions, and dosage.  The user then brings the device to the PrescryptFiller where the QR code and/or PrescriptionID will be read and then the prescription can be filled.

1.16.2. Version 2.0

This version will explore the usage of Bluetooth or other wireless technologies that will make it easier to transfer information without all the awkward cables.

1.16.3. Version 3.0 

Version 3.0 will have the mobile device capture the QR code image, decode the QR code and then display the information processed from the QR code in the respective data fields.

1.17. Relevant Information Feature

When reading all the information about their prescription, the user may have additional questions about the drug, side effects, cost, and alternatives.  To address this issue, the mobile application will provide the information via a link to the web. 
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1.17.1. Version 1.0

This version will implement a link to a faux page containing information about the drug.

1.17.2. Version 2.0

This version will be more realistic and robust.  The information about all drugs will be prefetched and data-mined prior to any user search.  The link will look up the drug in a database containing all the data-mined information and present the information to the user.

1.18. Outlook Integration

Many of the users needing prescriptions may have many prescriptions which they need to keep track of.  Some users may need reminders about when they need to take their medications, while others need a reminder about when their prescriptions will expire and need a refill.  The mobile application will interface will Microsoft Outlook and place reminders in the calendars of the users.
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1.19. Personal History (Version 2.0)

In addition to creating reminders, the users may also need to remember what medications they have used in the past.  The mobile application can remember the all the medications that were previously prescribed to the patient and keep a personal history of all the drugs.

Prescrypt Verify DB

Prescrypt Verify DB is a back-end system that will manage the data for the Prescryber Filler Client. It will operate based on XML messages sent back and forth. The information will be sent through secure channels so the information of the patient will be manipulated in a secure way.
1.20. Database Schema
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1.21. Physician signing up for an account (request)

 SHAPE  \* MERGEFORMAT 



1.22. Physicial account signup response

 SHAPE  \* MERGEFORMAT 



1.23. Physician creating a Prescryption (request)

 SHAPE  \* MERGEFORMAT 



1.24. Prescription creation (response)

 SHAPE  \* MERGEFORMAT 



1.25. Doctor Prescryption request

 SHAPE  \* MERGEFORMAT 



1.26. Pharmacy Prescryption request 

 SHAPE  \* MERGEFORMAT 



1.27. Pharmacy fulfilling a Prescryption (request)

 SHAPE  \* MERGEFORMAT 



1.28. Pharmacy fulfillment response 

 SHAPE  \* MERGEFORMAT 



1.29. Pharmacy signing up for an account (request)

 SHAPE  \* MERGEFORMAT 



1.30. Pharmacy signing up for an account (request)

 SHAPE  \* MERGEFORMAT 



1.31. Pharmacy account signup response

 SHAPE  \* MERGEFORMAT 



1.32. API Method calls

The following API’s will be available to the client and mobile apps to call:

· string physicianSignup(string XMLPhysicianData);

· string createPrescryption(string XMLPrescryptionRequest);

· string doctorGetPrescrytion(string XMLPrescryptionRequest);

· string pharmGetPrescryption(string XMLPrescryptionRequest);

· string pharmFulfillPrescryption(string XMLFulfillRequest);

· string pharmSingup(string XMLPharmData);

DrugInfo Retriever

This is a v2.0 feature. Therefore, the scope of this description will be very general.  The goal of this part of the tool is to provide users with information about the prescribed drug, as well as related drugs.  We will get this information from known medical data sources (i.e. WebMD, familydoctor.org, EMedicine, mdAdvice), that will come in known formats, and then compile this information into one page for the user.  We can do this by simply submitting an http request with the prescription information, and then scraping the http response (that comes in a known format) from these websites.






<?xml version="1.0" encoding="utf-8"?> 


<xs:schema xmlns:xs="� HYPERLINK "http://www.w3.org/2001/XMLSchema" \o "http://www.w3.org/2001/XMLSchema" �http://www.w3.org/2001/XMLSchema�"> 


<xs:element name="physician">


   <xs:complexType>


     <xs:sequence>


       <xs:element name="pharmName" type="xs:string"/>


       <xs:element name="address" type="xs:string"/>


       <xs:element name="phone" type="xs:string"/>


       <xs:element name="fax" type="xs:string"/>


       <xs:element name="hours" type="xs:string"/>


       <xs:element name="userName" type="xs:string"/>


       <xs:element name="password" type="xs:string"/>


     </xs:sequence>


   </xs:complexType>


 </xs:element>


</xs:schema> 








<?xml version="1.0" encoding="utf-8"?> 


<xs:schema xmlns:xs="� HYPERLINK "http://www.w3.org/2001/XMLSchema" \o "http://www.w3.org/2001/XMLSchema" �http://www.w3.org/2001/XMLSchema�"> 


<xs:element name="physician">


   <xs:complexType>


     <xs:sequence>


       <xs:element name="pharmName" type="xs:string"/>


       <xs:element name="address" type="xs:string"/>


       <xs:element name="phone" type="xs:string"/>


       <xs:element name="fax" type="xs:string"/>


       <xs:element name="hours" type="xs:string"/>


       <xs:element name="userName" type="xs:string"/>


       <xs:element name="password" type="xs:string"/>


     </xs:sequence>


   </xs:complexType>


 </xs:element>


</xs:schema> 








<?xml version="1.0" encoding="utf-8"?> 


<xs:schema xmlns:xs="� HYPERLINK "http://www.w3.org/2001/XMLSchema" \o "http://www.w3.org/2001/XMLSchema" �http://www.w3.org/2001/XMLSchema�"> 


<xs:element name="physician">


   <xs:complexType>


     <xs:sequence>


       <xs:element name="pharmName" type="xs:string"/>


       <xs:element name="address" type="xs:string"/>


       <xs:element name="phone" type="xs:string"/>


       <xs:element name="fax" type="xs:string"/>


       <xs:element name="hours" type="xs:string"/>


       <xs:element name="userName" type="xs:string"/>


       <xs:element name="password" type="xs:string"/>


     </xs:sequence>


   </xs:complexType>


 </xs:element>


</xs:schema> 








<?xml version="1.0" encoding="utf-8"?> 


<xs:schema xmlns:xs="� HYPERLINK "http://www.w3.org/2001/XMLSchema" \o "http://www.w3.org/2001/XMLSchema" �http://www.w3.org/2001/XMLSchema�"> 


<xs:element name="prescriptionfulfillresponse">


   <xs:complexType>


     <xs:sequence>


       <xs:element name="success" type="xs:boolean"/>


       <xs:element name="prescriptionID" type="xs:int"/>


     </xs:sequence>


   </xs:complexType>


 </xs:element>


</xs:schema> 








<?xml version="1.0" encoding="utf-8"?> 


<xs:schema xmlns:xs="� HYPERLINK "http://www.w3.org/2001/XMLSchema" \o "http://www.w3.org/2001/XMLSchema" �http://www.w3.org/2001/XMLSchema�"> 


<xs:element name="prescriptionfulfill">


   <xs:complexType>


     <xs:sequence>


       <xs:element name="prescriptionID" type="xs:int"/>


       <xs:element name="pharmUserName" type="xs:string"/>


       <xs:element name="pharmPassWord" type="xs:string"/>


       <xs:element name="pharmComment" type="xs:string"/>


     </xs:sequence>


   </xs:complexType>


 </xs:element>


</xs:schema> 








<?xml version="1.0" encoding="utf-8"?> 


<xs:schema xmlns:xs="� HYPERLINK "http://www.w3.org/2001/XMLSchema" \o "http://www.w3.org/2001/XMLSchema" �http://www.w3.org/2001/XMLSchema�"> 


<xs:element name="prescriptionrequest">


   <xs:complexType>


     <xs:sequence>


       <xs:element name="docUserName" type="xs:string"/>


       <xs:element name="docPassWord" type="xs:string"/>


       <xs:element name="prescriptionID" type="xs:int"/>


     </xs:sequence>


   </xs:complexType>


 </xs:element>


</xs:schema> 





<?xml version="1.0" encoding="utf-8"?> 


<xs:schema xmlns:xs="� HYPERLINK "http://www.w3.org/2001/XMLSchema" \o "http://www.w3.org/2001/XMLSchema" �http://www.w3.org/2001/XMLSchema�"> 


<xs:element name="prescriptionrequest">


   <xs:complexType>


     <xs:sequence>


       <xs:element name="pharmUserName" type="xs:string"/>


       <xs:element name="pharmPassWord" type="xs:string"/>


       <xs:element name="prescriptionID" type="xs:int"/>


     </xs:sequence>


   </xs:complexType>


 </xs:element>





<?xml version="1.0" encoding="utf-8"?> 


<xs:schema xmlns:xs="� HYPERLINK "http://www.w3.org/2001/XMLSchema" \o "http://www.w3.org/2001/XMLSchema" �http://www.w3.org/2001/XMLSchema�"> 


  <xs:element name="prescriptionresponse">


   <xs:complexType>


     <xs:sequence>


       <xs:element name="success" type="xs:boolean"/>


       <xs:element name="prescriptionID" type="xs:int"/>


       <xs:element name="qrcode" type="xs:string"/>


     </xs:sequence>


   </xs:complexType>


 </xs:element>


</xs:schema> 





<?xml version="1.0" encoding="utf-8"?> 


<xs:schema xmlns:xs="� HYPERLINK "http://www.w3.org/2001/XMLSchema" \o "http://www.w3.org/2001/XMLSchema" �http://www.w3.org/2001/XMLSchema�"> 


<xs:element name="prescription">


   <xs:complexType>


     <xs:sequence>


       <xs:element name="physUserName" type="xs:string"/>


       <xs:element name="physPassWord" type="xs:string"/>


       <xs:element name="patientName" type="xs:string"/>


       <xs:element name="patientDOB" type="xs:string"/>


       <xs:element name="prescriptionItem">


         <xs:complexType>


           <xs:sequence>


             <xs:element name="substitute" type="xs:bool"/>


             <xs:element name="startDate" type="xs:date"/>


             <xs:element name="endDate" type="xs:date"/>


             <xs:element name="servingCountPerRefill" type="xs:int"/>


             <xs:element name="totalrefills" type="xs:int"/>


             <xs:element name="dosage" type="xs:string"/>


             <xs:element name="drugname" type="xs:string"/>


             <xs:element name="doctorComment" type="xs:string"/>


             <xs:element name="pharmComment" type="xs:string"/>


           </xs:sequence>


         </xs:complexType>


       </xs:element>


     </xs:sequence>


   </xs:complexType>


 </xs:element>


</xs:schema> 





<?xml version="1.0" encoding="utf-8"?> 


<xs:schema xmlns:xs="� HYPERLINK "http://www.w3.org/2001/XMLSchema" \o "http://www.w3.org/2001/XMLSchema" �http://www.w3.org/2001/XMLSchema�"> 


<xs:element name="physcreateresponse">


   <xs:complexType>


     <xs:sequence>


       <xs:element name="success" type="xs:boolean"/>


       <xs:element name="usernname" type="xs:string"/>


     </xs:sequence>


   </xs:complexType>


 </xs:element>


</xs:schema> 








<?xml version="1.0" encoding="utf-8"?> 


<xs:schema xmlns:xs="� HYPERLINK "http://www.w3.org/2001/XMLSchema" \o "http://www.w3.org/2001/XMLSchema" �http://www.w3.org/2001/XMLSchema�"> 


<xs:element name="physician">


   <xs:complexType>


     <xs:sequence>


       <xs:element name="firstName" type="xs:string"/>


       <xs:element name="lastName" type="xs:string"/>


       <xs:element name="address" type="xs:string"/>


       <xs:element name="phone" type="xs:string"/>


       <xs:element name="fax" type="xs:string"/>


       <xs:element name="hours" type="xs:string"/>


       <xs:element name="licenseNum" type="xs:int"/>


       <xs:element name="userName" type="xs:string"/>


       <xs:element name="password" type="xs:string"/>


     </xs:sequence>


   </xs:complexType>


 </xs:element>


</xs:schema> 





<xs:complexType>


  <xs:sequence>


   <xs:element name="substitute" type="xs:bool"/>


   <xs:element name="startDate" type="xs:date"/>


   <xs:element name="endDate" type="xs:date"/>


   <xs:element name="servingCountPerRefill" type="xs:int"/>


   <xs:element name="totalrefills" type="xs:int"/>


   <xs:element name="dosage" type="xs:string"/>


   <xs:element name="drugname" type="xs:string"/>


   <xs:element name="doctorComment" type="xs:string"/>


   <xs:element name="pharmComment" type="xs:string"/>


  </xs:sequence>


</xs:complexType>
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