DrugSafe 


	Prescryption DrugSafe: LCA Proposal



	Document Owner
	DrugSafe Team
	
	Feature Team
	DrugSafe

	Status
	LCA Proposal
	
	Last Updated: 
	1/31/2006 6:34 AM

	Quick Overview
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Overview

The goal of this proposal is to first define the current scenario and its problems, and then provide a proposed software solution.  The proposal will attempt to expand on the previous LCO proposal in order to scope out the problem space as well as provide a feasible technical implementation and market for the product.  The topics to be discussed include the goals and objectives, benefits, brief technical architecture, identification of customers and market, as well as suggestions for future directions and version 2 features.
1.1. Current Scenario

Patient Jon is sick and goes to see a doctor.  The doctor diagnoses Jon’s illness and writes him a prescription.  Jon, at some later time when he has time to spare, runs to a local pharmacy and waits in a long line only to drop off his prescription.  If everything goes well, by the end of the day, Jon should have his prescribed medicine with the right dosage to take home.

1.2. Problem Definition

Many assumptions are made in the previous scenario.  Problems could arise at any step if patients, doctors, and pharmacists don’t interact in the exact way.  According to a recent NIH survey, only 20% of patients are satisfied with the prescription process.  (Due to many factors which will be addressed later in the proposal)  

Among the problems that could arise include:

· Inaccuracy, Speed, and Efficiency:

· Doctor’s messy handwriting in prescriptions are hard to decode

· Prescriptions can be easily forged to obtain more medications

· Wait time in pharmacy lines are long only because patients need to provide information such as insurance, SSN, date of birth, etc.

· Pharmacists manually type prescription information into DB.  Error prone. 

· Accessibility:

· If there is a discrepancy, pharmacies need to call doctors.  Doctors are not available all the time.

· Prescriptions can be lost easily.

· Many pharmacies don’t have a DB or electronic records.  Everything is filed.

· Information:

· Consumers know little about the drug/prescription or related alternatives.

DrugSafe seeks to address all of these problems with a simple mobile software solution.  The rest of this proposal will describe this solution.
1.3. Future Scenarios

With the implementation of DrugSafe, the following scenarios are expected:

1.3.1. Techie Ted

Ted is extremely busy, but knows everything about technology.  He goes to the doctor and tries out this DrugSafe program.  After uploading the QR code to his phone, he takes it to the pharmacy and let’s them scan it.  After shopping, his medications are available at the counter.  Ted loves DrugSafe.  It saved him a lot of time.

1.3.2. Grandma Grace

Grandma Grace is reluctant to try new technologies.  However, she does have a cell phone that her son has given her for emergencies.  Her doctor has started to use DrugSafe and is recommending it to his patients.  Grandma reluctantly tries it out and to her amazement, she can read everything there is to know about her prescription.  She takes to her local pharmacist and without having to wait in line and answer any hard questions, her medications are ready after a trip to the bathroom. 
Operational Concepts

The following sections will describe what the solution is as well as the top level objectives and scope.

1.4. Objectives

· Increase accuracy and efficiency of prescription transactions

· Reduce overhead required for prescription processing

· Provide patients with information on prescription and alternatives

1.5. User Community and Environment

Prescryption Drugsafe is a digital prescription system which allows the patient to not only carry his/her prescription information electronically, but allows them to access important information about their prescription.  Not only will this improve the prescription process, it will allow pharmacies to easily identify patients, patient histories, and desired pharmaceuticals.  

Cell phones as well as wireless connectivity are becoming more and more prevalent and now is the right time to invest in a technology that will enable the trend towards a mobile lifestyle.  With the help of QR codes (addressed later) and access of relevant information at consumer’s fingertips, DrugSafe will not only improve people’s lives and health, it will lay a foundation for mobile platforms of the future.
1.5.1. DrugSafe Client

· This program works on modern Windows PCs with a permanent network connection to our database.  

· For doctors, a client is running in a typical clinic or hospital environment where the doctor examines a patient.  
· For pharmacists, a client runs at the front desk where customers are greeted.
1.5.2. DrugSafe Mobile

· PocketPC running Windows Mobile 2005
· Users include anyone with a mobile device such as a PocketPC or SmartPhone.  

· This will be completely mobile and can be used at any location

· Wireless access is not required, though it could be useful to query for related drug information.
1.5.3. Verify DB

· Verify DB runs on a dedicated server with SQL Server 2005
· DB will be constantly queried by client and should be maintained by DrugSafe Company with a designated admin.
1.6. Major benefits

The overall benefits are listed below.  Each section also has its own benefits:
· Paperless

· Consistent and accurate electronic data

· Verified and secured doctor’s signature

· Easily accessible prescription information
1.6.1. DrugSafe Client

· Reduces the number of errors in writing a pen and paper based prescription

· Unified format for prescription information
· Quick access to prescription history

· Secure and safe transmission of medical data
1.6.2. DrugSafe Mobile

· Intuitive interface for patients to view prescription information
· Easy to understand what doctor prescribed.  Paper prescriptions contain possibly confusing shorthand.
· Completely mobile solution.  Can be accessed anywhere.

· Access to related information and pricing with wireless access.
1.6.3. Verify DB

· Secure centralized authority for verifying prescriptions

· Less pharmacists calling doctors about illegible prescriptions

· Digitally signed prescriptions are more difficult to counterfeit
· Neat and accurate prescription information

· Prescription details is accessible yet secure
1.7. Scope 

The following is a description of the scope of the project, listing out that each system does and does not do:
1.7.1. DrugSafe Client

This system does:
· Allows doctors to write a legible prescription for patients
· Gives an electronic or physical copy of the prescription to patients
· Stores a copy of the prescription in our database
· Allows pharmacists to lookup a prescription that a patient brings in
· Allows pharmacists to tell our database that the prescription has been filled
· Provides functionality to verify that the doctor or pharmacist is allowed to use the system
This system does not:
· Display a list of historical data about a patient
· Check for harmful drug interactions
· Replace existing point of sale software at pharmacies
· Solve patient insurance problems
1.7.2. DrugSafe Mobile

This system does: 

· Receives and displays information from the doctor’s application software to an end user mobile program. 
· Replicates all of the information on the side of a drug bottle for the user’s reference. 
· Receives updated prescription data via ActiveSync/SMS/infrared/Bluetooth as the medication is entered into the system. 
· Requests and retrieves more information about related drugs, brands, and pricing information from the internet at the patient’s discretion. 
This system does not:

· Upload data to the doctor's application.

· Refill prescriptions for the patient.
· Display user medical history queried from the database.
1.7.3. Verify DB

The system does: 

· Allow only certified physicians to insert new prescriptions.
· Allow only certified pharmacists to access database and fill prescriptions.

The system does not:

· Support archives - expired prescription will be removed.

· Give patients direct access to the database.
System Requirements 

The following will discuss essential system features at an appropriate level.
1.8. System Requirements

· Cell phone client with wireless connectivity capabilities.

· Web interface for doctors/pharmacies to submit and retrieve prescriptions.

· Prescryption Drugsafe Server for authorization of doctors and pharmacies.

1.9. DrugSafe Features

1.9.1. DrugSafe Client

	Feature
	Description
	Version

	Doctor Login
	Doctors will be able to log into the system and provide appropriate authentication before writing a prescription.
	1

	Pharmacist Login
	Pharmacists will be able to log into the system in order to look up a prescription that a customer brings into the pharmacy
	1

	Pharmacists prescription lookup
	Request prescription information for the patient, including: Patient Name, drug name, dosage, instructions, number of refills, expiration date, doctor information
	1

	Doctor prescription creation
	Upon completion of the prescription, it is sent to the database using the schema below.  The response includes the unique prescription ID from the database.

	1

	Save to Device
	Once a confirmation of encrypted prescription is obtained, doctors should be able to save the file as xml onto a mobile device
	1

	QR Codes
	The database response contains a QR code of the prescription in xml form
	2

	Prescription lookup history
	Will be able to look up patients past prescriptions
	2

	History visualizations
	Graphically represent the patient’s past drug history
	2


1.9.2. DrugSafe Mobile

	Feature
	Description
	Version

	Prescription Status
	Status of the patient's current prescriptions
	1

	Prescription records
	Stores Paperless records of prescriptions
	1

	Interface
	Includes the name of the patient, the name of the medication, number of refills
	1

	Read prescription xml
	Parse an xml prescription and show the information in the interface
	1

	Find more info about a drug
	Based on a stored prescription, the mobile device can launch a web browser to access Wikipedia or Google for information about the drug.
	2

	Wireless communication methods
	Use 802.11b, Bluetooth, or infrared to accept data from the Client application
	2


1.9.3. Verify DB

	Feature
	Description
	Version

	Prescription verification
	Need to allow doctors and pharmacists to add and update prescriptions in a secure way that does not allow random people to perform these actions.
	1

	Prescription Information
	Keep all information related to current prescriptions on file.
	1

	Prescription expiration
	Allow pharmacists and doctors to expire prescriptions
	1

	Physician/Pharmacist Info
	Store physician and pharmacist information so that if there are problems with the prescriptions, resolving the problems is easier
	1

	Substitute Search
	If the assigned drug can be substituted, Verify DB should be able to return the list of possible substitutions
	1

	Refill Counter
	Be able to keep track of a prescription across multiple refills, thereby saving the doctor and pharmacists the hassle of having to have a new prescription for every refill
	1

	Price Comparison
	Query the prescription drugs in Froogle and provide the best possible deal.
	1

	Spellchecker
	Maintain list of known drugs, and correct spelling of entries, so that there is less confusion on the doctor and pharmacists’ parts.
	2

	Drug Facts
	Provide detail information of the prescription drug (i.e. ingredient, side-effect, cautions)
	2


1.10. User Interface Screenshots
The following screenshots are the main screens that users will see for each component.  For the rest of the screenshots, please refer to the “Architecture” Doc.
1.10.1. DrugSafe Client
The following is a screenshot of the client side software that doctors will use to prescribe medicine.  After entering all of the required fields, a doctor will be able to transmit this to the Verify database and stored on the mobile device.
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1.10.2. DrugSafe Mobile

The following is a screenshot of the mobile device app.  Note that a QR Code is displayed which encodes the prescription.  Also fields that were entered by the doctor that is relevant to the patient is also displayed.
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1.11. Database Schema

Below is the database schema that will be used to support the API provided by the database.  The details of the API and the schema can be found in the architecture doc: 
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Physician Table: 
Will be used to store all relevant contact information for the physician, in case the patient or pharmacist need to get in contact with them (particularly for emergencies).  Could also be used for patient record keeping in future versions.

Prescription Table: 
Each record will correspond to one prescription (although one prescription can contain multiple drugs).  This is equivalent to a paper prescription used currently.  Will have general information about the prescription that is the same for all drugs on the prescription.

pItem Table: 
Will contain the specific drugs that make up each prescription.  The drug name, dosage, refill count, as well as doctor’s instructions and comments are stored here.

Drug Table: 
Contains a list of known drugs.  Can be used by the client to make data input easier, as well as used by future spellchecker functionality.

Pharmacist Table: 
Will be used to store all relevant contact information for the pharmacies, in case a patient needs to contact them.  Can also be used for mapping where to get prescriptions in the future, as well as be used for patient record keeping.
1.12. Prescription Data

A common xml format describes how our system stores prescription data.  Minimally, the actual prescription includes the following fields:  customer name, drug name, customer birth date, doctor's name, dosage, date of prescription, doctor’s digital signature.  For more details, the schema is in the architecture document.  
1.13. Other consideration
The following will discuss impacts on support, administration, updates, performance, reliability, as well as security concerns:
Since we’re running the centralized DrugSafe database, our support organization works with the database group to handle end user concerns.  Likewise, updates are provided to end users by the support organization.  
1.13.1. DrugSafe Client

· Contact our support organization for assistance.
· To gain access, doctors and pharmacists need to contact our support organization to prove that they are medical professionals.
1.13.2. DrugSafe Mobile

· Most concerned with ease of use.
· Support organization provides documentation about using the mobile application.
1.13.3. Verify DB

· The DB needs extremely high availability so pharmacists can fill prescriptions at any time.
· The DB needs to enforce security to prevent fraudulent prescriptions.

· Performance needs to be scalable to handle the possibility of every doctor and pharmacist accessing the system
System and software architecture 

This section will briefly summarize the components of the DrugSafe system.  For a detailed analysis of the software implementation, refer to the ‘DrugSafe architecture’ spec.  The following architecture was chosen for its robustness, security, as well as ease of use to target customers.
1.14. System Architecture and Lifecycle
The DrugSafe lifecycle is shown below.  The sections to follow will explain each step:
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1.15. Prescryber

The lifecycle starts with the application used by doctors to create a prescription.  It uses the doctor’s private encryption key to create a secure signature that cannot be forged by anyone outside the system.  The prescryber passes this encryption key with the actual prescription details to PrescryptVerify.
1.16. PrescryptVerify

This third party service allows the guarantee of a unique signature from the doctor that cannot be forged. This is done by keeping the encryption key that the doctor uses to encrypt his/her signature.  This will return an encrypted prescription to the doctor’s prescryber in a QR code.
1.17. Prescryption

The returned prescryption keeps all the information mentioned in Section 1.9 as a QR code which is displayed for the doctor in his prescryber.  
1.18. Cell Prescryption

The patient then takes a picture of the QR code in order to transfer the prescryption to their cell phone.  It includes the conventional information in a prescription in words and a scannable QR code that the patient can provide to a drugstore to retrieve the information. The QR code image encodes the secure signature of the doctor and all the information from the prescription.

It also includes the information of the prescribed drug as well as the information of related drugs. This information is pulled DrugInfo Retriever.
1.19. DrugInfo Retriever

The Retriever pulls relevant data from the web which contains the information about all the prescribed drugs as well as information on related drugs.  When creating the prescryption, the doctor will select a drug and the database and the information on the drug as well as a list of related drugs will be generated to populate the CellPrescryption information on the cell.
1.20. PrescryptFiller

At the pharmacy, the cell prescription’s code is scanned.  The pharmacists now has all the information he/she needs to acquire the medicine.  The pharmacist uses a client-side PrescryptFiller to contact PrescryptVerify to check that the prescription is valid.  Verify will decrypt the encrypted signature from the doctor, check its validity, and expire the prescryption so that the patient can only use it once.  The electronic copy of the prescryption can then be stored in the pharmacy’s legacy database, and the prescription can be filled.
1.21. Hardware/Software Platforms

1.21.1. DrugSafe Client

Modern Windows PC with .Net and a network connection to the database web service.
1.21.2. DrugSafe Mobile

A Pocket PC running Windows Mobile 2003 or newer.
1.21.3. Verify DB

MS SQL server 2005 and the .Net encryption library.
1.22. XML server requests/responses schemas

The following functions of the system are described in xml schemas.  The System Architecture thoroughly defines the details of these schemas:

· Physician signing up for an account 
Physician creating/retrieving a Prescryption 

· Prescryption request 
Prescryption creation/status response 

· Prescryption query response 

· Pharmacy signing up for an account 
Pharmacy retrieving a Prescryption 

· Pharmacy fullfilling a Prescryption 
1.23. Possible V2 items
This is available in the feature list section in the beginning of the spec.
Lifecycle Plan 
1.24. Why is the system being developed?  
Healthcare is one of the largest industries in the United States and the world, affecting the lives of almost every consumer in the world.  Some of the biggest healthcare problems that make the headlines every day concern pharmaceuticals and prescription drugs.  One problem with the current prescription system is the complexity, non-uniformity, and overall hassle of picking up prescriptions.  The goal of this system is to make the process of getting prescription drugs easy and simple enough so that even the elderly (who are one of the main consumers of prescription drugs) do not dread going to the pharmacy.

1.25. Stakeholders
The clear benefactors of this tool will be consumers, who will now have access to more information about their prescriptions and prescription history.  But others involved in the prescription process will also benefit from this system.  Doctors and pharmacists will save both time and energy verifying the validity of prescriptions, as well as making sure the correct prescription is given.  Producers of prescription drugs will also benefit by being able to more easily provide information directly to the consumer.

Financial support will come from doctors and pharmacists who will have to pay a small fee for registering with the verification server.  However, consumers will get the service for free, which will help in early adoption of the system.  We may also draw support from advertisements by prescription drug manufacturers when we display drug related information to the consumers.
1.25.1. DrugSafe Client
The client presents a standard interface between doctors and pharmacists. Communication between any pair of doctors and pharmacists will be less ambiguous, improving accuracy and reducing time spent filling a prescription. As clinics rely more heavily upon digital systems, software to make prescriptions will become necessary.
1.25.2. DrugSafe Mobile

The primary user of the mobile application is a patient.  In addition, doctors and pharmacists need to be familiar with the mobile interface if a patient asks questions.
1.25.3. Verify DB

The direct users of this system are the pharmacies and the physicians that run the DrugSafe Client. The verification that a prescription is written by a real doctor will be the inherent product, which will get rid of the need of having pharmacies contact doctors. Similarly, physicians will become more efficient by making fewer mistakes when writing a prescription and will not have to spend the extra time of being contacted by pharmacies. 
1.26. Schedules, Deadlines, and Responsibilities
1.26.1. Schedule and Deadlines

1.26.1.1. W8: (Ends Mar 11th)

· Mar 8-9 - Demo

· Mar 7 - Final Release 

· Mar 3 - Feature freeze for Final Release bug fixes

1.26.1.2. W7: (Ends Mar 4th)

· Mar 1 - Beta 2 Release 

· Final feature discussion

1.26.1.3. W6: (Ends Feb 25th)

· Feature freeze for Beta 2
· Beta 2 bugfixes

1.26.1.4. W5: (Ends Feb 18th)

· Feb 17 - V2 feature implementation attempts

· Feb 16 - Beta 1 Release 

· Feb 12 – Feature freeze for Beta 1 bug fixes
1.26.1.5. W4: (Ends Feb 11th)

· Working daily builds
1.26.1.6. W3: (Ends Feb 4th)

· Feb 4 - Code integration (basic code done so we can put it together)

· Feb 1 - LCA Presentation day

· Jan 31 - LCA Materials Due 

· By Saturday (4th): 

· Client:

· Save to Mobile Device (Jarret)

· Construct XML file (Nate)

· GUI Tweaks / Multiple Prescriptions(Brian)

· Calling Webservice (Nate)

· QR (Eric)

· XML (Jon/Jimmy) 

· DB:

· Setup DB w/ Login (CW)

· Add tables & fake data (CW)

· Provide Webservices (Jon)

· Encryption (Jenny) 

· Mobile:

· XML (Jimmy/Jon)

· Link (Cyrus)

· Outlook Integration / Notifcations (Tim) (NR)

· Saving (Cyrus) (NR) 

· NR = Not required by 02/4

1.26.1.7. W2: (Ends Jan 28th)

· Jan 28 - LCA Milestone 

1.26.1.8. W1: (Ends Jan 21st) 

· Jan 21st - Scope and Definition, Subteams formed
1.26.2. Responsibilities 

· Client

· Brian Ma

· Jarret Falkner

· Nate Fong

· Eric Choi

· Mobile

· Jimmy Malone

· Tim Lee 

· Cyrus Hui

· Database

· Jenny Yuen

· Jon Su

· Chiwai Lau
1.27. Necessary Resources

1.27.1. DrugSafe Client

Visual Studio 2005
1.27.2. DrugSafe Mobile

Pocket PC
1.27.3. Verify DB

MS SQL server 2005
Encryption Libraries (Windows CryptoAPI)
Feasibility Rationale 

In terms of hardware resources, the requirements of this system are widespread cellphone use (for allowing the user to carry their own prescription information) and internet connections (to allow the doctors and pharmacists to ensure the validity of prescriptions).  Both of these technologies are already realities: In 2002, 62% of American adults owned a cell phone (McFarland, Deidre. Cell Phone Ownership Grows 29 Percent From 1999-2001. Scarborough Research. 18 March 2002.), and most doctor’s offices and pharmacies are already internet enabled to accommodate their own record keeping systems.  In addition, we recommend (but don’t require) the use of camera features on cellphones, to do things such as read barcodes into a cellphone.  Cameras are becoming standard functionality in cellphones already, and technologies like QR codes already exist to use this hardware for reliable barcode reading.  The required hardware infrastructure for our system is already in place, and we are taking advantage of emerging technologies that have already taken a firm foothold in the current market.

As for the feasibility of implementing the software, the area that would mainly draw concern is the feasibility of implementing a centralized verification systems like PrescryptVerify, that can serve as one of a few trusted sources of verification for prescriptions on the internet.  However, as can be seen with the success of services such as VeriSign, the model of a few trusted sources seems to work very well, with companies and individuals paying big money and putting all their trust into companies like VeriSign.  Another challenge would be developing software for cellphones.  But as newer cellphones over the past few years have come equipped standard with the ability to run complex computer software, this is becoming more and more of a non-issue.
1.28. Component Specific Feasibility

1.28.1. DrugSafe Client

As stated above, 20% of customers are satisfied with the current process - it is inaccurate, requires a long wait time, and is insecure.  Thus, 80% of customers are not satisfied, which means there is a large potential market for this application. Since most doctors already have a computer with Internet access in their offices, all the required components for the client (network communication via XML, encryption, windowing system) already exist, so the infrastructure is already in place.

Although writing down a prescription on a piece of paper may be faster, our system is better because it is more accurate, more secure, and has more accountability.  In addition, our application presents the same interface between all doctors and pharmacists, so there is no ambiguity in the communications of any pair of doctors and pharmacists - it is all standardized.
1.28.2. DrugSafe Mobile

Given the amount of time allocated to this project and existing technology, this project is definitely feasible. A potential pitfall is reliable communication between the reader (cell phone/PDA) and the client software.
1.28.3. Verify DB

Verify DB is a centralized service with the purpose of being a trusted third party verifying the information manipulated by physicians and pharmacies. This allows us to only require a very simple database, which translates into a simple system and more time for developers to spend working on other desired features. 

Customers (physicians, patients, and pharmacies) want reliability in their transactions, prescriptions that reduce the amount of human tedious work like the pharmacy calling the doctor to verify the validity of the prescription. The current legacy databases already handle the history of the patient’s drug purchase and other information. Therefore, we only need to build a verification system on top of the existing one. By creating a reliable way of certifying the prescriptions, hassles like this and human errors are prevented, resulting in happier customers.
1.28.4. Integration

The main challenge is making all three components work together.  We’ve reduced the risk in integration by defining common xml formats.
Future directions

Beyond providing an easier and more secure way to handle prescriptions, there are many other directions that this software can be extended to improve the prescription paradigm in other ways, such as providing a unified record keeping system between all pharmacies.  Even beyond the pharmaceutical field, this same system could be adapted to many other aspects of our daily lives, such as groceries, finances, or shopping, reducing the need for things such as receipts or shopping lists, while not intruding into the user’s privacy to the point of unease.
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