CSE 403
M Lecture 16

Coding



Coding for comprehensibility

s #Hinclude <stdio.h>
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Can code be self
documenting?

= Incorrect comments are worse than
missing comments

= Comments should not repeat what Is
clear from the code

s Code should be written to minimize the
need for comments

= Code that Is too complicated to explain
should be rewritten



Oops

// This whole thing is too complicated for me to understand or explain, but
// here is where the actual work takes place, | think.
private void ListenerWorker(RTPListener.RTPStream rtpStream){
try {
rtpListener.Subscribe(rtpStream.SSRC);
Listen(rtpStream);
¥
catch (System.Exception se){
LogEvent(se.ToString(), EventLogEntryType.Error);
¥



Commenting

= Comment data declarations, including
units and ranges

= Comment meanings of control
structures

= Avoid commenting structures that are
difficult to maintain

= Write comments before, or while
coding, not afterwords!



memcpy

/* mencpy -- copy a block of size bytes from pvFrom
to pvTo */

voi d *nencpy(void *pvTo, *void pvFrom size t size){

return pvTo;



memcpy O

voi d *nencpy(void *pvTo, void *pvFrom size t size)
{

byte *pbTo = (byte *)pvTo;

byte *pbFrom = (byte *)pvFrom

while (size-- > 0)
*pbTo++ = *pbFromt++;
return (pvTo);



memcpy |

void *nmenctpy(void *pvTo, void *pvFrom size t size)
{
byte *pbTo = (byte *)pvTo;
byte *pbFrom = (byte *)pvFrom
| f (pvTo == NULL || pvFrom == NULL)
{
fprintf(stderr, “Bad args in nmencpy\n”);
abort () ;
}
while (size-- > 0)
*pbTo++ = *pbFromt++;
return (pvTo);



NoO errors here...

= ..but it’s bigger and slower

= S0, exploit the preprocessor



memcpy ||

voi d *mencpy(void *pvTo, void *pvFrom size t size)
{

byte *pbTo = (byte *)pvTo;

byte *pbFrom = (byte *)pvFrom

#i f def DEBUG

I f (pvTo == NULL || pvFrom == NULL)

{
fprintf(stderr, “Bad args in mencpy\n”);
abort ();

}

#endi f

while (size-- > 0)
*pbTo++ = *pbFromt+;
return pvTo;



memcpy 1

void *mencpy(void *pvTo, void *pvFrom size t size)

{
byte *pbTo = (byte *)pvTo;
byte *pbFrom = (byte *)pvFrom
assert(pvTo !'= NULL && pvFrom!= NULL);
while (size-- > 0)
*pbTo++ = *pbFr omr+;
return pvTo;
}

= Assertions can be turned on and off
= You probably shouldn’t consider rewriting the assert macro



memcpy IV

void *mencpy(void *pvTo, void *pvFrom size t size)
{

byte *pbTo = (byte *)pvTo;

byte *pbFrom = (byte *)pvFrom

assert(pvTo !'= NULL && pvFrom!= NULL);
assert (pbTo >= pbFromtsi ze || pbFrom >= pbTo+si ze);

while (size-- > 0)
*pbTo++ = *pbFromt+;
return pvTo;



assertions

s Don't use assertions to check unusual
conditions

= You need explicit error code for this

= Only use them to ensure that illegal
conditions are avoided



Memory

= The memcpy examples are from Writing Solid
Code: Microsoft's Techniques for Developing
Bug-Free C Programs

= Although the book is general, lots of the
guidelines focus on memory issues

=« Marking freed memory

= Not accessing freed memory
= Dealing with detalls of real | oc

= These are real issues, but appear less
frequently in other languages



Writing solid code

= Shred your garbage

void FreeMemory(void *pv){
Assert(pv !'= NULL);
memset(pv, 0xA3, sizeofBlock(pv);

free(pv);

= Force early failure, increase determinism
= Why OxA3?



Should debug code be left In
shipped version

s Pro:
= Debug code useful for maintenance
= Removing debug code change behavior
= Bugs in release but not debug versions
= Con:
= Efficiency issues

= Different behavior for debug vs. release
« Early fail vs. recover



