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The Stack & Procedures

CSE 351 Summer 2018
Instructor:
Justin Hsia

Teaching Assistants:
Josie Lee Natalie Andreeva Teagan Horkan

T COULD RESTRUCTURE | | EH, SCREW G0D PRACTICE.
THE PROGRAMS FLOW | | HOW BAD CAN IT BE?

OR ljSE ONE LITTLE goto main-sub3;
GOTO" INSTEAD. l‘ﬂ

\
g E & *COMPILE [

http://xkcd.com/292/
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Administrivia

» Homework 2 due tonight
_ab 2 due Monday (7/16)

» Homework 3 released
" On midterm material, but due after the midterm

» Midterm (7/18, in lecture)

= Reference sheet + 1 handwritten cheat sheet
" Find a study group! Look at past exams!

= Average is typically around 70%
" Review session (7/16) in EEB 045 from 5:00-6:30 pm

CSE351, Summer 2018
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Procedure Control Flow

Use stack to support procedure call and return

Procedure call: call l1abel

1) Push return address on stack (why? which address?)
2) Jump to label
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Procedure Control Flow

Use stack to support procedure call and return

Procedure call: call label
1) Push return address on stack (why? which address?)
2) Jump to label

Return address:
= Address of instruction immediately after cal l instruction

= Example from disassembly:
400544 : call 400550 <mult2>
400549: movq %rax,(%rbx)\

Return address = 0x400549 \
. next instruction
Procedure return: ret
happens to be a move,

1) Pop return address from stack but could be anything
2) Jump to address
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Procedure Call Example (step 1)

0000000000400540 <multstore>:

400544 : call 400550 <mult2>
400549: mov(q %rax, (%rbx)

0000000000400550 <mult2>:
400550: movq %rdi,%rax

400557: ret

0x130
0x128

0x120

%rsp

0x120

%ri\p\\I

0x400544

CSE351, Summer 2018
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Procedure Call Example (step 2)

0000000000400540 <multstore>:

400544 : call 400550 <mult2>
400549: mov(q %rax,(%rbx)‘k\\\

0x130
0OXxX128

~_0X120

0000000000400550 <mult2>:
400550: movq %rdi ,%rax <—

UOX118™

0x400549

%rsp

Ox118

400557: ret

% Ep—

0x400550

CSE351, Summer 2018
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Procedure Return Example (step 1)

0000000000400540 <multstore>:

400544 : call 400550 <mult2>
400549: mov(q %rax,(%rbx)‘k\\\

0x130
0OXxX128

T~_0X120

0000000000400550 <mult2>:
400550: movq %rdi,%rax

400557- ret 4—””'———’——————

UX118™

0x400549

%rsp

Ox118

%rip—

0x400557

CSE351, Summer 2018
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Procedure Return Example (step 2)

0000000000400540 <multstore>:

400544 : call 400550 <mult2>
400549: mov(q %rax, (%rbx)

0x130
0OX128
0Ux120

: \

N

0000000000400550 <mult2>:
400550: movq %rdi,%rax

400557: ret

%rsp

%rip

0x120

0x400549

CSE351, Summer 2018
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Procedures

Stack Structure
Calling Conventions

L)

0’0

L)

>

= Passing control
= Passing data

= Managing local data

‘0

)

Register Saving Conventions

‘0

lllustration of Recursion

L)
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Procedure Data Flow

Registers (NOT in Memory) Stack (Memory)
+ First 6 arguments High
Addresses
%rdi Diane’s t
- 00
%rsi Silk
%rdx Dress Arg n
%Ircx Costs
- 00
e | 89
%r9 Arg 8 \
Arg 7 Low
+» Return value Addresses
0x00..00
%hrax * Only allocate stack

space when needed

10
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x86-04 Return Values

+» By convention, values returned by procedures are
placed in %rax

= Choice of Wrax is arbitrary

1) Caller must make sure to save the contents of %rax
before calling a callee that returns a value
= Part of register-saving convention

2) Callee places return value into %rax

= Any type that can fit in 8 bytes — integer, float, pointer, etc.

= For return values greater than 8 bytes, best to return a
pointer to them

3)Upon return, caller finds the return value in %rax

11
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Data Flow Examples

void multstore
(long x, long y, long *dest)
{
long t = mult2(x, Y);
*dest = t; [5000000000400540 <multstore>:
} # X In %rdi, y In %rsi, dest 1n %rdx
400541: mov(q %rdx,%rbx # Save dest
400544 : call 400550 <mult2> # mult2(X,y)
# t 1In %rax
400549: mov(q %rax, (%rbx) # Save at dest
long mult2 0000000000400550 <mult2>:
(long a, long b) # a In %rdi, b 1n %rsi
{ 400550: movq %rdir,%rax # a
long s = a * b; 400553: 1mulg %rsi,%rax # a * b
return s; # s 1In %rax
} 400557: ret # Return

12
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Procedures

Stack Structure
Calling Conventions

L)

0’0

L)

>

= Passing control
= Passing data
= Managing local data

‘0

)

Register Saving Conventions

‘0

lllustration of Recursion

L)

13



W UNIVERSITY of WASHINGTON L10: The Stack & Procedures

CSE351, Summer 2018

Stack-Based Languages

+» Languages that support recursion

= e.g. C, Java, most modern languages
" Code must be re-entrant

- Multiple simultaneous instantiations of single procedure

= Need some place to store state of each instantiation
- Arguments, local variables, return pointer

+» Stack allocated in frames
= State for a single procedure instantiation
+» Stack discipline

= State for a given procedure needed for a limited time
- Starting from when it is called to when it returns
= (Callee always returns before caller does

14



W UNIVERSITY of WASHINGTON

L10: The Stack & Procedures

Call Chain Example

yoo(..)

who(...)
{

aml ) ;

aml ) ;

aml (..)
{

R{E 11
aml O
+

}

Procedure aml Is recursive
(calls itself)

CSE351, Summer 2018

Example
Call Chain

yO0O0

aml
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1) Call to yoo

Stack

y00(..) yeo
{ |
- who hrbp———
, v \ Yoo
. aml aml %rsp
} ar‘rrw [
aml

16
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2) Call to who

yoo(...)

L10: The Stack & Procedures

CSE351, Summer 2018

Stack

YOO

who

17
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3) Call to aml (1)

{

yoo(...)

{

who(...)

{

aml (...)

1TO{

: ﬂ\ aml ()

}

y00

aml aml

ar‘ﬁl
l %rbp———

aml
rsp——m—m —

CSE351, Summer 2018

Stack

YOO

who

aml

18
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4) Recursive call to aml (2)

{

yoo(...)

who(...)
aml (..)

aml (..)
{

{

{

1ITO{
= aml QO
}

Y00

aml aml

aml

aml

%rbp———

%rsp——m—m—

CSE351, Summer 2018

Stack

YOO

who

aml

aml,

19
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5) @emen Recursive call to aml (3)

yoo(...)

{ |who(..)

{

{ lamI(.)

aml (..)

Y00

aml

aml

aml

aml

%rbp——

rsp——m—m —

Stack

YOO

who

aml

aml,

aml,

20
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6) Return from @noen recursive call to aml

yoo(...)

{ |who(..)

{

{ lamI(.)

aml (..)
{

iFO{
aml ()
. '-,'.-,'. o }

y00

aml

aml

aml

aml

%rbp———

%rsp——m—m—

Stack

YOO

who

aml

aml,

21
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7) Return from recursive call to aml

yoo(...)

{ |who(..)

ifO{
aml O

{ |lamI1 ()
{

y00

Stack

YOO

who

aml

22
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8) Return from call to aml

yoo(...)

{ |who(..)
{

aml QO ;
;gﬁaml();

1

y00

l

who

AN

aml aml
I %rbp——mm-

aml

I rsp——m—m —

aml

CSE351, Summer 2018

Stack

YOO

who

23
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{

yoo(...)

who(...)

{ |lamI1 ()
{

v itO{
aml O
}

} -

L10: The Stack & Procedures

9) (second) Call to aml (4)

y00

l

who

[\

aml aml

I

aml

I %rbp———

aml

rsp——m—m —

CSE351, Summer 2018

Stack

YOO

who

aml,

24
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10) Return from (second) call to aml

{

yoo(...)

who(...)
{

aml () ;

antQ;

y00

l

who

AN

aml aml

I

aml

I

aml

Stack
yO0O0
%rbp———
who
rsp——m—m —

25
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11) Return from call to who

yoo(..)

Y00

I

who

I \ %rbp———

aml

I

aml

I

aml

amt " yprsp——

CSE351, Summer 2018

Stack

YOO

26
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x86-64 /Linux Stack Frame

,
« Caller's Stack Frame

" Extra arguments (if > 6 args) for this call Caller

y

» Current/Callee Stack Frame Frame

* Return address Arg‘;me”ts

| . +
- Pushed by cal l instruction _ \.
. . Frame pointer Return Addr
= QOld frame pointer (optional) %rbp Old %rbp
= Saved register context (optional)
(when reusing registers) Saved

= [ocal variables Regfters
(if can’t be kept in registers) Local

= “Argument build” area Variables
(if callee needs to call another function
- parameters for function about ArgBquent
to be called, if needed) Stack pointer !

%rsp—— |_(Optional)

27
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Peer Instruction Question

= Answer the following questions about when main() is
run (assume X and y stored on the Stack):

int main() { iInt randSum(int n) {
int 1, x = 0; int y = rand(QQ%20;
for(1=0;1<3;1++) return n+y;
X = randSum(x); }
printf(“x = %d\n”,x);
return O;
+

" Higher/larger address: X or y?

= How many total stack frames
are created?

= \What 1s the maximum depth
(# of frames) of the Stack?  A. B.2 C.3 D. 4

Vote only on 3™ question at http://PollEv.com/justinh .
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Example: 1ncrement

CSE351, Summer 2018

long increment(long *p,
long X = *p;
long y = x + val;
P =Yy;
return X;

long val) {

increment:
mov(q (%rdi), %rax
addq Y%rax, %rsi
movq %rsi, (%rdi)
ret

%rdi 1t arg (p)
%rsi 2"arg (val), y
%rax X, return value

29
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Procedure Call Example (initial state)

#_lgng call _incr(Q {

flong vl = 351;
long v2 = iIncrement(&vl, 100);
return vi+v2;

Initial Stack Structure

11 _incr:

“subqg $16, %rsp
mov(q $351, 8(%rsp)
mov | $100, %esi
leag 8(%rsp), %rdi
call increment o
addq 8(%rsp), %rax
addq $16, %rsp
ret

Return addr <main+8> |<—%rsp

1;

Return address on stlack IS the
address of Instruction
immediately following the call
to “call _1ncr”

= Shown here as mairn, but could
be anything)

= Pushed onto stack by call
call _1ncr 30
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Procedure Call Example (step 1)

long call _incr(Q { Stack Structure

flong vl = 351;
long v2 = increment(&vl, 100);
return vi+v2;

+
Return addr <main+8> |<—old %rsp
call _incr: 351 —Y%rsp+8
subq $16, %rsp Allocate space :
mov(q $351, 8(%rsp) for local vars Unused «%rsp

mov $100, %esi
leaq 8(%rsp), %rdi _
call increment + Setup space for local variables
addq 8(%rsp), %rax
addq $16, %rsp

ret » Compiler allocated extra space

= Often does this for a variety of
reasons, Including alignment

" Only v1 needs space on the stack

31



W UNIVERSITY of WASHINGTON

L10: The Stack & Procedures

CSE351, Summer 2018

Procedure Call Example (step 2)

long call _incr() {
flong vl = 351;
long v2 = increment(&vl, 100);
return vi+v2;

(" Aside: mov1 is used because 100 is a small
positive value that fits in 32 bits. High order bits
of rsi get set to zero automatically. It takes one

\_less byte to encode a mov |l than a mova.

N

J

Stack Structure

+
Return addr <main+8>
call _incr: 0
subq $16, %rsp 351 —Hrsp+8
movq $351, 8(%rsp) Unused —%rsp
movl $100, %esi ]_Seth>pannneuwsforcaH
leag 8(%rsp), %rdi to increment
call increment
addq 8(%rsp), %rax
addq $16, %rsp
ret

%rdi &vl
%Brsi 100

32
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Procedure Call Example (step 3)

“armg call_Fnere) 4 Stack Structure
flong vl = 351;
long v2 = increment(&vl, 100); .o o
return vi1+v2;
+
Return addr <main+8>
call _incr:
squ $16, %rsp =k
movq $351, 8(%rsp) Unused
movl $100, %esi Return addr <call_incr+?>|<—%rsp
leag 8(%rsp), %rdi I —
call increment +« State while inside Increment
addq 8(%rsp), %rax = Return address on top of stack is
addq $16, %rsp address of the addq instruction
L immediately following call to 1ncrement
increment:
mov(q (%rdi), %rax %rdi &vl
addq Y%rax, %rsi
movq %rsi, (%rdi) %rsi 100
ret %rax

33
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Procedure Call Example (step 4)

Stack Structure

long call _incr() {

long vl = 351;
long v2 = i1ncrement(&vl, 100); . oo
return vi+v2;
}
Return addr <main+8>
call _incr: A51
subq $16, %rsp
mov( $351, 8(%rsp) Unused
movl $100, %esi Return addr <call_incr+?>|<—%rsp
leag 8(%rsp), %rdi
call increment D -
addq  8(%rsp), %rax + State while inside Increment
addg ~ 3$16, %rsp = After code in body has been
ret executed
increnent:
movq (%rdi), %rax # x = *p %rdi &vl
addq Y%rax, %rsi #y = x+100 :
movq %rsi, (Wrdi) # *p =y %rsi 451
ret %rax 351

34
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Procedure Call Example (step 5)

long call_incrQ { Stack Structure
flong vl = 351;
long v2 = iIncrement(&vl, 100); .o
-P return vi+v2;
+
Return addr <main+8>
call _incr: 0
subq $16, %rsp w2l Hrsprs
movq $351, 8(%rsp) Unused «—%rsp
movl $100, %esi
leag 8(%rsp), %rdi _
call ererayiera ; After returning from call to
-H-’addq 8(%rsp), %rax Increment
addq $16, %rsp = Registers and memory have been modified
ret and return address has been popped off

%rdi &v1l
%Brsi 451
%rax 351

35
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Procedure Call Example (step 6)

long call _incr(Q { Stack Structure

flong vl = 351;
long v2 = increment(&vl, 100);
return vi+v2;

}
Return addr <main+8>
call _incr: 451  Ursp+8
subq $16, %rsp 0 P
movq $351, 8(%rsp) Unused —%rsp

movl $100, %esi
leag 8(%rsp), %rdi

call increment

addq 8(%rsp), %rax +— Update %rax to contain v1+v2
addq $16, %rsp

ret

Cnegiser | Usels)

%rdi &v1l
%Brsi 451
%rax 451+351

36
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Procedure Call Example (step 7)

long call _incr(Q { Stack Structure

flong vl = 351;
long v2 = increment(&vl, 100);
return vi+v2;

}
Return addr <main+8> |<—%rsp
call _incr: 451
subq $16, %rsp 0
mov(q $351, 8(%rsp) Unused —old%rsp

movl $100, %esi
leag 8(%rsp), %rdi

call Increment
addq 8(%rsp), %rax
addq $16, %rsp «— De-allocate space for local vars
ret
Cnegiser | Usel)
%rdi &v1
%rsi 451
%rax 802

37
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Procedure Call Example (step 8)

long call _incr(Q { Stack Structure

flong vl = 351;
long v2 = increment(&vl, 100);
return vi+v2;

}

Return addr <main+8> |<—%Irsp

call _incr:
subq $16, %rsp
mov(q $351, 8(%rsp)
mov | $100, %esi
leag 8(%rsp), %rdi

call  increment » State just before returning
addq 8(%rsp), %rax -
addg  $16, %rep from call to call_Incr
ret
Register | __Use(s)
%rdi &vl
%rsi 451
%rax 802

38
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Procedure Call Example (step 9)

long call _incr() {

long vl = 351;

long v2 = increment(&vl, 100);

return vi+v2;

Final Stack Structure

—%rsp

+

call _incr:
subq $16, %rsp
mov(q $351, 8(%rsp)
mov | $100, %esi
leag 8(%rsp), %rdi
call increment
addq 8(%rsp), %rax
addq $16, %rsp
ret

State immediately after returning from
call to call_incr

= Return addr has been popped off stack

= (Control has returned to the instruction
immediately following the call to
call_iIncr (not shown here)

Cnegiser | usel)

%rdi &v1l
%Brsi 451
%rax 802

39
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Lab 2 Demo

+» Let's look at that binary bomb!

olojclump —d  homb > bymb_disas //s’fufc disassembly 6f bombs in 1
/| called bywb.-disaS

T~ GDB:
step S // exewde the noll #H) asm instr (5’*9({""_‘) indo dodion C"‘UJ)
necti G /] eceshe Aha mock @ @ inste (sleppieg e Furchin )

princt [Ghadt)  Copr> ) ik volue F e v CoemaD
D ¢ /<‘Forn~4d’> <@.3\Ar> // ACY‘C'FQYEHLC (a&&r) dnd. P"i'd n (‘Fo”-.od'>

Notes :

/Ahno\/;/\j\\/ reﬁis‘hy name) %) <e*rf> G~ <c.8&r\ PN GUB ot loretcc}eéby $

)'7 So S FSP 'MS"WO-A t)‘c 9" (Sf

Covv\mn,-\ foringt characern Gre :\'3: ‘ﬁ:r l;"\"“y
X ¢ ext

\S‘ ‘Rw 3‘\ r'\nj
40
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Procedures

Stack Structure

Calling Conventions
= Passing control

L)

0’0

o%

*%

= Passing data
= Managing local data

Register Saving Conventions

’0

L)

‘0

lllustration of Recursion

L)

CSE351, Summer 2018
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Register Saving Conventions

+ When procedure yoo calls who:

Yy
=W

00 Is the caller
ho is the callee

+» Can registers be used for temporary storage?

yO0O0:

movqg $15213, %rdx
call who
addg %rdx, %rax

ret

who:

subg $18213, %rdx

ret

= No! Contents of register %rdx overwritten by who!

= This could be trouble — something should be done. Either:
- Caller should save %rdx before the call (and restore it after the call)
- Callee should save %rdx before using it (and restore it before returning)

42
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Register Saving Conventions

+« “Caller-saved” registers

= |t is the caller’s responsibility to save any important data in
these registers before calling another procedure (i.e. the callee
can freely change data in these registers)

= Caller saves values in its stack frame before calling Callee,
then restores values after the call

+» “Callee-saved” registers

= |t Is the callee’s responsibility to save any data in these
registers before using the registers (i.e. the caller assumes the
data will be the same across the callee procedure call)

= Callee saves values in its stack frame before using, then
restores them before returning to caller

43
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Silly Register Convention Analogy

1) Parents (caller) leave for the weekend and give the keys to
the house to their child (callee)

= Being suspicious, they put away/hid the valuables (caller-saved) before
leaving

= \Warn child to leave the bedrooms untouched: “These rooms better look
the same when we return!”

2) Child decides to throw a wild party (computation), spanning
the entire house

= To avoid being disowned, child moves all of the stuff from the bedrooms
to the backyard shed (callee-saved) before the guests trash the house

= Child cleans up house after the party and moves stuff back to bedrooms

3) Parents return home and are satisfied with the state of the
house
= Move valuables back and continue with their lives

44
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x86-64 Linux Register Usage, part 1

+ Y%rax
= Return value
= Also caller-saved & restored
= (Can be modified by procedure
« %rdr, ..., %ro9
= Arguments
= Also caller-saved & restored
= Can be modified by procedure

< %rl0, %rill

= (Caller-saved & restored
= Can be modified by procedure

Return value

Arguments <

Caller-saved =<

\(

temporaries

%rax

Y%rdu

%rsi

%rdx

%rcx

%r8

%r9

%rl10

%rll

45
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x86-64 Linux Register Usage, part 2

« %rbx, %rl2, %rl3, %rl4

= Callee-saved
= (Callee must save & restore
= Yrbp
= (Callee-saved
= (Callee must save & restore
= May be used as frame pointer
= Can mix & match
+ %rsp
= Special form of callee save

= Restored to original value upon
exit from procedure

Callee-saved <
Temporaries

%rbx

%rl2

%ril3

%rld

Special

%rbp

%rsp

46
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x806-64 64-bit Registers: Usage Conventions

%rax Return value - Caller saved
%rbx Callee saved
WrCcX  Argument #4 - Caller saved
%rdx Argument #3 - Caller saved
Wrsi Argument #2 - Caller saved
%rdi Argument #1 - Caller saved
%rsp Stack pointer
%rbp Callee saved

%r8 Argument #5 - Caller saved
%ro Argument #6 - Caller saved
%ri10 Caller saved
%ril Caller Saved
%ril2 Callee saved
%ril3 Callee saved
%ril4 Callee saved
%ril5 Callee saved

47
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Callee-Saved Example (step 1)

long call _incr2(long x) { Initial Stack Structure

long vl = 351;
long v2 = iIncrement(&vl, 100);
return x+v2;

+ ret addr J——%rsp

call _i1ncr2:
pushq %rbx
subq $16, %rsp Resulting Stack Structure
mov(q %rdr, %rbx
movq $351, 8(%rsp)
movl $100, %esi
leaq 8%rsp), %rdi
call increment ret addr
addq Brbox, %rax saved Wrbx
addq $16, %rsp
popq %rbx
ret <unused> f——%Irsp

351 «— %rsp+8
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Callee-Saved Example (step 2)

long call _incr2(long x) {
long vl = 351;
long v2 = iIncrement(&vl, 100);
return x+v2;

Stack Structure

call _i1ncr2:
pushq %rbx
subq $16, %rsp
movq %rdr, %rbx
movq $351, 8(%rsp)
movl $100, %esi
leaq 8%rsp), %rdi
call Increment
addg %rbx, %rax
addq $16, %rsp
popq %rbx
ret

ret addr

saved %rbx

351 —%rsp+8

<unused> l——%rsp

Pre-return Stack Structure

ret addr |e——%rsp
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Why Caller and Callee Saved?

+» We want one calling convention to simply separate
Implementation details between caller and callee

+ In general, neither caller-save nor callee-save Is "best™:
= |f caller isn't using a register, caller-save Is better
= |f callee doesn’t need a register, callee-save Is better

= |f “"do need to save’, callee-save generally makes smaller
programs

- Functions are called from multiple places

+» S0... "some of each” and compiler tries to “pick
registers” that minimize amount of saving/restoring
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Register Conventions Summary

+» Caller-saved register values need to be pushed onto
the stack before making a procedure call only If the
Caller needs that value later
= (Callee may change those register values

+» Callee-saved register values need to be pushed onto
the stack only if the Callee intends to use those

registers
= Caller expects unchanged values in those registers

» Don't forget to restore/pop the values later!
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