
!"#$%&'#()*+,*-.'/#"0(+"*

1+2.)*

!  3*+4%&.(+&'*."2*(/%#&*4&%5%2%"5%*

!  6%7+&)*8.)+9(*
!  :9;%&*+$%&<+=>*=+&7'>*."2*$#&9'%'*

3?@ABC*D*E9(97"*FGCG* C*

!"#$%&'#()*+,*-.'/#"0(+"*

H4%&.(+&*I&%,%&%"5%*#"*3*JCK*8%$%8'L*

!"#$%&'$( ) ) ) ) )*(('+,%-.,&/)
()  []  ->  .  !"#$%&'()*+$&#,$(#-(++ --.((  /*0(1#(+&231 (45(

!"+*6'()*+$&#,$(#-(++ --.(sizeof ( ( (+&231(1#(/*0 (47(

!  ~  !8,9+:()*+$&#,$(#-(+  -  &  *.   +&231(1#(/*0 (47(

(type)      +&231(1#(/*0 (4; 
*  /  %      /*0(1#(+&231 (4<(

+  -       /*0(1#(+&231 (4=(

<<  >>      /*0(1#(+&231 (44(

<  <=  >  >=      /*0(1#(+&231 (4>(

==  !=      /*0(1#(+&231 (((?(

&       /*0(1#(+&231 (((@(

^       /*0(1#(+&231 (((A(

|       /*0(1#(+&231 (((5(

&&       /*0(1#(+&231 (((7(

||       /*0(1#(+&231 (((;(

?:       +&231(1#(/*0 (((<(

= += -= *= /= %= &= ^= != <<= >>=  +&231(1#(/*0 (((=(

,       /*0(1#(+&231 (((4(

3?@ABC*D*E9(97"*FGCG* F*



!"#$%&'#()*+,*-.'/#"0(+"*

MM*."2*DD*

!  B,9+:(&,C+*D*,1!EE.FG*C+*D*,1!HH.(#"*+91#+$(

!  I+*6'(!1#(/*0J(K*-#+*.L(HH'(((((G*C+*D*,1(6+$1J(13*,(8$*(

!  I#$%&'(!1#(+&231J(90*+.L('EE(((8$*(6+$1J(13*,(&,C+*D*,1(

3?@ABC*D*E9(97"*FGCG* A*

x = 3; 
y = x++;  // y gets 3, then x incremented to 4 
z = --x;  // x decremented to 3, then z gets 3 
          // x, y, and z all are 3 at end 

    int j; 
    int ni = n*i; 
    double *rowp = a+ni; 
    for (j = 0; j < n; j++) 

 {*rowp = b[j]; rowp++;} 

    int j; 
    int ni = n*i; 
    double *rowp = a+ni; 
    for (j = 0; j < n; j++) 

 *rowp++ = b[j]; 

!"#$%&'#()*+,*-.'/#"0(+"*

I&%5%2%"5%*@N.748%'*

3?@ABC*D*E9(97"*FGCG* O*

a*b+c  (a*b)+c 

a-b+c  (a-b)+c 

sizeof(int)*p  (sizeof(int))*p 

*p->q  *(p->q) 

*x++  *(x++) "+(**(*x)++  P9(*#"5&%7%"(*.Q%&*9'%*

a+=b++  a+=(b++)  P9(*#"5&%7%"(*.Q%&*9'% 

a++b  a+(+b) 

a+++b  (a++)+b "+(***a+(++b) P9(*#"5&%7%"(*.Q%&*9'% 

a++++b  (a++)+(+b) P9(*#"5&%7%"(*.Q%&*9'% 



!"#$%&'#()*+,*-.'/#"0(+"*

I&%5%2%"5%*@N.748%'*

3?@ABC*D*E9(97"*FGCG* B*

a*b+c  (a*b)+c 

a-b+c  (a-b)+c 

sizeof(int)*p  (sizeof(int))*p 

*p->q  *(p->q) 

*x++  *(x++) "+(**(*x)++  P9(*#"5&%7%"(*.Q%&*9'%*

a+=b++  a+=(b++)  P9(*#"5&%7%"(*.Q%&*9'% 

a++b  a+(+b) 

a+++b  (a++)+b "+(***a+(++b) P9(*#"5&%7%"(*.Q%&*9'% 

a++++b  (a++)+(+b) P9(*#"5&%7%"(*.Q%&*9'% 

!"#$%&'#()*+,*-.'/#"0(+"*

3*I+#"(%&*R%58.&.S+"'*
int *p  "(&$(9("#&,1*+(1#(&,1(

int *p[13]  "(&$(9,(9++9:M4<N(#-("#&,1*+(1#(&,1(

int *(p[13])  "(&$(9,(9++9:M4<N(#-("#&,1*+(1#(&,1(

int **p  "(&$(9("#&,1*+(1#(9("#&,1*+(1#(9,(&,1(

int (*p)[13]  "(&$(9("#&,1*+(1#(9,(9++9:M4<N(#-(&,1(

int *f()  -(&$(9(-8,CO#,(+*18+,&,2(9("#&,1*+(1#(&,1(

int (*f)()  -(&$(9("#&,1*+(1#(9(-8,CO#,(+*18+,&,2(&,1(

3?@ABC*D*E9(97"*FGCG* K*



!"#$%&'#()*+,*-.'/#"0(+"*

3*I+#"(%&*R%58.&.S+"'*J3/%5T*+9(*09#2%L*
int *p  "(&$(9("#&,1*+(1#(&,1(

int *p[13]  "(&$(9,(9++9:M4<N(#-("#&,1*+(1#(&,1(

int *(p[13])  "(&$(9,(9++9:M4<N(#-("#&,1*+(1#(&,1(

int **p  "(&$(9("#&,1*+(1#(9("#&,1*+(1#(9,(&,1(

int (*p)[13]  "(&$(9("#&,1*+(1#(9,(9++9:M4<N(#-(&,1(

int *f()  -(&$(9(-8,CO#,(+*18+,&,2(9("#&,1*+(1#(&,1(

int (*f)()  -(&$(9("#&,1*+(1#(9(-8,CO#,(+*18+,&,2(&,1(

3?@ABC*D*E9(97"*FGCG* U*

!"#$%&'#()*+,*-.'/#"0(+"*

E$+#2#"0*3+748%N*R%58.&.S+"'*

!  !'%*typedef*(+*P9#82*94*(/%*2%58.&.S+"*

!  int (*(*x[3])())[5]*V*

!  x(&$(9,(9++9:(#-(<(*/*D*,1$J((

*9C3(#-(P3&C3(&$(9("#&,1*+(1#(9(-8,CO#,(+*18+,&,2(9,(9++9:(#-(7(&,1$(

!  typedef int fiveints[5]; 
!  typedef fiveints* p5i; 
!  typedef p5i (*f_of_p5is)(); 
!  f_of_p5is x[3]; 

3?@ABC*D*E9(97"*FGCG* W*



!"#$%&'#()*+,*-.'/#"0(+"*

XEAF*Y#"9N*6%7+&)*Y.)+9(*
!  ?(.5T*
!  Q8,OD*($19CR(!@ST(/&D&1.(

!  Z%.4*
!  U:,9D&C9//:(9//#C91*G($1#+92*(

!  V3*,(C9//(malloc(), calloc(), new() 

!  R.(.*
!  W19OC9//:(9//#C91*G(G919(
!  XY2YJ(9++9:$(Z($1+&,2$(G*C/9+*G(&,(C#G*(

!  1%N(*
!  X'*C819K/*(D9C3&,*(&,$1+8CO#,$(

!  Q*9GH#,/:(

B""*+(=(3*'(G&2&1$((

[(@(K&1$(#-(9GG+*$$(

FF 

00 

?(.5T*

1%N(*
R.(.*
Z%.4*

08 

W6:*

0'&)1$%20)&')(+%3#)

3?@ABC*D*E9(97"*FGCG* [*

!"#$%&'#()*+,*-.'/#"0(+"*

6%7+&)*E88+5.S+"*@N.748%*

char big_array[1<<24];  /*  16 MB */ 
char huge_array[1<<28]; /* 256 MB */ 

int beyond; 
char *p1, *p2, *p3, *p4; 

int useless() {  return 0; } 

int main() 
{ 
 p1 = malloc(1 <<28);  /* 256 MB */ 
 p2 = malloc(1 << 8);  /* 256 B  */ 
 p3 = malloc(1 <<28);  /* 256 MB */ 
 p4 = malloc(1 << 8);  /* 256 B  */ 
 /* Some print statements ... */ 
} 

FF 

00 

?(.5T*

1%N(*
R.(.*
Z%.4*

08 

0'&)1$%20)&')(+%3#)

45#$#)1'#()#.#$/&5,06)6'7)

3?@ABC*D*E9(97"*FGCG* CG*



!"#$%&'#()*+,*-.'/#"0(+"*

XEAF*@N.748%*E22&%''%'*

$esp  0xffffbcd0 
p3  0x65586008 
p1  0x55585008 
p4  0x1904a110  
p2  0x1904a008 
&p2  0x18049760 
beyond  0x08049744 
big_array  0x18049780 
huge_array  0x08049760 
main()  0x080483c6 
useless()  0x08049744 
\".8 malloc()  0x006be166 

%11$#(()$%06#)89:9)

FF 

00 

?(.5T*

1%N(*
R.(.*

Z%.4*

08 

80 

0'&)1$%20)&')(+%3#)

malloc() #'*2)".7#5.88)*8#"T%2*
.22&%''*2%(%&7#"%2*.(*&9"S7% 

3?@ABC*D*E9(97"*FGCG* CC*

!"#$%&'#()*+,*-.'/#"0(+"*

X"(%&"%(*-+&7*."2*X6*-.&*
!  ]+$%7P%&>*C[WW*

!  \,1*+,*1(V#+D(9]9CR$(13#8$9,G$(#-(\,1*+,*1(3#$1$Y(

!  ^#P(G&G(&1(39""*,_(
!  ^98)>*C[[[*

!  S&C+#$#0(/98,C3*$(SW`(S*$$*,2*+(!&,$19,1(D*$$92&,2($:$1*D.Y(

!  S*$$*,2*+(C/&*,1$(C9,(9CC*$$("#"8/9+(abc(\,$19,1(S*$$92&,2(W*+)&C*(

!a\S.($*+)*+$(

3?@ABC*D*E9(97"*FGCG* CF*



!"#$%&'#()*+,*-.'/#"0(+"*

X"(%&"%(*-+&7*."2*X6*-.&*J5+"(_L*
!  E909'(*C[[[*

!  S:$1*+&#8$/:J(S*$$*,2*+(C/&*,1$(C9,(,#(/#,2*+(9CC*$$(a\S($*+)*+$(

!  S&C+#$#0(9,G(abc(K*2&,(13*(\S(P9+L(

!  abc(C39,2*$($*+)*+(1#(G&$9//#P(S*$$*,2*+(C/&*,1$(

!  S&C+#$#0(D9R*$(C39,2*$(1#(C/&*,1$(1#(G*-*91(abc(C39,2*$(

!  a1(/*9$1(4<($8C3($R&+D&$3*$(

!  ^#P(G&G(&1(39""*,_(

!  1/%*X"(%&"%(*-+&7*."2*EHY`6#5&+'+Q*-.&*=%&%*P+(/*P.'%2*
+"*(&%+;)<=>#$)'.#$?'2*%N48+#('a*

!  D9,:(B,&'(-8,CO#,$(G#(,#1(C3*CR(9+28D*,1($&d*$(

!  9//#P$(19+2*1(K8e*+$(1#(#)*+f#P(

3?@ABC*D*E9(97"*FGCG* CA*

!"#$%&'#()*+,*-.'/#"0(+"*

?(&#"0*Y#P&.&)*3+2%*
!  X748%7%"(.S+"*+,*!"#N*,9"5S+"*gets() 

!  `#(P9:(1#($"*C&-:(/&D&1(#,(,8DK*+(#-(C39+9C1*+$(1#(+*9G(

!  ?#7#8.&*4&+P8%7'*=#(/*+(/%&*!"#N*,9"5S+"'*
!  strcpyL(g#"&*$($1+&,2(#-(9+K&1+9+:(/*,213(
!  scanf>*fscanf>*sscanf>*P3*,(2&)*,(%s(C#,)*+$&#,($"*C&6C9O#,(

/* Get string from stdin */ 
char *gets(char *dest) 
{ 
    int c = getchar(); 
    char *p = dest; 
    while (c != EOF && c != '\n') { 
        *p++ = c; 
        c = getchar(); 
    } 
    *p = '\0'; 
    return dest; 
} 

3?@ABC*D*E9(97"*FGCG* CO*



!"#$%&'#()*+,*-.'/#"0(+"*

b98"%&.P8%*:9;%&*3+2%*

int main() 
{ 
  printf("Type a string:"); 
  echo(); 
  return 0; 
} 

/* Echo Line */ 
void echo() 
{ 
    char buf[4];  /* Way too small! */ 
    gets(buf); 
    puts(buf); 
} 

unix>./bufdemo 
Type a string:1234567 
1234567 

unix>./bufdemo 
Type a string:12345678 
Segmentation Fault 

unix>./bufdemo 
Type a string:123456789ABC 
Segmentation Fault 

3?@ABC*D*E9(97"*FGCG* CB*

!"#$%&'#()*+,*-.'/#"0(+"*

:9;%&*H$%&<+=*R#'.''%7P8)*
080484f0 <echo>: 
 80484f0:  55               push   %ebp 
 80484f1:  89 e5            mov    %esp,%ebp 
 80484f3:  53               push   %ebx 
 80484f4:  8d 5d f8         lea    0xfffffff8(%ebp),%ebx 
 80484f7:  83 ec 14         sub    $0x14,%esp 
 80484fa:  89 1c 24         mov    %ebx,(%esp) 
 80484fd:  e8 ae ff ff ff   call   80484b0 <gets> 
 8048502:  89 1c 24         mov    %ebx,(%esp) 
 8048505:  e8 8a fe ff ff   call   8048394 <puts@plt> 
 804850a:  83 c4 14         add    $0x14,%esp 
 804850d:  5b               pop    %ebx 
 804850e:  c9               leave   
 804850f:  c3               ret     

 80485f2:  e8 f9 fe ff ff   call   80484f0 <echo> 
 80485f7:  8b 5d fc         mov 0xfffffffc(%ebp),%ebx 
 80485fa:  c9               leave   
 80485fb:  31 c0            xor    %eax,%eax 
 80485fd:  c3               ret     

3?@ABC*D*E9(97"*FGCG* CK*



!"#$%&'#()*+,*-.'/#"0(+"*

:9;%&*H$%&<+=*?(.5T*

echo: 
 pushl %ebp  # Save %ebp on stack 
 movl  %esp, %ebp 
 pushl %ebx  # Save %ebx 
 leal  -8(%ebp),%ebx  # Compute buf as %ebp-8 
 subl  $20, %esp  # Allocate stack space 
 movl  %ebx, (%esp)  # Push buf addr on stack 
 call  gets  # Call gets 
 . . . 

/* Echo Line */ 
void echo() 
{ 
    char buf[4];  /* Way too small! */ 
    gets(buf); 
    puts(buf); 
} 

Q*18+,(aGG+*$$(

W9)*G(%ebp %ebp 

W19CR(h+9D*(

-#+(main 

W19CR(h+9D*(

-#+(echo 

[3] [2] [1] [0] buf 

@#A'$#)+%33)&')6#&()

3?@ABC*D*E9(97"*FGCG* CU*

!"#$%&'#()*+,*-.'/#"0(+"*

:9;%&*H$%&<+=*?(.5T*@N.748%*

3?@ABC*D*E9(97"*FGCG* CW*

 80485f2: call 80484f0 <echo> 
 80485f7: mov  0xfffffffc(%ebp),%ebx # Return Point 

0xffffc638 

buf 

0xffffc658 

Q*18+,(aGG+*$$(

W9)*G(%ebp 

W19CR(h+9D*(

-#+(main 

W19CR(h+9D*(

-#+(echo 

[3] [2] [1] [0] 

W19CR(h+9D*(

-#+(main 

W19CR(h+9D*(

-#+(echo 

xx xx xx xx buf 

ff ff c6 58 
08 04 85 f7 

@#A'$#)+%33)&')6#&() @#A'$#)+%33)&')6#&()



!"#$%&'#()*+,*-.'/#"0(+"*

:9;%&*H$%&<+=*@N.748%*cC*

3?@ABC*D*E9(97"*FGCG* C[*

H$%&<+=*P9,>*P9(*"+*4&+P8%7*

0xffffc638 

0xffffc658 W19CR(h+9D*(

-#+(main 

W19CR(h+9D*(

-#+(echo 

xx xx xx xx buf 

0xffffc638 

0xffffc658 W19CR(h+9D*(

-#+(main 

W19CR(h+9D*(

-#+(echo 

34 33 32 31 buf 
00 37 36 35 

@#A'$#)+%33)&')6#&() B0"=&)C9:DEFG)

ff ff c6 58 
08 04 85 f7 

ff ff c6 58 
08 04 85 f7 

!"#$%&'#()*+,*-.'/#"0(+"*

:9;%&*H$%&<+=*@N.748%*cF*

3?@ABC*D*E9(97"*FGCG* FG*

:.'%*4+#"(%&*5+&&94(%2*

0xffffc638 

0xffffc658 W19CR(h+9D*(

-#+(main 

W19CR(h+9D*(

-#+(echo 

xx xx xx xx buf 

0xffffc638 

0xffffc658 W19CR(h+9D*(

-#+(main 

W19CR(h+9D*(

-#+(echo 

34 33 32 31 buf 

00 
38 37 36 35 

@#A'$#)+%33)&')6#&() B0"=&)C9:DEFGH)

 . . .  
 804850a: 83 c4 14  add    $0x14,%esp  # deallocate space 
 804850d: 5b        pop    %ebx    # restore %ebx 
 804850e: c9        leave              # movl %ebp, %esp; popl %ebp 
 804850f: c3        ret       # Return  

ff ff c6 58 
08 04 85 f7 

ff c6 58 
08 04 85 f7 



!"#$%&'#()*+,*-.'/#"0(+"*

:9;%&*H$%&<+=*@N.748%*cA*

3?@ABC*D*E9(97"*FGCG* FC*

d%(9&"*.22&%''*5+&&94(%2*

0xffffc638 

0xffffc658 W19CR(h+9D*(

-#+(main 

W19CR(h+9D*(

-#+(echo 

xx xx xx xx buf 

0xffffc638 

0xffffc658 W19CR(h+9D*(

-#+(main 

W19CR(h+9D*(

-#+(echo 

34 33 32 31 buf 

43 42 41 39 
00 

38 37 36 35 

@#A'$#)+%33)&')6#&() B0"=&)C9:DEFGHI*@J)

 80485f2: call 80484f0 <echo> 
 80485f7: mov  0xfffffffc(%ebp),%ebx # Return Point 

ff ff c6 58 
08 04 85 f7 04 85 f7 

!"#$%&'#()*+,*-.'/#"0(+"*

6.8#5#+9'*!'%*+,*:9;%&*H$%&<+=*

3?@ABC*D*E9(97"*FGCG* FF*

!  X"49(*'(&#"0*5+"(.#"'*P)(%*&%4&%'%"(.S+"*+,*%N%59(.P8%*5+2%*
!  ?(.5T*,&.7%*79'(*P%*P#0*%"+90/*(+*/+82*%N48+#(*5+2%*
!  H$%&=&#(%*&%(9&"*.22&%''*=#(/*.22&%''*+,*P9;%&*J"%%2*(+*T"+=*:L*
!  -/%"*bar()*%N%59(%' ret>*=#88*e974*(+*%N48+#(*5+2%*J#"'(%.2*+,*EL*

int bar() { 
  char buf[64];  
  gets(buf);  
  ... 
  return ...;  
} 

void foo(){ 
  bar(); 
  ... 
} 

W19CR(90*+(C9//(1#(gets() 

:*J=.'*EL*

+*18+,(9GG+*$$(a(

foo $19CR(-+9D*(

bar($19CR(-+9D*(

:*

%N48+#(*
5+2%*

4.2*G919(P+&]*,(

K:(gets() 



!"#$%&'#()*+,*-.'/#"0(+"*

@N48+#('*:.'%2*+"*:9;%&*H$%&<+='*

!  @=>#$)'.#$?'2)<=6()%33'2)$#K'&#)K%+5,0#()&')#L#+=&#)
%$<,&$%$/)+'1#)'0).,+-K)K%+5,0#()

!  X"(%&"%(*=+&7*
!  X9+/:()*+$&#,$(#-(13*(6,2*+($*+)*+(!6,2*+G.(8$*G(gets()*1#(+*9G(13*(

9+28D*,1($*,1(K:(13*(C/&*,1L(

!  finger droh@cs.cmu.edu 
!  V#+D(9]9CR*G(6,2*+G($*+)*+(K:($*,G&,2("3#,:(9+28D*,1L(

!  finger “exploit-code  padding  new-return-
address” 

!  *'"/#&1(C#G*L(*'*C81*G(9(+##1($3*//(#,(13*()&COD(D9C3&,*(P&13(9(

G&+*C1(igI(C#,,*CO#,(1#(13*(9]9CR*+Y(

3?@ABC*D*E9(97"*FGCG* FA*

!"#$%&'#()*+,*-.'/#"0(+"*

@N48+#('*:.'%2*+"*:9;%&*H$%&<+='*
!  @=>#$)'.#$?'2)<=6()%33'2)$#K'&#)K%+5,0#()&')#L#+=&#)

%$<,&$%$/)+'1#)'0).,+-K)K%+5,0#()

!  X6*-.&*
!  abc(*'"/#&1*G(*'&$O,2(K8e*+(#)*+f#P(K82(&,(a\S(C/&*,1$(

!  *'"/#&1(C#G*L(+*18+,*G(;HK:1*($&2,918+*(!13*(K:1*$(91($#D*(/#C9O#,(&,(

13*(a\S(C/&*,1.(1#($*+)*+Y((

!  V3*,(S&C+#$#0(C39,2*G(C#G*(1#(D91C3($&2,918+*J(abc(C39,2*G(

$&2,918+*(/#C9O#,Y(

3?@ABC*D*E9(97"*FGCG* FO*



!"#$%&'#()*+,*-.'/#"0(+"*

3+2%*d%2*-+&7*
!  Z#'(+&)*

!  j8,*(4@J(=>>4Y((S&C+#$#0(9,,#8,C*$(K8e*+(#)*+f#P()8/,*+9K&/&1:(

&,(\\W(\,1*+,*1($*+)*+(

!  j8/:(4?J(=>>4Y(#)*+(=7>J>>>(D9C3&,*$(&,-*C1*G(K:(,*P()&+8$(&,(?(

3#8+$(

!  V3&1*(3#8$*(D8$1(C39,2*(&1$(\I(9GG+*$$Y((I*,192#,($381(G#P,(

"8K/&C(VVV($*+)*+$(-#+(G9:(

3?@ABC*D*E9(97"*FGCG* FB*

!"#$%&'#()*+,*-.'/#"0(+"*

3+2%*d%2*@N48+#(*3+2%*
!  ?(.&('*CGG*(/&%.2'*&9""#"0*

!  ?4&%.2*'%8,*

!  k*,*+91*(+9,G#D(\I(9GG+*$$*$(Z($*,G(9]9CR($1+&,2(

!  T*1P**,(4$1(Z(4?13(#-(D#,13(

!  Ef.5T*===_=/#(%/+9'%_0+$*

!  W*,G(?@J<>;("9CR*1$l($/**"(-#+(;H4F=(3#8+$l(+*"*91(
!  U*,&9/(#-($*+)&C*(9]9CR(

!  T*1P**,(=4$1(Z(=A13(#-(D#,13(

!  R%,.5%*'%&$%&g'*/+7%*4.0%*
!  a0*+(P9&O,2(=(3#8+$(

!  Y.(%&*$%&'#+"'*%$%"*7+&%*
.00&%''#$%*

!  E"2*#(*0+%'*+"*'S88h*
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!  !'%*8#P&.&)*&+9S"%'*(/.(*8#7#(*'(&#"0*8%"0(/'*
!  fgets(&,$1*9G(#-(gets !$*C#,G(9+28D*,1(1#(-2*1$($*1$(/&D&1.(

!  $1+,C":(&,$1*9G(#-(strcpy 
!  U#,m1(8$*(scanf(P&13(%s(C#,)*+$&#,($"*C&6C9O#,(

!  B$*(fgets(1#(+*9G(13*($1+&,2(
!  b+(8$*(%ns**P3*+*(n(&$(9($8&19K/*(&,1*2*+(

/* Echo Line */ 
void echo() 
{ 
    char buf[4];  /* Way too small! 
*/ 
    fgets(buf, 4, stdin); 
    puts(buf); 
} 
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#-($"9C*(#,($19CR(

!  S9R*$(&1(G&nC8/1(-#+(39CR*+(1#("+*G&C1(

K*2&,,&,2(#-(&,$*+1*G(C#G*(

!  ]+"%N%59(.P8%*5+2%*'%07%"('*
!  b,/:(9//#P(C#G*(1#(*'*C81*(-+#D(o1*'1p(

$*CO#,$(#-(D*D#+:(

!  U#(`bi(*'*C81*(C#G*(&,($19CRJ(G919J(#+(3*9"(
+*2&#,$(

!  ^9+GP9+*($8""#+1(
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!  g9,(+8,(K:(&1$*/-(
!  g9,("+#"9291*(9(-8//:(P#+R&,2()*+$&#,(#-(&1$*/-(1#(#13*+(C#D"81*+$(

!  b#&9'V*3+2%*(/.(*
!  aGG$(&1$*/-(1#(#13*+("+#2+9D$(

!  g9,,#1(+8,(&,G*"*,G*,1/:(

!  :+(/*.&%*J9'9.88)L*2%'#0"%2*(+*'4&%.2*.7+"0*5+749(%&'*."2*
(+*=&%.T*/.$+5*J."2>*(/%'%*2.)'>*4&+\(jjjL*
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