
!"#$%&'#()*+,*-.'/#"0(+"*

1.2/#"%*3&+0&.44#"0*56*7.'#2'*

!  8#'(+&)*+,*5"(%9*:&+2%''+&'*.";*.&2/#(%2(<&%'*
!  !"#$%&'()*$++)(+&,-./.'$0.12&

!  !"#$%&3.*()1(*4.#$*#5($+&

!  =>*.''%4?9)>*4.2/#"%*2+;%*

!  @''%4?9)*?.'#2'6*&%0#'(%&'>*+:%&.";'>*4+$%*#"'(&<2A+"'*

=BCDEF*G*@<(<4"*HIFI* F*

!"#$%&'#()*+,*-.'/#"0(+"*

5"(%9*JKL*3&+2%''+&'*

!  M+(.99)*;+4#".(%*2+4:<(%&*4.&N%(*

!  C$+9<A+".&)*;%'#0"*
!  61*/71(0+&*)3'189%$&5'&5"8%&:;:<=&."#()05*$0&."&>?@:&

!  A00$0&3)($&B$1#5($+&1+&83$&C)$+&)"&

!  =+4:9%J*#"'(&<2A+"*'%(*2+4:<(%&*O=5B=P*
!  D1"E&0.F$($"#&."+#(5*8)"+&7.#4&31"E&0.F$($"#&B)(31#+&

!  65#=&)"%E&+31%%&+59+$#&$"*)5"#$($0&7.#4&G."5H&'()C(13+&

!  I1(0&#)&31#*4&'$(B)(31"*$&)B&J$05*$0&!"+#(5*8)"&K$#&L)3'5#$(+&,J!KL2&

!  65#=&!"#$%&41+&0)"$&M5+#&#41#N&
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!"#$%&'#()*+,*-.'/#"0(+"*

5"(%9*JKL*C$+9<A+"6*1#9%'(+"%'*

!"#$% !&#'% !()#*+,+'-)+ !./0!

! KIKL *FQRK *HQS *EGFI*
!  O.(+#&><P9.#&'()*$++)(Q&&61+.+&B)(&!6D&RL&S&TUK&

!  >D6&100($++&+'1*$&

! DKL *FQKE *HRES *FLGDD **
!  O.(+#&VW&9.#&'()*$++)(&=&($B$(($0&#)&1+&!AVW&
!  A00$0&XY1#&100($++."CZ&
!  L1'19%$&)B&(5""."C&[".H&
!  VWP9.#&G."5H\C**&5+$+&")&."+#(5*8)"+&."#()05*$0&."&%1#$(&3)0$%+&

! 3%"A<4*TU *HIIE *HDI1 *HKIIGDKII*
!  O.(+#&<]P9.#&'()*$++)(&
! D$1"74.%$=&R$"853&]+&,^$#95(+#&1(*4Q2&'41+$0&)5#&."&B1_)(&)B&XL)($Z&%."$
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!"#$%&'#()*+,*-.'/#"0(+"*

5"(%9*JKL*3&+2%''+&'6*V$%&$#%W*

XKLGLT*Y*C1LT(*

XKLGDHY5@DH*

XKLGFL* KIKL*

HKL*

DKL*
TKL*
3%"A<4*
3%"A<4*11X*

3%"A<4*555*

3%"A<4*T*

3%"A<4*TC*

3%"A<4*TU*

=+&%*H*Z<+*
=+&%*#R*

5@6*+[%"*&%;%\"%;*.'*9.(%'(*5"(%9*.&2/#(%2(<&%*

A4%*

@&2/#(%2(<&%'* 3&+2%''+&'*

..1!

223!

2234!

2235!

2236!
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!"#$%&'#()*+,*-.'/#"0(+"*

5"(%9*JKL*3&+2%''+&'>*2+"(;]*

! 1.2/#"%*C$+9<A+"*
!  ]:< &>?:? &>Q?D &&

!  R$"853 &>??V &VQ>D&

!  R$"853\DD` &>??@ &]QaD&

!  R$"853R() &>??a &<QaD&

!  R$"853&!!! &>??? &:QWD&

!  R$"853&] &W;;> &]WD&

!  L)($&W&T5) &W;;< &W?>D&

! @;;%;*U%.(<&%'*
!  !"+#(5*8)"+&#)&+5'')(#&35%83$0.1&)'$(18)"+&

!  R1(1%%$%&)'$(18)"+&)"&>=&W=&1"0&]P9E#$&01#1=&9)#4&."#$C$(&S&OR&

!  !"+#(5*8)"+&#)&$"19%$&3)($&$b*.$"#&*)"0.8)"1%&)'$(18)"+&

! ^#"<JY_==*C$+9<A+"*
!  c$(E&%.3.#$0&

=BCDEF*G*@<(<4"*HIFI* E*

!"#$%&'#()*+,*-.'/#"0(+"*

`%W*B:%2#%'6*#.LT>*(/%"*53U>*(/%"*5(."#<4>a**

!"#$% !&#'% !()#*+,+'-)+!

!  5(."#<4 *HIIF *FI1*
!  O.(+#&+4)#&1#&<]P9.#&1(*4.#$*#5($d&e(+#&*1%%$0&!A<]&
!  J10.*1%%E&"$7&."+#(5*8)"&+$#&0$+.C"$0&B)(&4.C4&'$(B)(31"*$&

!  L1"&(5"&$H.+8"C&!AVW&'()C(13+&

! U"P9)1(0&XH:<&$"C."$Z&

!  f)."#&'()M$*#&7.#4&I$7%$gPR1*/1(0&
!  5(."#<4*H *HIIH *HHF1*

!  6.C&'$(B)(31"*$&9))+#&

!  5(."#<4*H*Z<.9G=+&% *HIIL *F]R7*
!  5(."#<4*/.'*"+(*(.N%"*+b*#"*4.&N%(:9.2%*

!  G1*/&)B&91*/71(0&*)3'189.%.#E=&")&C))0&*)3'.%$(&+5'')(#=&R$"853&]&C)#&
#))&C))0&
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!"#$%&'#()*+,*-.'/#"0(+"*

JKL*=9+"%'6*@;$."2%;*1#2&+*Z%$#2%'*O@1ZP*

!  8#'(+&#2.99)*
!  ADT&41+&B)%%)7$0&M5+#&9$4."0&!"#$%&

!  A&%.g%$&9.#&+%)7$(=&1&%)#&*4$1'$(&
!  M/%"*

!  J$*(5.#$0&#)'&*.(*5.#&0$+.C"$(+&B()3&T.C.#1%&hi5.'3$"#&1"0&)#4$(&
0)7"71(0&#($"0."C&*)3'1".$+&

!  65.%#&U'#$()"d&#)5C4&*)3'$8#)(&#)&R$"853&]&

!  T$_$%)'$0&H:<P<]=&#4$.(&)7"&$H#$"+.)"&#)&<]&9.#+&
!  c%2%"(9)*

!  !"#$%&35*4&i5.*/$(&7.#4&051%&*)($&0$+.C"&

!  !"#$%&*5(($"#%E&B1(&14$10&."&'$(B)(31"*$&

!  $3<]#&91*/71(0+&*)3'189%$&#)&H:<P<]&

=BCDEF*G*@<(<4"*HIFI* R*

!"#$%&'#()*+,*-.'/#"0(+"*

5"(%9d'*LTG7#(*
!  5"(%9*@e%4:(%;*c.;#2.9*B/#[*,&+4*5@DH*(+*5@LT*

!  j)#1%%E&0.F$($"#&1(*4.#$*#5($&,!#1".532&

!  hH$*5#$+&!AVW&*)0$&)"%E&1+&%$C1*E&
!  R$(B)(31"*$&0.+1'')."8"C&

!  @1Z*B(%::%;*#"*W#(/*C$+9<A+".&)*B+9<A+"*
!  H:<P<]&,")7&*1%%$0&XADT<]Z2&

!  5"(%9*U%9(*V?9#0.(%;*(+*U+2<'*+"*5@LT*
!  I1(0&#)&103.#&3.+#1/$&)(&#41#&ADT&.+&9$g$(&

!  HIIT6*5"(%9*@""+<"2%'*C1LTM*%J(%"'#+"*(+*5@DH*
!  hH#$"0$0&D$3)(E&<]P9.#&j$*4")%)CE&

!  A%3)+#&.0$"8*1%&#)&H:<P<]N&

!  1%."W/#9%6*C1LT(*W%99*#"(&+;<2%;>**
/+W%$%&>*'A99*+[%"*"+(*<'%;*?)*VB>*:&+0&.4'*
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!"#$%&'#()*+,*-.'/#"0(+"*

V<&*=+$%&.0%*

!  5@DH*
!  j4$&#(10.8)"1%&H:<&

!  JKLGLTYC1LTM*
!  j4$&$3$(C."C&+#1"01(0&k&7$l%%&M5+#&#)5*4&)"&.#+&31M)(&100.8)"+&

=BCDEF*G*@<(<4"*HIFI* Q*

!"#$%&'#()*+,*-.'/#"0(+"*

Z%\"#A+"'*

!  @&2/#(%2(<&%6*O.9'+*#"'(&<2A+"*'%(*.&2/#(%2(<&%*+&*5B@P**
M/%*:.&('*+,*.*:&+2%''+&*;%'#0"*(/.(*+"%*"%%;'*(+*<";%&'(.";*
(+*W&#(%*.''%4?9)*2+;%**

!  1#2&+.&2/#(%2(<&%6*54:9%4%"(.A+"*+,*(/%*.&2/#(%2(<&%*

!  @&2/#(%2(<&%*%J.4:9%'6*#"'(&<2A+"*'%(*':%2#\2.A+">*&%0#'(%&'*
!  1#2&+.&2/#(%2(<&%*%J.4:9%'6*2.2/%*'#f%'*.";*2+&%*,&%g<%"2)*

!  CJ.4:9%*5B@'*O5"(%9P6*JKL>*5@GDH>*53U*
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!"#$%&'#()*+,*-.'/#"0(+"*

=3!*

@''%4?9)*3&+0&.44%&d'*h#%W*

!  3&+0&.44%&Gh#'#?9%*B(.(%*
!  RLd&R()C(13&*)5"#$(&

!  A00($++&)B&"$H#&."+#(5*8)"&

!  L1%%$0&Xh!RZ&,!AVW2&)(&XJ!RZ&,H:<P<]2&

!  J$C.+#$(&e%$&
!  I$1_.%E&5+$0&'()C(13&01#1&

!  L)"0.8)"&*)0$+&
!  K#)($&+#1#5+&."B)(318)"&19)5#&3)+#&
($*$"#&1(.#43$8*&)'$(18)"&

!  [+$0&B)(&*)"0.8)"1%&9(1"*4."C&

3=* c%0#'(%&'*

1%4+&)*

V?i%2(*=+;%*
3&+0&.4*Z.(.*
VB*Z.(.*

A00($++$+&

T1#1&

!"+#(5*8)"+&

B(.2N*

=+";#A+"*
=+;%'*

! 1%4+&)*
!  6E#$&100($++19%$&1((1E&

!  L)0$=&5+$(&01#1=&,+)3$2&UK&01#1&

!  !"*%50$+&+#1*/&5+$0&#)&+5'')(#&
'()*$05($+&,7$l%%&*)3$&91*/&#)&#41#2&

!"#$%&'#()*+,*-.'/#"0(+"*

'%7'!

'%7'!

8,*#)9!

8,*#)9!

=+4:#9%&*Ogcc -SP*

@''%4?9%&*Ogcc*+&*asP*

^#"N%&*Ogcc*+& ldP*

=*:&+0&.4*Op1.c p2.cP*

@'4*:&+0&.4*Op1.s p2.sP*

V?i%2(*:&+0&.4*Op1.o p2.oP*

CJ%2<(.?9%*:&+0&.4*OpP*

B(.A2*9#?&.&#%'*O.aP*

M<&"#"0*=*#"(+*V?i%2(*=+;%*
!  L)0$&."&e%$+& &p1.c p2.c!
!  L)3'.%$&7.#4&*)331"0d& &gcc -O p1.c p2.c -o p!

! [+$&)'83.m18)"+&,-O2&
!  R5#&($+5%8"C&9."1(E&."&e%$&p*
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=+4:#9#"0*5"(+*@''%4?9)*
=*=+;%*
int sum(int x, int y) 
{ 
  int t = x+y; 
  return t; 
} 

_%"%&.(%;*5@DH*@''%4?9)*
sum: 

 pushl %ebp 
 movl %esp,%ebp 
 movl 12(%ebp),%eax 
 addl 8(%ebp),%eax 
 movl %ebp,%esp 
 popl %ebp 
 ret 

V?(.#"*W#(/*2+44.";*

gcc -O -S code.c 

3&+;<2%'*\9%*code.s 
B+4%*2+4:#9%&'*<'%*'#"09%*
#"'(&<2A+"*jleavek*
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!"#$%&'#()*+,*-.'/#"0(+"*

@''%4?9)*=/.&.2(%&#'A2'6*Z.(.*M):%'*
!  j5"(%0%&k*;.(.*+,*F>*H>*+&*T*?)(%'*

!  T1#1&_1%5$+&
!  A00($++$+&,5"#E'$0&')."#$(+2&

!  U9+.A"0*:+#"(*;.(.*+,*T>*K>*+&*FI*?)(%'*

!  `+*.00&%0.(%*():%'*'<2/*.'*.&&.)'*+&*'(&<2(<&%'*
!  f5+#&*)"8C5)5+%E&1%%)*1#$0&9E#$+&."&3$3)(E&
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!"#$%&'#()*+,*-.'/#"0(+"*

@''%4?9)*=/.&.2(%&#'A2'6*V:%&.A+"'*

!  3%&,+&4*.&#(/4%A2*,<"2A+"*+"*&%0#'(%&*+&*4%4+&)*;.(.*

!  M&."',%&*;.(.*?%(W%%"*4%4+&)*.";*&%0#'(%&*
!  G)10&01#1&B()3&3$3)(E&."#)&($C.+#$(&

!  K#)($&($C.+#$(&01#1&."#)&3$3)(E&

!  M&."',%&*2+"(&+9*
!  ["*)"0.8)"1%&M53'+&#)\B()3&'()*$05($+&

!  L)"0.8)"1%&9(1"*4$+&
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!"#$%&'#()*+,*-.'/#"0(+"*

=+;%*,+&*sum*
0x401040 <sum>:

 0x55 
 0x89 
 0xe5 
 0x8b 
 0x45 
 0x0c 
 0x03 
 0x45 
 0x08 
 0x89 
 0xec 
 0x5d 
 0xc3 

V?i%2(*=+;%*

!  @''%4?9%&*
!  j(1"+%1#$+&.s&."#)&.o 
!  6."1(E&$"*)0."C&)B&$1*4&."+#(5*8)"&
!  ^$1(%EP*)3'%$#$&.31C$&)B&$H$*5#19%$&*)0$&

!  D.++."C&%."/1C$+&9$#7$$"&*)0$&."&0.F$($"#&
e%$+&

!  ^#"N%&*
!  J$+)%_$+&($B$($"*$+&9$#7$$"&e%$+&
!  L)39."$+&7.#4&+#18*&(5"P83$&%.9(1(.$+&

!  hQCQ=&*)0$&B)(&malloc=&printf 
!  K)3$&%.9(1(.$+&1($&!"#$%&'$((")(&#*+!)

!  G."/."C&)**5(+&74$"&'()C(13&9$C."+&
$H$*58)"&

n  M+(.9*+,*FD*?)(%'*
n  C.2/*#"'(&<2A+"*
F>*H>*+&*D*?)(%'*

n  B(.&('*.(*.;;&%''*
0x401040 
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!"#$%&'#()*+,*-.'/#"0(+"*

1.2/#"%*5"'(&<2A+"*CJ.4:9%*
! =*=+;%*

!  A00&#7)&+.C"$0&."#$C$(+&
! @''%4?9)*

!  A00&W&]P9E#$&."#$C$(+&
!  XG)"CZ&7)(0+&."&oLL&'1(%1"*$&

!  K13$&."+#(5*8)"&74$#4$(&+.C"$0&
)(&5"+.C"$0&

!  U'$(1"0+d&
x6 &J$C.+#$( &%eax 
y6 &D$3)(E &1l%ebp+8]*
t6 &J$C.+#$( &%eax 

k J$#5("&B5"*8)"&_1%5$&."&%eax*
! V?i%2(*=+;%*

!  VP9E#$&."+#(5*8)"&
!  K#)($0&1#&100($++&0x401046 

int t = x+y; 

addl 8(%ebp),%eax 

0x401046:  03 45 08 

B#4#9.&*(+*%J:&%''#+"6*  

 x += y 
1+&%*:&%2#'%9)6*

 int eax; 
 int *ebp; 
 eax += ebp[2] 

=BCDEF*G*@<(<4"*HIFI* FR*

!"#$%&'#()*+,*-.'/#"0(+"*

Z#'.''%4?9%;*
00401040 <_sum>: 
   0:  55              push   %ebp 
   1:  89 e5           mov    %esp,%ebp 
   3:  8b 45 0c        mov    0xc(%ebp),%eax 
   6:  03 45 08        add    0x8(%ebp),%eax 
   9:  89 ec           mov    %ebp,%esp 
   b:  5d              pop    %ebp 
   c:  c3              ret     
   d:  8d 76 00        lea    0x0(%esi),%esi 

Z#'.''%4?9#"0*V?i%2(*=+;%*

!  Z#'.''%4?9%&*
objdump -d p 
!  [+$B5%&#))%&B)(&$H13."."C&)9M$*#&*)0$&

!  A"1%Em$+&9.#&'1g$("&)B&+$(.$+&)B&."+#(5*8)"+&
!  R()05*$+&1''()H.31#$&($"0.8)"&)B&1++$39%E&*)0$&

!  L1"&9$&(5"&)"&$.#4$(&a.out&,*)3'%$#$&$H$*5#19%$2&)(&.o&e%$&
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!"#$%&'#()*+,*-.'/#"0(+"*

Z#'.''%4?9%;*

0x401040 <sum>:  push   %ebp 
0x401041 <sum+1>:  mov    %esp,%ebp 
0x401043 <sum+3>:  mov    0xc(%ebp),%eax 
0x401046 <sum+6>:  add    0x8(%ebp),%eax 
0x401049 <sum+9>:  mov    %ebp,%esp 
0x40104b <sum+11>:  pop    %ebp 
0x40104c <sum+12>:  ret     
0x40104d <sum+13>:  lea    0x0(%esi),%esi 

@9(%&".(%*Z#'.''%4?9)*

!  -#(/#"*0;?*Z%?<00%&*
gdb p 
disassemble sum 
!  T.+1++$39%$&'()*$05($&

x/13b sum 
!  hH13."$&#4$&>V&9E#$+&+#1(8"C&1#&sum 

V?i%2(*
0x401040:  

 0x55 
 0x89 
 0xe5 
 0x8b 
 0x45 
 0x0c 
 0x03 
 0x45 
 0x08 
 0x89 
 0xec 
 0x5d 
 0xc3 

=BCDEF*G*@<(<4"*HIFI* FQ*

!"#$%&'#()*+,*-.'/#"0(+"*

-/.(*=."*?%*Z#'.''%4?9%;m*

!  @")(/#"0*(/.(*2."*?%*#"(%&:&%(%;*.'*%J%2<(.?9%*2+;%*

!  Z#'.''%4?9%&*%J.4#"%'*?)(%'*.";*&%2+"'(&<2('*.''%4?9)*'+<&2%*

% objdump -d WINWORD.EXE 

WINWORD.EXE:     file format pei-i386 

No symbols in "WINWORD.EXE". 
Disassembly of section .text: 

30001000 <.text>: 
30001000:  55              push   %ebp 
30001001:  8b ec           mov    %esp,%ebp 
30001003:  6a ff           push   $0xffffffff 
30001005:  68 90 10 00 30  push   $0x30001090 
3000100a:  68 91 dc 4c 30  push   $0x304cdc91 
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5"(%0%&*c%0#'(%&'*O5@DHP*

%eax 

%ecx 

%edx 

%ebx 

%esi 

%edi 

%esp 

%ebp 

%ax 

%cx 

%dx 

%bx 

%si 

%di 

%sp 

%bp 

%ah 

%ch 

%dh 

%bh 

%al 

%cl 

%dl 

%bl 

FLG?#(*$#&(<.9*&%0#'(%&'*
O?.2NW.&;'*2+4:.A?#9#()P*

0%
"%

&.
9*:
<&
:+

'%
*

accumulate 

counter 

data 

base 

source  
index 

destination 
index 

stack  
pointer 
base 
pointer 

V&#0#"*
O4+'(9)*+?'+9%(%P*
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