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Z
ero

-kn
ow

led
g

e
P

ro
o

fs

A
bstractly,a

Z
K

proofinvolves:

•
a

prover
and

a
verifier

•
prover

w
ants

to
convince

verifier
ofstatem

entX
(w

ith
high

probability)
•

butprover
does

notw
antto

revealhow
to

actually
prove

statem
entX

H
uh?

2

Z
ero

-K
n

ow
led

g
e

P
ro

o
fs

W
here

is
this

useful?

G
enerally:

in
show

ing
know

ledge
ofinfo

w
ithoutrevealing

it

•
authentication

over
net

•
cryptography

•
rem

ote
m

aintenance
ofinform

ation
•

etc.

3

Z
ero

-K
n

ow
led

g
e

P
ro

o
fs

N
ote:

typically,Z
K

proofs
don’tinvolve

“perfect”
proof

B
asic

idea
is

to
prove

X
w

ith
arbitrarily

high
probability

•
e.g.

have
a

testthatim
poster

can
pass

w
ith

probability
12

•
after

n
distincttests,probability

ofsuccess
for

im
poster

is
12
n

•
can

thus
prove

w
ith

w
hatever

confidence
verifier

w
ants

4

Z
ero

-K
n

ow
led

g
e

P
ro

o
fs

E
xam

ple:
finding

square
roots

ofnum
bers

m
od

p

Take
som

e
num

ber
r.

S
ay

n
=

r
2

m
od

p.

e.g.
r
=

5
,
p
=

6
,
r
2

=
2
5
,
n

=
r
2

m
od

p
=

1
.

r
is

the
square

rootm
od

p
of

n
.

5



Z
ero

-K
n

ow
led

g
e

P
ro

o
fs

Interesting
feature

of
r

and
n

=
r
2

m
od

p:

•
given

r,
n

is
easy

to
com

pute
•

but...
given

only
n

,
r

is
non-trivialto

com
pute

–
no

efficient(poly
tim

e)
algorithm

know
n

If
p,r

are
very

large,finding
r

from
n

is
practically

im
possible

T
his

is
an

exam
ple

ofa
one-w

ay
function
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Z
ero

-K
n

ow
led

g
e

P
ro

o
fs

U
sing

the
square

roots
m

od
p

problem
for

fun
and

profit:

W
e

can
use

this
for

basic
authentication

ofidentity

•
prover

P
w

ants
to

prove
he

is
P

to
verifier

V

•
initially,

P
gives

V
a

large
num

ber
n

•
n

has
a

square
rootm

od
p,

r
thatonly

P
know

s
•

by
receiving

r,
V

can
check

n
=

r
2

m
od

p

•
V

know
s

P
is

P
-

im
postor

couldn’thave
guessed

r

H
ow

ever:
w

e’d
prefer

notto
transm

it
r

publicly
...
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Z
ero

-K
n

ow
led

g
e

P
ro

o
fs

P
can

prove
w

ith
high

probability
thathe

know
s

r
-

w
ithoutgiving

itaw
ay!

F
irst

P
gives

V
the

value
n

.

T
hen:

•
P

chooses
random

num
ber

m
,sends

V
the

value
x

=
m

2
m

od
p

•
V

sends
P

random
bit

b
∈

{
0
,1

}

•
P

sends
V

the
value

y
=

m
r
b

•
V

tests
if

y
2

=
x
n

b
m

od
p

–
since

y
2

=
m

2
(
r
b)

2
=

x
n

b
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Z
ero

-K
n

ow
led

g
e

P
ro

o
fs

W
e

w
ould

like
our

proofsystem
to

be:

1.
com

plete
-
P

can
give

correctansw
er

every
tim

e
2.

sound
-
P

cannotlie,or
an

im
poster

can
be

caught
3.

zero-know
ledge

-
an

eavesdropper
can’t

find
“secret”

info
from

public
info

9

Z
ero

-K
n

ow
led

g
e

P
ro

o
fs

C
o

m
p

leten
ess:

P
can

successfully
com

plete
this

for
both

b
=

0
and

1

•
need

to
know

both
m

and
m

r,thus
know

r

S
o

u
n

d
n

ess:
Im

poster
P
′can

give
the

rightansw
er

w
/prob.

12

•
guess

if
b
=

0
or

b
=

1

•
if

b
=

0
P
′can

succeed
-

justchoose
m

,send
x

,y
=

m

•
if

b
=

1
P
′chooses

m
,sends

x
=

m
2

n
and

y
=

m

C
orrectansw

er
is

reliable
w

ith
probability

12

10

Z
ero

-K
n

ow
led

g
e

P
ro

o
fs

Z
ero

-kn
o

w
led

g
e:

can
eavesdropper

figure
out

r?

A
nsw

er:
no

•
eavesdropper

sees
either

m
and

x
,or

m
r

and
x

•
neither

is
enough

to
find

out
r

B
y

repeating
test

n
tim

es,
chance

of
im

postor’s
success

becom
es

about
12
n

11



O
verview

“Z
ero

K
now

ledge
S

ets”
-

S
.M

icali,M
.R

abin,J.K
illian,F

O
C

S
2003

G
oal:

an
efficientrepresentation

ofzero-know
ledge

(Z
K

)
sets

W
hatcharacterizes

Z
K

sets?

•
m

em
bership

can
be

proven/disproven
w

ithoutrevealing
otherevidence

aboutset:
–

cardinality,
–

other
m

em
bers/nonm

em
bers

ofset,etc.
•

Ideally,w
e’d

like
to

do
this

efficiently
(poly

tim
e)

N
ote:

seem
s

tough
to

prove
non-m

em
bership

w
ithoutgiving

this
aw

ay
...12

Z
K

E
D

B
s

W
e

w
illto

im
plem

entZ
K

elem
entary

databases
(E

D
B

s)

S
ay

w
e

have:

•
prover

P

•
verifier

V

•
database,represented

as
function

D
:
{
0
,1

}
∗
→

{
0
,1

}
∗

•
(w

e
w

illsay
D

(
x
)
=

⊥
ifa

key
x

is
notin

database)

Tw
o

phases:

•
com

m
itm

ent-
P

and
V

share
com

m
itm

entinform
ation

•
verification

-
P

is
asked

question,
gives

answ
er,

proof
to

V
,

checked
using

com
m

itm
ent

13

E
D

B
V

erifi
catio

n
P

h
ase

P
provides

com
m

itm
ent

B
asic

procedure:

•
P

receives
D

and
public

random
string

T

•
P

com
putes

tw
o

keys:
–

P
K

(public)
–

S
K

(private)

P
V
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E
D

B
V

erifi
catio

n
P

h
ase

P
provides

com
m

itm
ent

B
asic

procedure:

•
P

receives
D

and
public

random
string

T

•
P

com
putes

tw
o

keys:
–

P
K

(public)
–

S
K

(private)

P
V

D
 =

 {(0,1),(10,0), ...}

T
: 010101111...
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E
D

B
V

erifi
catio

n
P

h
ase

P
provides

com
m

itm
ent

B
asic

procedure:

•
P

receives
D

and
public

random
string

T

•
P

com
putes

tw
o

keys:
–

P
K

(public)
–

S
K

(private)

P
V

T
: 010101111...

PK
: 010101101101...
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E
D

B
V

erifi
catio

n
P

h
ase

P
provides

com
m

itm
ent

B
asic

procedure:

•
P

receives
D

and
public

random
string

T

•
P

com
putes

tw
o

keys:
–

P
K

(public)
–

S
K

(private)

P
V

T
: 010101111...

PK
: 010101101101...

SK
:010...

17



E
D

B
P

ro
o

f
P

h
ase

S
ay

V
gives

P
a

string
x

•
P

finds
y

=
D

(
x
)

(m
ay

be
⊥

)
•

U
sing

S
K

,
P

produces
a

proof
π

x
of

D
(
x
)
=

y

•
V

runs
algorithm

on
π

x ,
P

K
,and

T

•
V

concludes
proofis

valid
or

invalid

P
V

T
: 010101111...

E

eavesdropper

D
(x)?

PK
: 010101101101...

18

E
D

B
P

ro
o

f
P

h
ase

S
ay

V
gives

P
a

string
x

•
P

finds
y

=
D

(
x
)

(m
ay

be
⊥

)
•

U
sing

S
K

,
P

produces
a

proof
π

x
of

D
(
x
)
=

y

•
V

runs
algorithm

on
π

x ,
P

K
,and

T

•
V

concludes
proofis

valid
or

invalid

P
V

T
: 010101111...

E

eavesdropper

prove it!
D

(x) =
 y

PK
: 010101101101...
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E
D

B
P

ro
o

f
P

h
ase

S
ay

V
gives

P
a

string
x

•
P

finds
y

=
D

(
x
)

(m
ay

be
⊥

)
•

U
sing

S
K

,
P

produces
a

proof
π

x
of

D
(
x
)
=

y

•
V

runs
algorithm

on
π

x ,
P

K
,and

T

•
V

concludes
proofis

valid
or

invalid

P
V

T
: 010101111...

E

eavesdropper
hm

m
m

 ...
pi_x =

 01110111 ...PK
: 010101101101...
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E
D

B
P

ro
o

f
P

h
ase

S
ay

V
gives

P
a

string
x

•
P

finds
y

=
D

(
x
)

(m
ay

be
⊥

)
•

U
sing

S
K

,
P

produces
a

proof
π

x
of

D
(
x
)
=

y

•
V

runs
algorithm

on
π

x ,
P

K
,and

T

•
V

concludes
proofis

valid
or

invalid

P
V

T
: 010101111...

E

eavesdropper

pi_x,PK
...

PK
: 010101101101...
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E
D

B
P

ro
o

f
P

h
ase

S
ay

V
gives

P
a

string
x

•
P

finds
y

=
D

(
x
)

(m
ay

be
⊥

)
•

U
sing

S
K

,
P

produces
a

proof
π

x
of

D
(
x
)
=

y

•
V

runs
algorithm

on
π

x ,
P

K
,and

T

•
V

concludes
proofis

valid
or

invalid

P
V

T
: 010101111...

E

eavesdropper
O

K

PK
: 010101101101...

22

E
D

B
P

ro
o

f
P

h
ase

S
ay

V
gives

P
a

string
x

•
P

finds
y

=
D

(
x
)

(m
ay

be
⊥

)
•

U
sing

S
K

,
P

produces
a

proof
π

x
of

D
(
x
)
=

y

•
V

runs
algorithm

on
π

x ,
P

K
,and

σ

•
V

concludes
proofis

valid
or

invalid

P
V

T
: 010101111...

E

eavesdropper

PK
: 010101101101...

L
iar!

uhhh ...
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O
u

r
P

ro
o

f
S

ystem
S

h
o

u
ld

B
e:

C
om

plete
-

for
any

E
D

B
D

,correctvalue
of

D
(
x
)

can
be

proven

S
ound

-
P

K
com

m
its

prover
to

partialfunction
D

•
no

one
can,

in
polytim

e,find
x
,
y
,
z,

y
6=

z,
and

prove
D

(
x
)
=

y
and

D
(
x
)
=

z

•
this

ensures
prover

cannotlie,or
im

poster
cannotforge

result

Z
ero-know

ledge
-

•
say

V
sees

a
com

m
itm

entto
E

D
B

D
and

sequence
ofproofs

for
x
1
,
x
2
,
...

•
then

V
queries

trusted
party

about
x
1
,
x
2
...

and
only

receives
values

in
response

•
know

ledge
obtained

by
both

processes
should

be
identical

24

Z
K

S
et

P
relim

in
aries

O
ur

Z
K

setconstruction
w

illm
ake

use
of:

•
P

ederson’s
C

om
m

itm
entS

chem
e

and
hash

function
•

M
erkle

trees

W
e

w
illnow

go
over

these
...

25

C
o

m
m

itm
en

t
S

ch
em

es

W
e

w
illtry

to
calculate

a
com

m
itm

entfor
our

Z
K

set

A
proofscenario:

parties
P

and
V

share
random

string
T

F
or

P
to

com
m

it:

•
P

is
given

input
m

•
P

returns
com

m
itm

entstring
c

and
keeps

secretproof
r

Later,for
verification:

•
P

publicizes
input

c
and

r

•
V

checks
c,r

using
m

,T

26

P
ed

ersen
’s

C
o

m
m

itm
en

t
S

ch
em

e

C
om

m
on

approach
to

com
m

itm
ent:

T
is

public
quadruple

(
p
,
q
,
g
,
h
)

•
p
,
q

prim
e,

q
|p

−
1

•
Z

p
is

group
ofintegers

m
od

p

•
Z

q
is

a
cyclic

subgroup
of

Z
p

w
ith

q
elem

ents
•

g
,
h

generators
of

Z
q

To
com

m
it,

P
picks

random
r,outputs

c
=

g
m

h
r

m
od

p

To
verify,

V
gets

c
,
r

checks
if

c
=

g
m

h
r

m
od

p

Itis
very,very

difficultto
find

tw
o

m
thatproduce

sam
e

c

•
relies

on
“D

iscrete
Logarithm

A
ssum

ption”

27

P
ed

ersen
’s

H
ash

F
u

n
ctio

n

P
ederson’s

com
m

itm
ent

schem
e

yields
a

good
hash

function
H

(
a
,
b)

=

H
(
a
,
b)

p
q
g
h :

•
H

(
a
,
b)

p
q
g
h
=

g
a
h

b
m

od
p

It
is

very
difficult

to
find

tw
o

(
a
,
b)

that
hash

to
the

sam
e

value
w

ith
this

function

W
e

can
thus

trustthatgiven
H

(
a
,
b),

itw
illbe

tough
to

find
another

setof
values

c
,
d
,such

that
H

(
c
,
d
)
=

H
(
a
,
b)

28

Trees

Let
T

k
=

binary
tree

w
ith

2
k

leaves

Labelrootnode
w

ith
e

(em
pty

string)

F
or

a
node

v
w

ith
parent

u
,label

u
w

ith
k
b,w

here
k

=
u

’s
labeland

b
=

0
if

v
is

leftchild,1
if

v
is

right

e

0
1

00
01

10
11

000
001

010
011

100
101

110
111

29



M
erkle

Trees

W
e

w
illuse

M
erkle

trees
to

store
our

Z
K

set

H
ow

does
a

M
erkle

tree
w

ork?

•
leaves

m
ay

store
data

item
s

(values
in

database)
•

find
hash

function
H

m
apping

tw
o

item
s

x
,
y

to
value

z

•
for

node
w

ith
children

a
and

b,store
H

(
a
,
b)

V
alue

atrootnode
is

dependenton
values

in
leaves

•
represents

a
com

m
itm

entto
a

particular
tree

30

M
erkle

Trees

To
prove

thatnode
x

stores
a:

•
look

atnodes
along

path
from

rootto
x

•
using

values
stored

in
nodes’siblings,calculate

ancestors
•

com
pare

resultatrootto
com

m
itm

ent

f

b

c=
H

(a,b)
d

e=
H

(c,d)

g=
H

(e,f)

a

31

M
erkle

Trees

To
prove

thatnode
x

stores
a:

•
look

atnodes
along

path
from

rootto
x

•
using

values
stored

in
nodes’siblings,calculate

ancestors
•

com
pare

resultatrootto
com

m
itm

ent

f

b

c=
H

(a,b)
d

e=
H

(c,d)

g=
H

(e,f)

a

32

M
erkle

Trees

S
ay

w
e

have
value

stored
in

root,
g

To
prove

thatnode
x

stores
a:

•
look

atancestors
of

x
allthe

w
ay

up
to

root
•

using
values

stored
in

nodes’siblings,calculate
ancestors

•
com

pare
resultatrootto

com
m

itm
ent

f

b

c=
H

(a,b)
d

e=
H

(c,d)

g=
H

(e,f)

a
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M
erkle

Trees

S
ay

w
e

have
value

stored
in

root,
g

To
prove

thatnode
x

stores
a:

•
look

atancestors
of

x
allthe

w
ay

up
to

root
•

using
values

stored
in

nodes’siblings,calculate
ancestors

•
com

pare
resultatrootto

com
m

itm
ent

f

b

c=
H

(a,b)
d

e=
H

(c,d)

g=
H

(e,f)

a
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M
erkle

Trees

S
ay

w
e

have
value

stored
in

root,
g

To
prove

thatnode
x

stores
a:

•
look

atancestors
of

x
allthe

w
ay

up
to

root
•

using
values

stored
in

nodes’siblings,calculate
ancestors

•
com

pare
resultatrootto

com
m

itm
ent

f

b

c=
H

(a,b)
d

e=
H

(c,d)

g=
H

(e,f)

a

V
erified!

35



M
erkle

Trees

P
ath

from
rootto

x
w

ith
siblings

represents
authentication

path

G
iven

M
’s

root
value,

can
w

e
com

pute
tw

o
different

authentication
paths

to
prove

y
and

z
both

stored
in

x
?

•
choose

a
good

hash
function

(e.g.
P

edersen’s),and
this

is
infeasible36

Z
K

E
D

B
-

C
o

m
m

itm
en

t

W
hatw

e
w

antto
do:

•
create

a
com

m
itm

entusing
M

erkle
trees,as

described
above

•
but-

don’tw
antto

give
aw

ay
too

m
uch

info
aboutvalues

in
tree

37

Z
K

E
D

B
-

C
o

m
m

itm
en

t

E
ach

node
in

tree
has

a
stored

value
and

a
com

m
itm

entvalue
correspond-

ing
to

it

V
erifier

has
a

hash
function

H
available

to
it(public

info)

38

Z
K

E
D

B
-

C
o

m
m

itm
en

t

W
hatw

e
do:

•
startw

/hash
function

H
(P

edersen’s
hash

function)
•

create
M

erkle
tree

for
data

•
for

key/value
pair

(
x
,
y
),store

H
(
y
)

in
tree

leaf
H

(
x
)

•
store

0
in

em
pty

siblings
as

needed
•

calculate
com

m
itm

ent
c

for
each

leaf
using

P
edersen’s

com
m

itm
ent

schem
e

•
for

parent
p

ofnodes
a

and
b,store

H
(
a
,
b)

in
p

•
calculate

com
m

itm
ent

c
for

p
using

P
edersen’s

com
m

itm
entschem

e

D
o

this
in

recursive,bottom
-up

fashion
through

M
erkle

tree

F
inalcom

m
itm

entgiven
to

verifier
by

prover
is

com
m

itm
ent

c
for

root
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Z
K

E
D

B
-

V
erifi

catio
n

N
ow

,say
w

e
w

antto
prove

(
x
,
y
)

is
key/value

pair
in

database

•
give

values
and

com
m

itm
ents

foreach
node

from
leafup

to
root,along

w
ith

its
sibling

•
(actually,w

e
give

m
ore

than
this

-
details,details)

•
verifier

checks
thatrootcom

m
itm

entm
atches

originalcom
m

itm
ent

•
verifier

confirm
s,using

hash
function

H
,thatprover

did
not“cheat”
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Z
K

E
D

B
-

V
erifi

catio
n

Ifw
e

w
antto

prove
x

is
N

O
T

a
key

in
database,it’s

trickier

•
G
(
x
)

m
ay

notbe
in

M
erkle

tree
•

w
e

could
show

thatancestor
node

of
G
(
x
)

in
binary

tree
is

a
leaf,and

therefore
G
(
x
)

is
notin

tree
•

butthis
w

ould
show

too
m

uch
info

abouttree!
•

w
e

know
aboutnon-m

em
bers

ofset...
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Z
K

E
D

B
-

V
erifi

catio
n

W
e

apply
clever

technique
to

“fake”
nodes

in
M

erkle
tree

•
setup

com
m

itm
entso

thatw
e

can
change

itfor
em

pty
leaves

To
prove

D
(
x
)

=
⊥

create
a

fake
subtree

containing
node

G
(
x
)

con-
taining

0,
fillin

values
of

parents
as

needed,
and

give
path

from
G
(
x
)

to
root

u

M
erkle tree

H
(x)

"faked" subtree
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Z
K

E
D

B
-

V
erifi

catio
n

To
prove

D
(
x
)

notin
database,w

e
“w

eld”
a

new
subtree

to
our

tree:

•
find

furthestleaf
u

in
tree

on
path

from
rootto

x

•
fillnode

G
(
x
)

w
ith

0,calculate
com

m
itm

ent
c

•
calculate

com
m

itm
ents

for
parents

untilw
e

reach
leaf

u

•
give

u
a

new
“fake”

com
m

itm
entto

m
atch

new
hash

values
from

sub-
tree

G
ive

nodes
in

path
from

G
(
x
)

to
rootand

their
siblings;

V
w

illsee
correct

proofbutnotknow
thatother

nodes
are

really
em

pty
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A
d

d
itio

n
alN

o
tes

T
he

construction
described

can
be

enhanced
so:

•
one

can
not

show
w

hether
x
∈

D
and

exactly
w

hat
D

(
X

)
is

(anony-
m

ous
statistics)

•
prove

portions
ofinfo

in
D

(
x
)

•
only

certain
people

m
ay

read
D

(
x
),or

portions
of

D
(
x
)

•
database

can
be

distributed
in

nature
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O
p

en
Q

u
estio

n
s

C
an

a
Z

K
setbe

updated
atlow

cost?

C
an

w
e

handle
m

ultiple
provers?

C
an

w
e

consider
other

Z
K

operations/data
structures

as
w

ell?
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