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Counting

Theorem: The Sum Rule
If an experiment can either end up being one of 𝑁 outcomes, or one 
of 𝑀 outcomes (where there is no overlap), then the total number of 
possible outcomes is: 𝑁 + 𝑀.

Theorem: The Product Rule
If an experiment has 𝑁1 outcomes for the first stage, 𝑁2 outcomes for 
the second stage, …, and 𝑁𝑚 outcomes for the 𝑚th stage, then the total 
number of outcomes of the experiment is 𝑁1×𝑁2 ⋅⋯⋅𝑁𝑚 = ∏𝑚

𝑖=1 𝑁𝑖.

Theorem: Complementary Counting

Let 𝒰 be a (finite) universal set, and 𝑆 a subset of interest. Then, 
∣ 𝑆 ∣=∣ 𝒰 ∣ − ∣ 𝒰 ∖ 𝑆 ∣.

Definition: 𝑘-Permutations
If we want to pick (order matters) only 𝑘 out of 𝑛 distinct objects, the 
number of ways to do so is:

𝑃(𝑛, 𝑘) = 𝑛 ⋅ (𝑛 − 1) ⋅ (𝑛 − 2) ⋅ ... ⋅ (𝑛 − 𝑘 + 1) = 𝑛!
(𝑛−𝑘)!

Definition: 𝑘-Combinations/Binomial Coefficients
If we want to choose (order doesn’t matter) only 𝑘 out of 𝑛 distinct 
objects, the number of ways to do so is:

𝐶(𝑛, 𝑘) = (


𝑛
𝑘

)


= 𝑃(𝑛, 𝑘)
𝑘!

= 𝑛!
𝑘!(𝑛 − 𝑘)!

Definition: Encoding/Stars and Bars Method

The number of ways to distribute 𝑛 indistinguishable balls into 𝑘 dis-
tinguishable bins is

(


𝑛 + 𝑘 − 1
𝑘 − 1

)


= (


𝑛 + 𝑘 − 1
𝑛

)


Theorem: Pigeonhole Principle

If there are 𝑛 pigeons we want to put into 𝑘 holes (where 𝑛 > 𝑘), 
then at least one pigeonhole must contain at least 2 (or to be precise, 
⌈𝑛/𝑘⌉) pigeons.

Theorem: Binomial Theorem
Let 𝑥, 𝑦 ∈ ℝ and 𝑛 ∈ ℕ a positive integer. Then: (𝑥 + 𝑦)𝑛 = ∑𝑛

𝑘=0 (𝑛
𝑘)𝑥𝑘𝑦𝑛−𝑘.

Theorem: Principle of Inclusion-Exclusion (PIE)

2 events: |𝐴 ∪ 𝐵| = |𝐴| + |𝐵| − |𝐴 ∩ 𝐵|
3 events: |𝐴 ∪ 𝐵 ∪ 𝐶| = |𝐴| + |𝐵| + |𝐶| − |𝐴 ∩ 𝐵| − |𝐴 ∩ 𝐶| − |𝐵 ∩ 𝐶| + |𝐴 ∩ 𝐵 ∩ 𝐶|
𝑘 events: singles - doubles + triples - quads + ...

Discrete Probability
Definition: Key Probability Definitions

The sample space is the set Ω of all possible outcomes of an experi-
ment.
An event is any subset 𝐸 ⊆ Ω.
Events 𝐸 and 𝐹 are mutually exclusive if 𝐸 ∩ 𝐹 = ∅.

Definition: Probability space

A probablity space is a pair (Ω, ℙ), where Ω is the sample space
ℙ ∶ Ω → [0, 1] is a probability measure such that ∑𝑥∈Ω ℙ (𝑥) = 1.
The probability of an event 𝐸 ⊆ Ω is ℙ (𝐸) = ∑𝑥∈𝐸 ℙ (𝑥).

Definition: Conditional Probability

ℙ [𝐴 ∣ 𝐵] = ℙ [𝐴 ∩ 𝐵]
ℙ [𝐵]

Theorem: Bayes Theorem

ℙ [𝐴 ∣ 𝐵] = ℙ [𝐵 ∣ 𝐴] ℙ [𝐴]
ℙ [𝐵]

Definition: Partition
Non-empty events 𝐸1, … , 𝐸𝑛 partition the sample space Ω if:

• (Exhaustive) 𝐸1 ∪ 𝐸2 ∪ ⋯ ∪ 𝐸𝑛 = ⋃𝑛
𝑖=1 𝐸𝑖 = Ω (they cover 

the entire sample space).
• (Pairwise Mutually Exclusive) For all 𝑖 ≠ 𝑗, 𝐸𝑖 ∩ 𝐸𝑗 = ∅

(none of them overlap)

Theorem: Law of Total Probability (LTP)

If events 𝐸1, … , 𝐸𝑛 partition Ω, then for any event 𝐹:

ℙ [𝐹] =
𝑛

∑
𝑖=1

ℙ [𝐹 ∩ 𝐸𝑖] =
𝑛

∑
𝑖=1

ℙ [𝐹 ∣ 𝐸𝑖] ℙ [𝐸𝑖]

Theorem: Bayes Theorem with LTP

Let events 𝐸1, … , 𝐸𝑛 partition the sample space Ω, and let 𝐹 be 
another event. Then:

ℙ [𝐸1 ∣ 𝐹] = ℙ [𝐹 ∣ 𝐸1] ℙ [𝐸1]
∑𝑛

𝑖=1 ℙ [𝐹 ∣ 𝐸𝑖] ℙ [𝐸𝑖]

Definition: Independence (Events)

𝐴 and 𝐵 are independent if any of the following equivalent state-
ments hold:
1. ℙ [𝐴 ∩ 𝐵] = ℙ [𝐴] ℙ [𝐵]
2. ℙ [𝐴 ∣ 𝐵] = ℙ [𝐴]
3. ℙ [𝐵 ∣ 𝐴] = ℙ [𝐵]

Theorem: Chain Rule
Let 𝐴1, … , 𝐴𝑛 be events with nonzero probabilities. Then:
ℙ [𝐴1 ∩ ⋯ ∩ 𝐴𝑛] =
ℙ [𝐴1] ℙ [𝐴2 ∣ 𝐴1] ℙ [𝐴3 ∣ 𝐴1 ∩ 𝐴2] ⋯ ℙ [𝐴𝑛 ∣ 𝐴1 ∩ ⋯ ∩ 𝐴𝑛−1]

Definition: Mutual Independence (Events)

We say 𝑛 events 𝐴1, 𝐴2, … , 𝐴𝑛 are (mutually) independent if, for
any subset 𝐼 ⊆ [𝑛] = {1, 2, … , 𝑛}, we have

ℙ [


⋂
𝑖∈𝐼

𝐴𝑖]


= ∏
𝑖∈𝐼

ℙ [𝐴𝑖]

This equation is actually representing 2𝑛 equations since there are 2𝑛

subsets of [𝑛].

Definition: Conditional Independence

𝐴 and 𝐵 are conditionally independent given an event 𝐶 if any of 
the following equivalent statements hold:
1. ℙ [𝐴 ∩ 𝐵 ∣ 𝐶] = ℙ [𝐴 ∣ 𝐶] ℙ [𝐵 ∣ 𝐶]
2. ℙ [𝐴 ∣ 𝐵 ∩ 𝐶] = ℙ [𝐴 ∣ 𝐶]
3. ℙ [𝐵 ∣ 𝐴 ∩ 𝐶] = ℙ [𝐵 ∣ 𝐶]



Random Variables

Definition: Random Variable (RV)
A random variable 𝑋 is a function of the outcome 𝑋 ∶ Ω → ℝ. The set 
of possible values 𝑋 can take on is its range/support, denoted Ω𝑋.

Definition: Probability Mass Function (PMF)

For a discrete RV 𝑋, assigns probabilities to values in its range. That 
is 𝑝𝑋 ∶ Ω𝑋 → [0, 1] where: 𝑝𝑋(𝑘) = ℙ [𝑋 = 𝑘].

Definition: Expectation

The expectation of a discrete RV 𝑋 is: 𝔼 [𝑋] = ∑𝑘∈Ω𝑋
𝑘 ⋅ 𝑝𝑋(𝑘).

Theorem: Linearity of Expectation (LoE)

For any random variables 𝑋, 𝑌 (possibly dependent):
 𝔼 [𝑎𝑋 + 𝑏𝑌 + 𝑐] = 𝑎𝔼 [𝑋] + 𝑏𝔼 [𝑌] + 𝑐

Theorem: Law of the Unconscious Statistician (LOTUS)

For a discrete RV 𝑋 and function 𝑔, 𝔼 [𝑔(𝑋)] = ∑𝑏∈Ω𝑋
𝑔(𝑏) ⋅ 𝑝𝑋(𝑏).

Definition: Variance

Var (𝑋) = 𝔼 [(𝑋 − 𝔼 [𝑋])2] = 𝔼 [𝑋2] − 𝔼 [𝑋]2.

Theorem: Property of Variance

Var (𝑎𝑋 + 𝑏) = 𝑎2Var (𝑋).

Definition: Independence (Random Variables)

Random variables 𝑋 and 𝑌 are independent if for all 𝑥 ∈ Ω𝑋 and all 
𝑦 ∈ Ω𝑌:
 ℙ [𝑋 = 𝑥, 𝑌 = 𝑦] = ℙ [𝑋 = 𝑥] ⋅ ℙ [𝑌 = 𝑦].

Theorem: Variance Adds for Independent RVs

If 𝑋, 𝑌 are independent, then Var (𝑋 + 𝑌) = Var (𝑋) + Var (𝑌).

Definition: Standard Deviation (SD)

𝜎𝑋 = √Var (𝑋).

Continuous and Multivariate Probability

Definition: Cumulative Distribution Function (CDF)
The cumulative distribution function (CDF) of ANY random variable 
is 𝐹𝑋(𝑡) = ℙ [𝑋 ≤ 𝑡].
If 𝑋 is a continuous RV, 𝐹𝑋(𝑡) = ℙ [𝑋 ≤ 𝑡] = ∫𝑡

−∞
𝑓𝑋(𝑤) 𝑑𝑤.

Theorem: Multiplicativity of expectation

For any independent random variables 𝑋, 𝑌:
 𝔼 [𝑋𝑌] = 𝔼 [𝑋] ⋅ 𝔼 [𝑌]

Definition: Expectation (Continuous)

The expectation of a continuous RV 𝑋 is:
𝔼 [𝑋] = ∫∞

−∞
𝑥 𝑓𝑋 (𝑥) d𝑥.

Theorem: Law of the Unconscious Statistician (LOTUS)

For a continuous RV 𝑋: 𝔼 [𝑔(𝑋)] = ∫∞
−∞

𝑔(𝑥)𝑓𝑋 (𝑥) d𝑥.

Definition: Independent and Identically Distributed (i.i.d.)

We say 𝑋1, … , 𝑋𝑛 are said to be independent and identically dis-
tributed (i.i.d.) if all the 𝑋𝑖’s are independent of each other, and 
have the same distribution (PMF for discrete RVs, or CDF for continu-
ous RVs).

Definition: Joint PMFs
The joint PMF of discrete RVs 𝑋 and 𝑌 is:

𝑝𝑋,𝑌(𝑎, 𝑏) = ℙ [𝑋 = 𝑎, 𝑌 = 𝑏]
Their joint range is

Ω𝑋,𝑌 = {(𝑐, 𝑑) ∶ 𝑝𝑋,𝑌(𝑐, 𝑑) > 0} ⊆ Ω𝑋 × Ω𝑌

Note that ∑(𝑠,𝑡)∈Ω𝑋,𝑌
𝑝𝑋,𝑌(𝑠, 𝑡) = 1.

Definition: Joint PDFs
The joint PDF of continuous RVs 𝑋 and 𝑌 is:

𝑓𝑋,𝑌(𝑎, 𝑏) ≥ 0
Their joint range is

Ω𝑋,𝑌 = {(𝑐, 𝑑) ∶ 𝑓𝑋,𝑌(𝑐, 𝑑) > 0} ⊆ Ω𝑋 × Ω𝑌

Note that ∫∞
−∞

∫∞
−∞

𝑓𝑋,𝑌(𝑢, 𝑣)d𝑢d𝑣 = 1.

Definition: Marginal PMFs

Let 𝑋, 𝑌 be discrete random variables. The marginal PMF of 𝑋 is: 
𝑝𝑋(𝑎) = ∑𝑏∈Ω𝑌

𝑝𝑋,𝑌(𝑎, 𝑏).

Definition: Marginal PDFs

Let 𝑋, 𝑌 be continuous random variables. The marginal PDF of 𝑋 is: 
𝑓𝑋(𝑥) = ∫∞

−∞
𝑓𝑋,𝑌(𝑥, 𝑦)d𝑦.

Definition: Independence of RVs (Continuous)

Continuous RVs 𝑋, 𝑌 are independent, written 𝑋 ⟂ 𝑌, if for all 
𝑥 ∈ Ω𝑋 and 𝑦 ∈ Ω𝑌,
 𝑓𝑋,𝑌(𝑥, 𝑦) = 𝑓𝑋(𝑥)𝑓𝑌(𝑦).

Definition: Conditional Expectation

If 𝑋 is discrete (and 𝑌 is either discrete or continuous), then we define 
the conditional expectation of 𝑔(𝑋) given (the event that) 𝑌 = 𝑦 as:

𝔼 [ 𝑔(𝑋) ∣ 𝑌 = 𝑦 ] = ∑
𝑥∈Ω𝑋

𝑔(𝑥) ℙ(𝑋 = 𝑥 ∣ 𝑌 = 𝑦)

If 𝑋 is continuous (and 𝑌 is either discrete or continuous), then

𝔼 [ 𝑔(𝑋) ∣ 𝑌 = 𝑦 ] = ∫
∞

−∞
𝑔(𝑥)

𝑓𝑋,𝑌(𝑥, 𝑦)
𝑓𝑌(𝑦)

d𝑥

Theorem: Law of Total Expectation (LTE)

Let 𝑋, 𝑌 be jointly distributed random variables.
If 𝑌 is discrete (and 𝑋 is either discrete or continuous), then:

𝔼 [ 𝑔(𝑋) ] = ∑
𝑦∈Ω𝑌

𝔼 [ 𝑔(𝑋) ∣ 𝑌 = 𝑦 ] 𝑝𝑌(𝑦)

If 𝑌 is continuous (and 𝑋 is either discrete or continuous), then

𝔼 [ 𝑔(𝑋) ] = ∫
∞

−∞
𝔼 [ 𝑔(𝑋) ∣ 𝑌 = 𝑦 ] 𝑓𝑌(𝑦)d𝑦

Definition: Covariance
The Covariance between random variables 𝑋 and 𝑌 is:

Cov (𝑋, 𝑌) = 𝔼 [(𝑋 − 𝔼[𝑋])(𝑌 − 𝔼[𝑌 ])] = 𝔼[𝑋𝑌 ] − 𝔼[𝑋]𝔼[𝑌 ]

Theorem: Variance of sums

Var (𝑋 + 𝑌) = Var (𝑋) + Var (𝑌) + 2 Cov (𝑋, 𝑌)



Tail Bounds

Theorem: Markov’s Inequality

Let 𝑋 ≥ 0 be a non-negative RV, and let 𝑘 > 0. Then:

ℙ [𝑋 ≥ 𝑘] ≤ 𝔼 [𝑋]
𝑘

.

Theorem: Chebyshev’s Inequality

Let 𝑋 be any RV with expected value 𝜇 = 𝔼[𝑋] and finite variance 
Var (𝑋). Then, for any real number 𝛼 > 0. Then,

ℙ [|𝑋 − 𝜇| ≥ 𝛼] ≤ Var (𝑋)
𝛼2

.

Theorem: Chernoff Bound
Let 𝑋 = 𝑋1 + 𝑋2 + … + 𝑋𝑛, where 𝑋1, 𝑋2, … , 𝑋𝑛 are independent 
random variables, each taking values in [0, 1]. Also, let 𝜇 = 𝔼[𝑋].
For any 1 > 𝛿 > 0:

ℙ (𝑋 ≥ (1 + 𝛿)𝜇) ≤ exp (−𝛿2𝜇/3)

ℙ (𝑋 ≤ (1 − 𝛿)𝜇) ≤ exp (−𝛿2𝜇/2)

Theorem: The Union Bound
Let 𝐸1, 𝐸2, ..., 𝐸𝑛 be a collection of events. Then:

ℙ [
𝑛
⋃
𝑖=1

𝐸𝑖] ≤
𝑛

∑
𝑖=1

ℙ [𝐸𝑖]

Random Variable Zoos

Discrete

Definition: Bernoulli/Indicator Random Variable
𝑋 ∼ Bernoulli(𝑝) (Ber(𝑝) for short) iff 𝑋 has PMF:

𝑝𝑋 (𝑘) = { 𝑝, 𝑘 = 1
1 − 𝑝, 𝑘 = 0

𝔼 [𝑋] = 𝑝 and Var (𝑋) = 𝑝(1 − 𝑝).

Definition: Binomial Random Variable
𝑋 ∼ Binomial(𝑛, 𝑝) (Bin(𝑛, 𝑝) for short) iff 𝑋 has PMF

𝑝𝑋 (𝑘) = (


𝑛
𝑘

)


𝑝𝑘 (1 − 𝑝)𝑛−𝑘 , 𝑘 ∈ Ω𝑋 = {0, 1, … , 𝑛}

𝔼 [𝑋] = 𝑛𝑝 and Var (𝑋) = 𝑛𝑝(1 − 𝑝).

Definition: Uniform Random Variable (Discrete)

𝑋 ∼ Uniform(𝑎, 𝑏) (Unif(𝑎, 𝑏) for short), for integers 𝑎 ≤ 𝑏, iff 𝑋 has 
PMF:

𝑝𝑋 (𝑘) = 1
𝑏 − 𝑎 + 1

, 𝑘 ∈ Ω𝑋 = {𝑎, 𝑎 + 1, … , 𝑏}

𝔼 [𝑋] = 𝑎+𝑏
2  and Var (𝑋) = (𝑏−𝑎)(𝑏−𝑎+2)

12 .

Definition: Geometric Random Variable
𝑋 ∼ Geometric(𝑝) (Geo(𝑝) for short) iff 𝑋 has PMF:

𝑝𝑋 (𝑘) = (1 − 𝑝)𝑘−1 𝑝, 𝑘 ∈ Ω𝑋 = {1, 2, 3, …}

𝔼 [𝑋] = 1
𝑝  and Var (𝑋) = 1−𝑝

𝑝2 .

Definition: Poisson Random Variable
𝑋 ∼ Poisson(𝜆) (Poi(𝜆) for short) iff 𝑋 has PMF:

𝑝𝑋 (𝑘) = 𝑒−𝜆 𝜆𝑘

𝑘!
, 𝑘 ∈ Ω𝑋 = {0, 1, 2, …}

𝔼 [𝑋] = 𝜆 and Var (𝑋) = 𝜆. If 𝑋1, … , 𝑋𝑛 are independent Poisson 
RV’s, where 𝑋𝑖 ∼ Poi(𝜆𝑖), then 𝑋 = 𝑋1+…+𝑋𝑛 ∼ Poi(𝜆1+…+𝜆𝑛).

Continuous

Definition: Uniform Random Variable (Continuous)

𝑋 ∼ Uniform(𝑎, 𝑏) (Unif(𝑎, 𝑏) for short) iff 𝑋 has PDF:

𝑓𝑋 (𝑥) = {
1

𝑏−𝑎 if 𝑥 ∈ Ω𝑋 = [𝑎, 𝑏]
0 otherwise

𝔼 [𝑋] = 𝑎+𝑏
2  and Var (𝑋) = (𝑏−𝑎)2

12 .

Definition: Exponential Random Variable

𝑋 ∼ Exponential(𝜆) (Exp(𝜆) for short) iff 𝑋 has PDF:

𝑓𝑋 (𝑥) =
{


𝜆𝑒−𝜆𝑥 if 𝑥 ∈ Ω𝑋 = [0, ∞)
0 otherwise

𝔼 [𝑋] = 1
𝜆  and Var (𝑋) = 1

𝜆2 .

𝐹𝑋 (𝑥) = 1 − 𝑒−𝜆𝑥 for 𝑥 ≥ 0.

Definition: Normal (Gaussian, “bell curve”) Random Variable

𝑋 ∼ 𝒩(𝜇, 𝜎2) iff 𝑋 has PDF:

𝑓𝑋 (𝑥) = 1
𝜎

√
2𝜋

𝑒− 1
2

(𝑥−𝜇)2

𝜎2 , 𝑥 ∈ Ω𝑋 = ℝ

𝔼 [𝑋] = 𝜇 and Var (𝑋) = 𝜎2.

Theorem: Closure of the Normal Under Scale and Shift
If 𝑋 ∼ 𝒩(𝜇, 𝜎2), then 𝑎𝑋 + 𝑏 ∼ 𝒩(𝑎𝜇 + 𝑏, 𝑎2𝜎2).
In particular, we can always scale/shift to get the standard
Normal: 𝑋−𝜇

𝜎 ∼ 𝒩(0, 1).

Theorem: Closure of the Normal Under Addition
If 𝑋 ∼ 𝒩(𝜇𝑋, 𝜎2

𝑋) and 𝑌 ∼ 𝒩(𝜇𝑌, 𝜎2
𝑌) are independent, then

𝑎𝑋 + 𝑏𝑌 + 𝑐 ∼ 𝒩(𝑎𝜇𝑋 + 𝑏𝜇𝑌 + 𝑐, 𝑎2𝜎2
𝑋 + 𝑏2𝜎2

𝑌)
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Φ Table: P(Z ≤ z) when Z ∼ N (0, 1)

z 0.00 0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09
0.0 0.5 0.50399 0.50798 0.51197 0.51595 0.51994 0.52392 0.5279 0.53188 0.53586
0.1 0.53983 0.5438 0.54776 0.55172 0.55567 0.55962 0.56356 0.56749 0.57142 0.57535
0.2 0.57926 0.58317 0.58706 0.59095 0.59483 0.59871 0.60257 0.60642 0.61026 0.61409
0.3 0.61791 0.62172 0.62552 0.6293 0.63307 0.63683 0.64058 0.64431 0.64803 0.65173
0.4 0.65542 0.6591 0.66276 0.6664 0.67003 0.67364 0.67724 0.68082 0.68439 0.68793
0.5 0.69146 0.69497 0.69847 0.70194 0.7054 0.70884 0.71226 0.71566 0.71904 0.7224
0.6 0.72575 0.72907 0.73237 0.73565 0.73891 0.74215 0.74537 0.74857 0.75175 0.7549
0.7 0.75804 0.76115 0.76424 0.7673 0.77035 0.77337 0.77637 0.77935 0.7823 0.78524
0.8 0.78814 0.79103 0.79389 0.79673 0.79955 0.80234 0.80511 0.80785 0.81057 0.81327
0.9 0.81594 0.81859 0.82121 0.82381 0.82639 0.82894 0.83147 0.83398 0.83646 0.83891
1.0 0.84134 0.84375 0.84614 0.84849 0.85083 0.85314 0.85543 0.85769 0.85993 0.86214
1.1 0.86433 0.8665 0.86864 0.87076 0.87286 0.87493 0.87698 0.879 0.881 0.88298
1.2 0.88493 0.88686 0.88877 0.89065 0.89251 0.89435 0.89617 0.89796 0.89973 0.90147
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