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function ���������� �=� U�
for 2 �  � ' � =W do

_/ � new bit vector of U � s

function ��� � ��
for 2 �  � ' � =W do

_/ 	c / � 
 �  

function 	
������ � ��
return _& c& � ��  B _ � c � � ��  B ) B _ > c> � ��  



function ���������� �=� U�
for 2 �  � ' � =W do

_/ � new bit vector of U � s

Size of array 
associated to 
each hash 
function. 

Number of 
hash 
functions

for each hash 
function, initialize 
an empty bit 
vector of size U
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Index 
�  

0 1 2 3 4

t1 0 0 0 0 0

t2 0 0 0 0 0

t3 0 0 0 0 0
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function ���������� �=� U�
for 2 �  � ' � =W do

_/ � new bit vector of U � s

Bloom filter t of length d = 5 that uses e = 3 hash functions



function ��� � ��
for 2 �  � ' � =W do

_/ 	c / � 
 �  
for each hash 
function V2

Index into 2-th bit-vector, at index produced 
by hash function and set to 1

V2��� �  result of hash 
function V2 on �

�������������	����



Bloom filter t of length d = 5 that uses e = 3 hash functions
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function ��� � ��
for 2 �  � ' � =W do

_/ 	c / � 
 �  
Index 

�  
0 1 2 3 4

t1 0 0 0 0 0

t2 0 0 0 0 0

t3 0 0 0 0 0

add(“thisisavirus.com”)
c  (“thisisavirus.com”) �  2 
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function ��� � ��
for 2 �  � ' � =W do

_/ 	c / � 
 �  
Index 
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0 1 2 3 4

t1 0 0 1 0 0

t2 0 0 0 0 0

t3 0 0 0 0 0

Bloom filter t of length d = 5 that uses e = 3 hash functions

c � (“thisisavirus.com”) �  1 

c  (“thisisavirus.com”) �  2 
add(“thisisavirus.com”)
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c � (“thisisavirus.com”) �  1 

c f (“thisisavirus.com”) �  4 
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Bloom filter t of length d = 5 that uses e = 3 hash functions



Bloom filter t of length d = 5 that uses e = 3 hash functions
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function ��� � ��
for 2 �  � ' � =W do

_/ 	c / � 
 �  
Index 
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0 1 2 3 4

t1 0 0 1 0 0

t2 0 1 0 0 0

t3 0 0 0 0 1

add(“thisisavirus.com”)

c � (“thisisavirus.com”) �  1 

c  (“thisisavirus.com”) �  2 

c f (“thisisavirus.com”) �  4 



Returns True if the bit vector _2 for each hash function has bit  at 
index determined by c2��� , 

Returns False otherwise
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return _& c& � ��  B _ � c� � ��  B ) B _ > c> � ��  



contains(“thisisavirus.com”)
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function 	
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return _& c& � ��  B _ � c� � ��  B ) B _ > c> � ��  

Index 
�  

0 1 2 3 4

t1 0 0 1 0 0

t2 0 1 0 0 0

t3 0 0 0 0 1

Bloom filter t of length d = 5 that uses e = 3 hash functions



contains(“thisisavirus.com”)

True
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function 	
������ � ��
return _& c& � ��  B _ � c� � ��  B ) B _ > c> � ��  

Index 
�  

0 1 2 3 4

t1 0 0 1 0 0

t2 0 1 0 0 0

t3 0 0 0 0 1

Bloom filter t of length d = 5 that uses e = 3 hash functions

c  (“thisisavirus.com”) �  2 



contains(“thisisavirus.com”)

TrueTrue
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function 	
������ � ��
return _& c& � ��  B _ � c� � ��  B ) B _ > c> � ��  

Index 
�  

0 1 2 3 4

t1 0 0 1 0 0

t2 0 1 0 0 0

t3 0 0 0 0 1

Bloom filter t of length d = 5 that uses e = 3 hash functions

c � (“thisisavirus.com”) �  1 

c  (“thisisavirus.com”) �  2 



contains(“thisisavirus.com”)

TrueTrueTrue

�������������	�*+�����

function 	
������ � ��
return _& c& � ��  B _ � c� � ��  B ) B _ > c> � ��  

Index 
�  

0 1 2 3 4

t1 0 0 1 0 0

t2 0 1 0 0 0

t3 0 0 0 0 1

Bloom filter t of length d = 5 that uses e = 3 hash functions

c � (“thisisavirus.com”) �  1 

c  (“thisisavirus.com”) �  2 

c f (“thisisavirus.com”) �  4 



contains(“thisisavirus.com”)

TrueTrueTrue
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function 	
������ � ��
return _& c& � ��  B _ � c� � ��  B ) B _ > c> � ��  

Index 
�  

0 1 2 3 4

t1 0 0 1 0 0

t2 0 1 0 0 0

t3 0 0 0 0 1

Since all conditions satisfied, returns True (correctly)

Bloom filter t of length d = 5 that uses e = 3 hash functions

c � (“thisisavirus.com”) �  1 

c  (“thisisavirus.com”) �  2 

c f (“thisisavirus.com”) �  4 



Index 
�  

0 1 2 3 4

t1 0 0 1 0 0

t2 0 1 0 0 0

t3 0 0 0 0 1
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function ��� � ��
for 2 �  � ' � =W do

_/ 	c / � 
 �  

Bloom filter t of length d = 5 that uses e = 3 hash functions

add(“totallynotsuspicious.com”)



Index 
�  

0 1 2 3 4

t1 0 0 1 0 0

t2 0 1 0 0 0

t3 0 0 0 0 1
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function ��� � ��
for 2 �  � ' � =W do

_/ 	c / � 
 �  

Bloom filter t of length d = 5 that uses e = 3 hash functions

add(“totallynotsuspicious.com”)
c  (“totallynotsuspicious.com”) �  1 



Index 
�  

0 1 2 3 4

t1 0 1 1 0 0

t2 0 1 0 0 0

t3 0 0 0 0 1
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function ��� � ��
for 2 �  � ' � =W do

_/ 	c / � 
 �  

Bloom filter t of length d = 5 that uses e = 3 hash functions

add(“totallynotsuspicious.com”)

c � (“totallynotsuspicious.com”) �  0 

c  (“totallynotsuspicious.com”) �  1 
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0 1 2 3 4

t1 0 1 1 0 0

t2 1 1 0 0 0

t3 0 0 0 0 1
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function ��� � ��
for 2 �  � ' � =W do

_/ 	c / � 
 �  

Bloom filter t of length d = 5 that uses e = 3 hash functions

add(“totallynotsuspicious.com”)

c � (“totallynotsuspicious.com”) �  0 

c  (“totallynotsuspicious.com”) �  1 

c f (“totallynotsuspicious.com”) �  4 
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�  

0 1 2 3 4

t1 0 1 1 0 0

t2 1 1 0 0 0

t3 0 0 0 0 1
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function ��� � ��
for 2 �  � ' � =W do

_/ 	c / � 
 �  

Bloom filter t of length d = 5 that uses e = 3 hash functions

add(“totallynotsuspicious.com”)

c � (“totallynotsuspicious.com”) �  0 

c  (“totallynotsuspicious.com”) �  1 

c f (“totallynotsuspicious.com”) �  4 



Index 
�  

0 1 2 3 4

t1 0 1 1 0 0

t2 1 1 0 0 0

t3 0 0 0 0 1

contains(“verynormalsite.com”)
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function 	
������ � ��
return _& c& � ��  B _ � c� � ��  B ) B _ > c> � ��  

Bloom filter t of length d = 5 that uses e = 3 hash functions



Index 
�  

0 1 2 3 4

t1 0 1 1 0 0

t2 1 1 0 0 0

t3 0 0 0 0 1

contains(“verynormalsite.com”)

True
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function 	
������ � ��
return _& c& � ��  B _ � c� � ��  B ) B _ > c> � ��  

Bloom filter t of length d = 5 that uses e = 3 hash functions

c  (“verynormalsite.com”) �  2 



Index 
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0 1 2 3 4

t1 0 1 1 0 0

t2 1 1 0 0 0

t3 0 0 0 0 1

contains(“verynormalsite.com”)

TrueTrue
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function 	
������ � ��
return _& c& � ��  B _ � c� � ��  B ) B _ > c> � ��  

Bloom filter t of length d = 5 that uses e = 3 hash functions

c � (“verynormalsite.com”) �  0 

c  (“verynormalsite.com”) �  2 



Index 
�  

0 1 2 3 4

t1 0 1 1 0 0

t2 1 1 0 0 0

t3 0 0 0 0 1

contains(“verynormalsite.com”)

TrueTrueTrue

�������������	�������������"��

function 	
������ � ��
return _& c& � ��  B _ � c� � ��  B ) B _ > c> � ��  

Bloom filter t of length d = 5 that uses e = 3 hash functions

c � (“verynormalsite.com”) �  0 

c  (“verynormalsite.com”) �  2 

c f (“verynormalsite.com”) �  4 



Index 
�  

0 1 2 3 4

t1 0 1 1 0 0

t2 1 1 0 0 0

t3 0 0 0 0 1

contains(“verynormalsite.com”)

TrueTrueTrue
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function 	
������ � ��
return _& c& � ��  B _ � c� � ��  B ) B _ > c> � ��  

Since all conditions satisfied, returns True (incorrectly)

Bloom filter t of length d = 5 that uses e = 3 hash functions

c � (“verynormalsite.com”) �  0 

c  (“verynormalsite.com”) �  2 

c f (“verynormalsite.com”) �  4 
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