HEAVY HITTERS
TALL BOUNDS




STREAM MODEL

® Input elements (e.g. Google queries) enter/arrive one at
a time.
® We cannot possibly store the stream.

Question: How do we make critical calculations about the
data stream using a limited amount of memory?



SOURCES OF THIS KIND OF DATA

® Sensor data

o E.g. millions of temperature sensors deployed in the ocean

® Image data from satellites or surveillance camers

o E.g. London
® Internet and web traffic

© E.g. millions of streams of IP packets

® Web data

© E.g. Search queries on Google, clicks on Bing, etc.



EXAMPLE APPLICATIONS

® Mining query streams

O Google wants to know which queries are more frequent today than
yesterday.

® Mining click streams

O Facebook wants to know which of its ads are getting an unusual number
of hits in the last hour.

® Mining social network news feeds

© E.g., looking for trending topics on Twitter and Facebook, trending
videos on TikTok



MORE APPLICATIONS

® Sensor networks

O Many sensors feeding into a central controller.

e IP packets

O Gather congestion information for optimal routing

O Detect denial-of-service attacks



PROBLEM

® Input: sequence of N elements x,x5, ..,xy from a known
universe U (e.g., 8-byte integers).

® Goal: perform a computation on the 1input, in a single
left to right pass where

O Elements processed in real time

O Can’t store the full data. => minimal storage requirement to maintain
working “summary”



HEAVY HITTERS: KEYS THAT OCCUR MANY TIMES
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Applications:
® Determining popular products

® Computing frequent search queries
® Tdentifying heavy TCP






LOUNT-MIN SKETCH

® Maintain a short summary of the information that still
enables answering queries.

® Cousin of the Bloom filter

©0 Bloom Filter solves the “membership problem”.

O We want to extend it to solve a counting problem.



COUNT-MIN SKETCH












COUNT-MIN SKETCH

Elegant small space data structure.
Space used is independent of n.

Is implemented in several real systems.
O AT&T used in network switches to analyze network traffic.

O Google uses a version on top of Map Reduce parallel processing
infrastructure and in log analysis.

Huge literature on sketching and streaming algorithms
(algorithms 1like Distinct Elements, Heavy Hitters and
many many other very cool algorithms).
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The score distribution of an exam is modelled by a rv X with range Qx < [0,110] (for
extra credit).

If the average was E[X] = 50, at most what percentage of the class could have gotten
100 (or higher)?
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If the average was E[X] = 25, at most what percentage of the class could have gotten
100 (or higher)?
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What if you could get a negative score?



MARKOV'S INEQUALTY

Markov's Inequality: Let X > 0 be a nonnegative random variable (discrete or
continuous), and let k > 0. Then,
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MARKOV'S INEQUALTY

Markov's Inequality: Let X > 0 be a nonnegative random variable (discrete or
continuous), and let k > 0. Then,

pex s 10 < 510

Alternatively,

& =

P(X = kE[X]) <






MARKOV'S INEQUALLTY (PROOF)

Markov's Inequality: Let X > 0 be a nonnegative rv and let k > 0. Then,

L

Proof (Markov):

00 k co
X220 FX)= | oh@dr= | sh@ixs | s
\ 0 0 k

Rearranging gives

> fooxfx(x)dx > fookfx(x)dx = kfoofx(x)dx =kP(X =2 k)
k k k

pors < B




CHEBYSHEY'S INEQUALLTY

Chebyshev's Inequality: Let X be any random variable, with mean yu = E[X]
and (finite) variance. Let a > 0.




CHEBYSHEV'S INEQUALLTY

Chebyshev's Inequality: Let X be any random variable, with mean yu = E[X]
and (finite) variance. Let a > 0.

Alternatively, if k > 0,

1
P(IX — pl 2 ko) <35



CHEBYSHEV"S INEQUALITY (PICTURE FOR GAUSSIAN)

Chebyshev's Inequality: Let X be any random variable, with mean pu = E[X]
and (finite) variance. Let k > 0.

1
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CHEBYSHEV'S INEQUALITY (PROOF)

Markov's Inequality: Let X > 0 be a nonnegative rv and let k > 0. Then,
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Chebyshev's Inequality: Let X be any random variable, with mean y = E[X]
and (finite) variance. Let a > 0.
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CHEBYSHEV'S INEQUALITY (PROOF)

Markov's Inequality: Let X > 0 be a nonnegative rv and let k > 0. Then,

pex s < 20

Chebyshev's Inequality: Let X be any random variable, with mean y = E[X]
and (finite) variance. Let a > 0.

Var(X)
aZ

P(X —ulza) <

Proof (Chebyshev): (X — p)? is a nonnegative random variable.




CHEBYSHEV'S INEQUALITY (PROOF)

Markov's Inequality: Let X > 0 be a nonnegative rv and let k > 0. Then,

E[X]
P(X>k)<T

Chebyshev's Inequality: Let X be any random variable, with mean y = E[X]
and (finite) variance. Let a > 0.

Var(X)

PUX —pl 2 @) < —

Proof (Chebyshev): (X — p)? is a nonnegative random variable.
P(X —pul = a) =P((X —w?* = a?)

E[(X 1)?]
C(

Var(X)

[Markov]




THE LAW OF LARGE NUMBERS

Weak Law of Large Numbers (WLLN): Let X, X, ... X,, be a sequence of iid random
variables with mean u. Let X, = % ™ . X; be the sample mean. Then, X,, converges in

probability to u. That is, for any € > 0,

lim P(|X, —u|>€) =0

n—00




PROOF OF THE WLLN

Weak Law of Large Numbers (WLLN): Let X;, X,, ... X,, be a sequence of iid random
variables with mean p. Let X, = % . X; be the sample mean. Then, X,, converges in

probability to p. That is, for any € > 0,

lim P(|X,, —pu|>€)=0
n—00

Proof: Recall E[X,] = u and Var(X,) = a?/n.



PROOF OF THE WLLN

Weak Law of Large Numbers (WLLN): Let X;, X,, ... X,, be a sequence of iid random
variables with mean u. Let X, = %Z?ﬂ X; be the sample mean. Then, X,, converges in

probability to p. That is, for any € > 0,

rlli_{{}op(lfn —ul>e)=0
Proof: Recall E[X,] = 1 and Var(X,) = o%/n. By Chebyshev's inequality,

P(1X, — ul > €) < — 0 (asn — )

Var(X,) o2
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