CSE 311: Foundations of Computing

Lecture 13: Modular Inverse, Exponentiation

Today starting at 2:00
We have asked folks
from the Center for
Engineering Teaching
and Learning (CELT) to
get your feedback on the
class.

| will leave then but have
my normal after-class
office hours.

ARE YOU DOING MATH
PROBLEMS FOR FUN?

/
| ( :

LN

YEAH. | LOVE BEING
MENTALLY CHALLENGED.

WELL I'M GLAD YOU'VE
COME TO TERMS WITH IT.

THANKS!

Cyanide and Happiness © Explosm.net




Last time: Euclid’s Algorithm

gcd(a, b) = ged(b, a mod b), gcd(a,0)=a.

int gcd(int a, int b){ /* a >= b, b >= 0 */

if (b == 0) {
return a;

}

else {

return gcd(b, a % b);
}



Last time: Bézout’s theorem

If a and b are positive integers, then there exist
integers s and t such that
gcd(a,b) = sa + tb.



Extended Euclidean algorithm

* Can use Euclid’s Algorithm to find , such that L (35 2% )
C /

gc(d )=+
Step 3 (Backward Substitute Equations):

8 = 35 -1*Q7) 1
3—-8+2*3 Re-arrange into

}?—1) *8+3*3 3’'sand 8’s

\ Plug in the def of 3
=(-1)*8+3*(27-3*8)

Plug in the def of 2
3-1*%(8-2*3)

2=8 -2
\ =(-1)*8+3*27+(-9)*8

= 3*27 + (_]_O) * 8 Re-arrange into
1=3-1 - 8's and 27’s

3% 27 +(=10) * (35 —1 * 27)
3*27 +(=10) * 35 + 10 * 27
13 %27 +(210) * 35

Re-arrange into
27’s and 35’s



multiplicative inverse mo d

Suppose GCD, )=1 sa+£m=‘| e
(Seaddim ) mad T e

By Bézout’s Theorem, there exist integers and

such that + = 1.

mo d is the multiplicative inverse of
1=( + )mod = mod
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Example

Solve: 7 =1(mo @ ©

jg(L(_‘?) L()
2(-3%3.72.5 5 =26-3.1
21542 R

5—-‘ 2.2 4\ 135’,2—1



7 15-105 = 4-26+|
Example 105 wedk 26 = |

F 15 =1 ~ad 26

Solve: 7 =1(mo @ ©
gc(Ad67) = gc(d5 = gc(82) =gc(dl =1

263 7+ 5 5=263 7
/=1 5+ 2 2= /-1 5
5 =2 2+ 1 1=5-2 2

1 = 5 =2 (7-1 5)
=(-2) 7 + 3 5
= (-2) 7 +3 (263 7)
= (-1 [/ + 3 2 6_ Multiplicative inverse of 7 mod 26
¥

Now (-1 lJmo@6=15 So, =15 26 for



Example of a more general equation

j/\fl ’*"/12’6 \/

Nowsolve: 7 =3(mo @ 6 >=3 =2
Fa.xzy w-Aed

We already computed that 1 Ss the multiplicative

inverse of / modulo 2 6 v = med 2

- hadk 2
Thatis, 7-1 5= 1(mo @ § ‘5"'}“1;‘ ,% C
+ ‘<

By the multiplicative property of mod we ha\le
7-153=3(mo @ §" 5 = 7 S
Soany =153 (mo @ §is a solution.

Thatis, = 1 9 2 6 for any integer is a solution.



Math mod a prime is especially nice

SO
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is prime and O <

S Y=

)= 1i
can always solve these equations mod a prime.
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Modular Exponentiation mod 7
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Exponentiation

e Compute ﬁ8365@

L(DOJ@os'

 Compute 783653143 mod 104729

* Output is small
— need to keep intermediate results small



Repeated Squaring - small and fast

QA A

/
Since mo d = (( mod)(zmod))mod

wehave ?2mod = ( mod)?mo d

and “mod = (2mod)?mod

and 8mod = (4mod)?mod

and lmod = (8mod)*mod

and 32mod = ('*mod)?mod
Cancompute mo d for = 2 inonly steps

What if is not a power of 2?



Fast Exponentiation: mo d for all

>mod =( mod)mod

>*Imod = (( mod)-(2mod))mod



Fast Exponentiation

public static long FastModExp(long a, long k, long modulus) {
long result = 1; |
long temp; ol wodh

X Y X
if (k > 9) { A /:a,o»y
if ((k % 2) == 0) {
temp = FastModExp(a,k/2,modulus); O\X*Y\NA -

result = (temp * temp) % modulus; y
} LV‘UV\ —_ (O‘X \v\'\}h' O'MQJ\—-\)
else { ~\ -

temp = FastModExp(a,k-1,modulus); N G

result = (a * temp) % modulus;

}
}

return result;

2mod =( mod)’mo d
>*Imod = (( mod)-(2mod))mod



Fast Exponentiation Algorithm

Another way: 81453 in binary is 10011111000101101

81453 = 216 + 213 4+ 212 + 211 + 210 + 29 4+ 25 + 23 + 22 + 20
16 13 12 11 10 9 5 3 2 0
q81453 = 210 g213  g2t2 g2t 210 429 420 423 4272 52

e T ¢ (

281453 mod m= RN S "%
(...(((((a%"° mod m - “ Lol on
a213modm)modm k-7 o
a2 mod m) mod m - A YO
a2 mod m) mod m - a = a . &

22" mod m) mod m -
a2’ mod m) mod m -
a2’ mod m) mod m -
a2’ mod m) mod m -
a2’ mod m) mod m -
a2° mod m) mod m

The fast exponentiation algorithm computes
mo d using < 2| o gnultiplications mo d



