cse 311: foundations of computing

Spring 2015
Lecture 13: Primes, GCDs, modular inverses

ARE YOU DOING MATH YEAH. | LOVE BEING WELL I'M GLAD YOU'VE
PROBLEMS FOR FUN? MENTALLY CHALLENG COMETO T ITH I




Since amod m=a(modm) forany a

we have a’?modm =(amodm)?  modm
anc a*modm =(a?modm)?2 mod m
anc a®modm =(a*modm)?2 modm
m
m

anc a'* mod a®mod m)2 mod m
anc a%2 mod a'®*mod m)2 mod m

Can compute a® mod m for k = 2t in only i steps



ModPow(a, k, m) should compute a* mod m.
If k == 0 then
return 1
If (k mod 2 == 0) then
return ModPow(a? mod m, k/2, m)
else
return (a x ModPow(a, k — 1, m)) mod m

k = 81453
= (10011111000101101),

— 216+213+212+211+210+29+25+23+22+20

Total # of arithmetic operations ~ 4 X 16 = 64



primality

An integer p greater than 1 is called prime if the only
positive factors of p are 1 and p.

A positive integer that is greater than 1 and is not prime Is
called composite.
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RlRaTALATY
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FUNDANERTAL THEOREM OF ARMTRNETIC

Every positive integer greater than 1 has a unique
prime factorization

48 = 2902223
591 = 3197

45,523 = 45,523

321,950 = 25547137

1,234,567,390 2+3+3°5+3,607 - 3,803



FACTORIZATION

If n 1s composite, It has a factor of size at most /.



EUCLed) S TiHEORE

There are an infinite number of primes.

Proof by contradiction:

Suppose that there are only a finite number of primes:
P1, P2, - Pn



FAMOUS ALOORIMTHIC PROSILENS

 Primality Testing
— Given an integer n, determine if n Is prime
— Fermat’s little theorem test:
If pis primeand a # 0,then a?~! = 1 (mod p)

* Factoring
— Given an integer n, determine the prime factorization of n



FACTORING

Factor the following 232 digit number [RSA768]:

123018668453011775513049495838496272077285
356959533479219732245215172640050726365751
874520219978646938995647494277406384592519
255732630345373154826850791702612214291346
167042921431160222124047927473779408066535
1419597459856902143413




123018668453011775513049495838496272077285356959533479219
13224521517264005072636575187452021997864693899564 7494277
406384592519255732630345373154826850791702612214291346167
042921431160222124047927473779408066535141959745985690214
3413

—
—

33478071698956898786044169848212690817704 7949837
1376856891243138898288379387¢
43087737814467999489

W

N

3674604366679959042824463379
430876426760322838157/3966651
10270092798736308917



GOREATEST COniON DiviSOR

GCD(a, b):
Largest integer d suchthatd | aandd | b

— GCD(100,125) =
— GCD(17, 49) =
— GCD(11, 66) =
— GCD(13,0) =
— GCD(180,252) =



GCH ANRD FRACTORING

a=23¢35%2«7 11 =146,200
b=2+3%¢53¢7+13=204,750

GCD(a, b) = 2min(3.1) « 3min(1.2) ¢ 5MIn(2.3) ¢ 7Min(1,1) ¢ 14 Min(1,0) ¢ 13min(0.1)

Factoring Is expensive!
Can we compute GCD(a,b) without factoring?



USEFUL CH FRCT

If a and b are positive integers, then
gcd(a,b) = gcd(b,a mod b)

Proof:
By definition a = (a div b)-b + (a mod b)
Ifd|aandd | bthend | (a mod b).
Ifd | bandd | (a mod b) thend | a.



EUCILeD S AlLOORIT IR

Repeatedly use the GCD fact to reduce numbers
until you get GCD(x, 0) = x.

GCD(660,126)



EUCL S RlLGORT S

GCD(x, y) = GCD(y, x mod y)

int GCD(int a, int b){ /* a >= b, b > 0 */
int tmp;
while (b > @) {

tmp = a % b;

a = b;

b = tmp;

¥

return a;

¥

Example: GCD(660, 126)




SEeZ2oUT S THEOREN

If a and b are positive integers, then there exist
Integers s and ¢ such that
gcd(a,b) =sa +th




EXTERDED EUCLDEAN AL OORITIHN

 Can use Euclid’s Algorithm to find s, t such that
gcd(a,b) = sa + tb

 e.g. gcd(35,27):

35=1+27+8 35-1-27=8
27=3+8+3 27-3+8 =3

8§ =2+3+2 8§-2¢3 =2
3=12+1 3-1+2 =1
2=214+0

 Substitute back from the bottom

1=3-7-2

3-7(8-2+3) =(-1)+8+3+3
(-1)+8+3(27-3+8) = 327+ (-10)+8



UL TRl eCATIVE eRYVERSE modm

Suppose GCD(a,m) =1

By Bézout's Theorem, there exist integers s and ¢
such that sa + tm = 1.

s mod m Is the multiplicative inverse of a:
1 =(sa+ tm) modm = samodm



SOLYViING mMOOUL AR EQUATIONS

Solving ax = b (mod m) for unknown x when
gcd(a,m) = 1.

1. Findssuchthatsa+tm =1

2. Compute a~! = s mod m, the multiplicative inverse of
a modulo m

3. Setx =(a ' -h) modm



X AP

Solve: 7x = 1 (mod 26)



