cse 311: foundations of computing

Spring 2015
Lecture 12: Primes, GCD, applications
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basic applications of mod
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casting out 3s

Theorem: A positive integer n is divisible by 3 if and only if
the sum of its decimal digits is divisible by 3.

hashing

« Hashing
* Pseudo random number generation
« Simple cipher

hashing

Scenario:
Map a small number of data values from a large domain
{0,1,...,M — 1} into a small set of locations {0,1, ...,n — 1} so
one can quickly check if some value is present

* hash(x) = x mod p for p a prime close to n
— orhash(x) = (ax + b) mod p

« Depends on all of the bits of the data
— helps avoid collisions due to similar values
— need to manage them if they occur

Scenario:
Map a small number of data values from a large domain
{0,1,...,M — 1} into a small set of locations {0,1, ...,n — 1} so
one can quickly check if some value is present.

Hash space

Input space

pseudo-random number generation

Linear Congruential method:

Xpeq = (@ x, + ¢) mod m

Choose random x,, a, ¢, m and produce
along sequence of x,,s

[good for some applications, really bad for many others]



4/24/2015

simple ciphers modular exponentiation mod 7

« Caesar cipher, A=1,B=2,...
— HELLO WORLD

X |1 ]2 |3 |4 |56 a [a'|a?|ad|a!|a® |ab
« Shift cipher 1 1
— f(p) = (p +k) mod 26 2 2
- £74p) = (p—k) mod 26 3 3
4 4
* More general - -
— f(p) = (ap + b) mod 26 o o
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modular exponentiation mod 7 modular exponentiation mod 7
x |1 1]2 (3 (4|56 a [a' |a?|ad|a*|a® |a® X |1 ]2 |3 |4 |56 a [a'|a?|ad|at|a® |ab
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6 (6 [5 (4 (3 |2 |1 6 6 (6 |5 |4 (3 |2 |1 6 (6|1 [6]|1]6]1
exponentiation repeated squaring — small and fast
» Compute 7836551433 Since amod m=a (modm) forany a

wehave aZmodm =(amodm)®>  modm

« Compute 783658145 mod 104729 and atmodm =(a*modm)* modm
and amodm =(a*modm)> modm
and a'®modm = (a® modm)2 modm
and a®2mod m = (a'® mod m)2 mod m

« Output is small

— need to keep intermediate results small Can compute @ mod mfork = 2'in onIy i steps



4/24/2015

fast exponentiaion Let M = 104729 program trace

public static long FastModExp(long base, long exponent, long modulus) {
long result = 1; 7836531453 mod M

base = base % modulus; = ((78365 mod M) * (7836581452 mod M)) mod M

whn;(i}(ponent i ;)2§ - = (78365 * ((783652 mod M)31452/2 mod M)) mod M
1 exponen ==
Pesult = (result * base) % modulus; = (78365 * ((78852) *726 mod M)) mod M
) exponent -= 1; = (78365 * ((788522 mod M)293%3 mod M)) mod M
/* Note that exponent is definitely divisible by 2 here. */ = (78365 * (8663220363 mod M)) mod M

exponent /= 2; = (78365 * ((86632 mod M)* (8663229362 mod M)) mod M

base = (base * base) % modulus;
/* The last iteration of the loop will always be exponent = 1 */ =..
/* so, result will always be correct. */ =45235

return result;

be mod m = (b2)¢2 mod m, when e is even)
be mod m = (b*(be" mod m) mod m)) mod m

fast exponentiation algorithm primality

Another way:
81453 = 216 + 213 4 212 4 211 4 210 4 29 4 25 4 23 4 22 4 20

16 13 12 11 10 9 5 3 2 0
281453 = 210 | 9213 5212 21l 210 509 05 93 22 o

An integer p greater than 1 is called prime if the
only positive factors of p are 1 and p.

a814b3 mod m=
(-((((@2*™ mod m -
a2 mod m)mod m -
a2' mod m) mod m -
a2" mod m) mod m -
22" mod m) mod m -

a2° mod m) mod m - A positive integer that is greater than 1 and is not
a2 mod m) mod m . prime is called composite.
a4 mod m) mod m -

a2* mod m) mod m -
20
a‘ mod m) mod m

The fast exponentiation algorithm computes
a™ mod m using O (logn) multiplications mod m

fundamental theorem of arithmetic factorization

If n is composite, it has a factor of size at most v/n.

Every positive integer greater than 1 has a
unique prime factorization

48 = 2022423
591 = 3197

45,523 = 45,523

321,950 = 255447137

1,234,567,890 2+3+3+5+3,607 3,803
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euclid’s theorem famous algorithmic problems

There are an infinite number of primes. « Primality Testing

— Given an integer n, determine if n is prime

Proof by contradiction: - Factoring
Suppose that there are only a finite number of primes: — Given an integer n, determine the prime factorization of n
D1, D2) - Pn
factoring

123018668453011775513049495838496272077285356959533479219
Factor the following 232 digit number [RSA768]: 732245215172640050726365751874520219978646938995647494277
406384592519255732630345373154826850791702612214291346167

123018668453011775513049495838496272077285

042921431160222124047927473779408066535141959745085690214
356059533479219732245215172640050726365751 3413

874520219978646938995647494277406384592519 -

255732630345373154826850791702612214291346

167042921431160222124047927473779408066535 334780716989568987860441698482126908177047949837

1419597459856902143413 1376856891243138898288379387 i
43087737814467999489

%
3674604366679959042824463379
4308764267603228381573966651]
10270092798736308917

greatest common divisor ged and factoring

GCD(a, b):
Largest integer d suchthatd | aand d | b

a=2%+3+52+711=46,200
b=2¢32+5%+7+13=204,750

GCD(a, b) = 2Mmin@.D) « 3min(L.2) « 5MIN3) « 7min(L1) + {{Min(L.0) + 13min(0.1)
— GCD(100, 125)

— GCD(17,49)
— GCD(11, 66)
— GCD(13,0)
— GCD(180, 252)

Factoring is expensive! ‘
Can we compute GCD(a,b) without factoring?
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useful GCD fact euclid’s algorithm
If a and b are positive integers, then Repeatedly use the GCD fact to reduce numbers
ged(a, b) = ged(b, a mod b) until you get GCD(x, 0) = x.
GCD(660,126)

Proof:
By definition a = (a div b)-b + (a mod b)
Ifd |aandd | bthend | (a mod b).
Ifd | bandd | (a mod b)thend | a.

euclid’s algorithm

GCD(x, y) = GCD(y, x mod y)

int GCD(int a, int b){ /* a >=b, b > @ */
int tmp;
while (b > @) {
tmp = a % b;
a=b;
b = tmp;
}

return a;

Example: GCD(660, 126)



