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Error Handling
[Section 2.8]
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Errror Handling

◆In com pute r p rog ram m ing , any th ing  that
can go w rong  w ill go w rong
◆ Inva lid  user inpu t
◆ M isunderstand ings be tween p rogram m ers
◆ B ad p rogram m ers…

◆N eed  to  recove r g racefu lly from  e rrors
◆H e lps w ith  unde rstand ing p rogram
◆H e lps w ith  debugg ing  and  m a in tenance
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Assertions

◆A n assum ption about program  sta te ,
typ ically
◆ A t function  en try  and  ex it
◆ A t the  beg inning  o f a  loop  ite ra tion

◆Tw o sty les of asse rtions
◆ E xecutab le  s ta tem ents
◆ C om m ents

◆H e lps to reason about program  and
provide erro r-check ing a t runtim e 6/24/98 &6(�����6XPPHU����� 52

Preconditions and Postconditions

◆P recondition:  A  cond ition  assum ed  true at
the  en try  to  a function

◆P ostcond ition :  A  cond ition  guaranteed
true  a t the end  of a function ’s execu tion

◆E xam p le :  double sqrt(double x) function
◆ precond ition :  x >= 0
◆ postcond ition :  re tu rns r such  tha t r*r is

equa l to  x
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Checking Preconditions

◆W ho is  responsible  fo r check ing
p recond itions?

◆E xam p le :  A verage  o f a  list of num bers

◆B ut w hat happens if len  <=  0?
double average( int num[], int len );double average( int num[], int len );
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Option 1:  Assume Input OK

// PRE: len > 0

// POST: Returns average of

//       nums[0]..nums[len-1]

double average(int nums[], int len)

{

int sum = 0;

for (int j = 0; j < len; j++)

sum = sum + nums[j];

return ((double) sum / (double) len);

}

// PRE: len > 0

// POST: Returns average of

//       nums[0]..nums[len-1]

double average(int nums[], int len)

{

int sum = 0;

for (int j = 0; j < len; j++)

sum = sum + nums[j];

return ((double) sum / (double) len);

}
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Option 2:  Return Safe Value

◆If inpu t bad , re tu rn a  “safe ” value
◆A llow  fo r bad inputs in specifica tion

double average(int nums[], int len)
{

if( len <= 0 ) 
return 0;

int sum = 0;
for (int j = 0; j < len; j++)

sum = sum + nums[j];
return ((double) sum / (double) len);

}

double average(int nums[], int len)
{

if( len <= 0 ) 
return 0;

int sum = 0;
for (int j = 0; j < len; j++)

sum = sum + nums[j];
return ((double) sum / (double) len);

}
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Option 3:  Check and Exit

#include <stdlib.h>
#include <iostream.h>

double average(int nums[], int len)
{

if (len <= 0) {
cerr << “Average: len <= 0” << endl;
exit(1);  // exit with error status

}

int sum = 0;
for (int j=0; j<len; j++)

sum = sum + nums[j];
return ((double) sum / (double) len);

}

#include <stdlib.h>
#include <iostream.h>

double average(int nums[], int len)
{

if (len <= 0) {
cerr << “Average: len <= 0” << endl;
exit(1);  // exit with error status

}

int sum = 0;
for (int j=0; j<len; j++)

sum = sum + nums[j];
return ((double) sum / (double) len);

}
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Option 4:  The assert Macro

#include <assert.h>

double average(int nums[], int len)
{
 assert(len > 0);

int sum = 0;
for (int j = 0; j < len; ++j)
sum = sum + nums[j];
return ((double) sum / (double) len);

}

#include <assert.h>

double average(int nums[], int len)
{
 assert(len > 0);

int sum = 0;
for (int j = 0; j < len; ++j)
sum = sum + nums[j];
return ((double) sum / (double) len);

}
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Using assert

◆If an e rro r occu rs , p rog ram  exits, printing :

◆C an turn  o ff assertions  once  code is
debugged
◆ P ut #define NDEBUG be fo re
#include <assert.h>

Assertion failed: len > 0
file main.cpp, line 23

Assertion failed: len > 0
file main.cpp, line 23
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Option 5:  Status Flag

◆C lient m ust test for an  erro r a fte r a ca ll

double average(int nums[], int len, bool &error)
{

if (len <= 0) {
error = true;
return 0;

}
error = false;
int sum = 0;
for (int j = 0; j < len; j++)

sum = sum + nums[j];
return ((double) sum / (double) len)

} 

double average(int nums[], int len, bool &error)
{

if (len <= 0) {
error = true;
return 0;

}
error = false;
int sum = 0;
for (int j = 0; j < len; j++)

sum = sum + nums[j];
return ((double) sum / (double) len)

} 
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Option 6:  Exceptions

◆ E xceptions a re  an  advanced and  e legan t
techn ique  for dea ling  w ith  e rro rs
◆ C lien t doesn ’t che ck  fo r e rrors  a t e ach  ca ll, bu t w rite s

som e code  that ha nd les th e  error

◆ Errors in  prog ram  ca use  exceptions  to  b e ra ised
● T he  erro r-ha nd ling  fun ctio n ge ts  ca lled  au to m atic ally

◆ F ound in  m any p rogram m ing  languages
◆ hea vily  used in  Ja va

◆ W on’t be  taugh t in  143
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Error Handling Summary (I)

◆ A ssertions a re use fu l for docum enting
assum ptions m ade in  code
◆ Assertions  can be  in  com m ents  or co de
◆ U se assert m acro  from  #include <assert.h> fo r

exp lic it checking

◆ U se co m m en ts in  .h  file  to  he lp  c lien ts  do th e  r igh t
th ing
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Error Handling Summary (II)

◆ W e looked  a t 6  techn iques fo r check ing
precond itions
◆ s im ila r te chn iqu es can b e used fo r o ther typ es o f

error hand ling

◆ E xp lic it e rro r-check ing  can  be  cum bersom e
◆ Bu t w hen use d in te llig ently, it ca n sa ve a  lo t  o f tim e

and  fru stra tion

◆It pays to p rog ram  defensive ly
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Use assert() to Aid Debugging

◆ U se assert libe ra lly  in  the  p rogram m ing
pro jects
◆ T es t preco nd ition s w he n prac tica l (" firew alling")

◆ T es t invaria n ts a nd po stcond itions  w hen rea son ab le

◆ G race fu l user- leve l e rro r hand ling  be tte r than
aborting  w ith  an  assertion  fa ilu re

◆ D on’t worry  too  m uch  abou t the  overhead
◆ T hin k o f you r p ro gra m s  as s til l in  d ebug m ode, eve n

w he n turned in .

◆ It is po ss ib le  to  d isab le  assertion  che ck ing  in
"p rod uct ion"  co de.


