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Simplifying andlsolatingFailure-Inducinginput

AndreasZeller, MembeyIEEE ComputerSociety andRalf Hildebrandt

Abstract—Given sometestcase a program fails. Which circumstanceof
the testcaseareresponsiblefor the particular failur e? The DeltaDebugging
algorithm generalizesand simplifies somefailing test caseto a minimaltest
casethat still producesthe failur e; it alsoisolatesthe differencebetweena
passingand a failing testcase.

In a casestudy, the Mozilla web browser crashedafter 95 user actions.
Our prototype implementation automatically simplified the input to 3 rel-
evant user actions. Lik ewise,it simplified 896lines of HTML to the single
line that causedthe failure. The casestudy required 139 automated test
runs, or 35minuteson a 500MHz PC.

Index Terms—automateddebugging, debugging aids, testingtools, com-
binatorial testing, diagnostics,tracing.

|. INTRODUCTION

Oftenpeoplewhoencounteia bug spenda lot of time
investigatingwhich changesto theinputfile will male the bug
go awayandwhich changeswill not affectit.

— RichardStallman,UsingandPortingGNu cC

F you browse the Web with Netscape6, you actually use

a variant of Mozilla, Netscapes open sourceweb browser
project[1]. Asaworkin progressith big exposuretheMozilla
projectrecevesseveral dozensof bug reportsa day. The first
stepin processing@ry bug reportis simplification,thatis, elim-
inating all detailsthat areirrelevant for producingthe failure.
Sucha simplified bug reportnot only facilitatesdehugging,but
it alsosubsumeseveral otherbug reportsthatonly differ in ir-
relevantdetails.

In July 1999,Bugzilla,the Mozilla bug databasedjsted more
than3700openbug reports—lug reportsthatwerenot evensim-
plified. With this queuegrowing further, the Mozilla engi-
neers'facedmminentdoom”[2]. Overwhelmedvith work, the
Netscaperoductmanagersentout the Mozilla BugAThoncall
for voluntees [2]: peoplewho would help processug reports.
For 5 bug reportssimplified,a volunteerwould beinvited to the
launchparty; 20 bugswould earnheror him a T-shirt signedby
the gratefulengineers!'Simplifying” meant:turningthesebug
reportsinto minimal test cases whereevery part of the input
would be significantin reproducinghefailure.

As anexample,consideitheHTML inputin Figurel. Loading
this HTML pageinto Mozilla and printing it causesa segmen-
tation fault. Someavherein this HTML input is somethingthat
makesMozilla fail—but where?If we wereNetscapegrogram-
mers,whatwe wantedhereis the simplestHTML pagethat still
produceghefailure.

Decomposingpecificbug reportsinto simpletestcasesloes
nottroubleonly theMozilla engineersTheproblemarisesrom
generallyconflictingissues:
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« A bug report shouldbe as specificas possible,suchthat the
engineercanrecreatdhe context in which the programfailed.

« Ontheotherhand,atestcaseshouldbeassimpleaspossible,
becaus@a minimal testcaseémpliesa mostgeneralkontext.
Thus,a minimal testcasenot only allows for shortproblemde-
scriptionsand valuableprobleminsights,but it alsosubsumes
severalcurrentandfuture bug reports.

Thestriking thing abouttestcasesimplificationis thatno one
sofar hasthoughtto automatethis task. Severaltextbooksand
guidesaboutdehuggingareavailablethattell how to usebinary
searchin orderto isolatethe problem—based@n the assump-
tion thattestsarecarriedout manually too. With anautomated
test,however, we canautomatethis simplificationof testcases,
andwe canautomaticallyisolatethe differencethat causeshe
failure.

Simplificationof testcases.Our minimizing delta delugging
algorithm ddminis fed with a failing test case,which it sim-
plifies by successie testing. It stopswhena minimaltestcase
is reachedwhereremoving ary singleinput entity would cause
thefailureto disappear

As an analogonfrom the real world, considera flight test: an
air planecrashesa few secondsafter taking off. By repeating
the situationover andover againunderchangedtircumstances,
we can find out what is relevant and what not. For instance,
we may leave away the passengeseatsandfind thatthe plane
still crashes.We may leave away the coffee machineand the
planestill crashes. Eventually only the relevant “simplified”
skeletonremains,including a testpilot, the wings, the runway;,
thefuel, andthe engines.Eachpart of this skeletonis relevant
for reproducinghe crash.

In therealworld, no onewith a sanemind would considersuch
a way to simplify the circumstance®f testflights. However,
for simulationsof flight tests,or, more generally for arbitrary
computelprogramssuchanapproacttomesatafarlessercost.
The costmaybesolow thatwe caneasilyusealargeamountof
testsjustto simplify atestcase.

Figure 2 sketcheshow the ddmin procedureminimizesa test
case:Startingwith the HTML inputin Figure 1, theddminalgo-
rithm simplifiestheinput by testingsubsetsvith removedchar
acters(shovn in grey): Thetestfails (O) if Mozilla crasheon
thegiventestcaseandpassegl]) otherwise After 57 tests the
original 896-lineHTML input is reducecdto the minimal failing
testcase<SELECT=>! Eachcharactetin the minimal failing
testcaseis relevantfor producingthefailure.
Isolatingfailure-inducingdifferences.In the casewhereapass-
ing testcaseexistsaswell, it is generallymoreefficient to iso-
latethefailure-inducingdifferencebetweerafailing andapass-
ing testcase. This is what the generl Delta Debugging algo-
rithm dd does.dd is a generalizatiorof ddmin

Again, asan analogon take the flight testexample. Now, we
try to isolate the differencebetweenthe crashand a working

1sectionlV-B hasmoredetailson this example.



<td align=left valign=top>

<SELECT NAME="op.sys" MULTIPLE SIZE=7>

<OPTION VALUE="AII">All<OPTION VALUE="Windows 3.1">Windows
98">Windows

System 7.6.1">Mac  System 7.6.1<OPTION VALUE="Mac System 8.0">Mac
8.5<OPTION VALUE="Mac System 8.6">Mac
X<OPTION VALUE="Linux">Linux<OPTION

System 8.6<OPTION VALUE="Mac System 9.x">Mac
VALUE="BSDI">BSDI<OPTION VALUE="FreeBSD">FreeBSD<OPTION VALUE="NetBSD">NetBSD<OPTION
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3.1<OPTION VALUE="Windows 95">Windows 95<OPTION VALUE="Windows
98<OPTION VALUE="Windows ME">Windows ME<OPTIONVALUE="Windows 2000">Windows
NT">Windows NT<OPTION VALUE="Mac System 7">Mac System 7<OPTION VALUE="Mac System 7.5">Mac

2000<OPTION VALUE="Windows

System 7.5<OPTION VALUE="Mac
System 8.0<OPTION VALUE="Mac System 8.5">Mac System
System 9.x<OPTION VALUE="MacOS X">MacOS

VALUE="OpenBSD">0OpenBSD<OPTIONVALUE="AIX">AIX<OPTION VALUE="BeOS">BeOS<OPTIONVALUE="HP-UX">HP-UX<OPTION

VALUE="IRIX">IRIX<OPTION  VALUE="Neutrino">Neutrino<OPTION
VALUE="OSF/1">0OSF/1<OPTION VALUE="Solaris">Solaris<OPTION
</td>

<td align=left valign=top>

<SELECT NAME="priority" MULTIPLE SIZE=7>

<OPTION VALUE="--">--<OPTION
VALUE="P5">P5</SELECT>
</td>

<td align=left valign=top>
<SELECT NAME="bug_severity" MULTIPLE SIZE=7>
<OPTION VALUE="blocker">blocker<OPTION
VALUE="normal">normal<OPTION VALUE="minor">minor<OPTION
</tr>

</table>

VALUE="critical">critical<OPTION
VALUE="trivial">trivial<OPTION

VALUE="OpenVMS">0penVMS<OPTIONVALUE="0S/2">0S/2<OPTION
VALUE="SunOS">SunOS<OPTION VALUE="other">other</SELECT>

VALUE="P1">P1<OPTION VALUE="P2">P2<OPTION VALUE="P3">P3<OPTION VALUE="P4">P4<OPTION

VALUE="major">major<OPTION
VALUE="enhancement">enhancement</SELECT>

Fig. 1. PrintingthisHTML pagemakesMozilla crash(excerpt)

<SELECT_NAME="priority" MJLTI PLE_SI ZE=7>
<SELECT_NAME="priori ty" _MJLTI PLE_SI ZE=7>
<SELECT_NAME="priority" _MULTIPLE_SIZE=7>
<SELECT_NAME="priority" MILTIPLE_SI ZE=7>
<SELECT_NAME="priori ~ ty"_MJLTI PLE_SI ZE=7>
<SELECT,_NAME="priority" _MULTIPLE_SI ZE=7>
<SELECT,_NAME="priority" MULTIPLE_SIZE=T7>
<SELECT_NAME="priority" MULTIPLE_SI ZE=7>
<SELECT_NAME="priority" MULTIPLE_SI ZE=7>
<SELECT_NAME="priority" MULTIPLE_SI ZE=7>
<SELECT,_NAME="priority" MULTIPLE_SIZE=T7>
<SELECT_NAME="priority" MULTIPLE_SI ZE=7>
<SELECT_NAME="priority" MULTIPLE_SI ZE=7>
<SELECT_NAME="priority" MULTIPLE_SI ZE=7>
<SELECT,_NAME="priority" MULTIPLE_SI ZE=7>
<SELECT,_NAME="priority" MULTIPLE_SI ZE=7>
<SELECT,_NAME="priority" MULTIPLE_SIZE =7>

=~ MULTIPLE_SIZE=7>
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<SELECT_NAME="priority"

<SELECT_NAME="priority" MULTIPLE_SIZE=7>
<SELECT_NAME="priority" MULTIPLE_SIZE=7>
<SELECT_NAME="priority" MULTIPLE_SIZE=7>
<SELECT_NAME="priority" MULTIPLE_SIZE=7>
<SELECT_NAME="priority" MULTIPLE_SIZE=7>
<SELECT_NAME="priority" MULTIPLE_SIZE=7>
<SELECT NAME="priority" MULTIPLE_SIZE=7 >
<SELECT NAME="priority"
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Fig. 2. Simplifying failure-inducingHTML input

flight. We mayfind thatif wereplaceheenginef thecrashing
machineby the enginesof a working machine the changedoes
notmatter;consequentlywe find this differenceto beirrelevant.
By reducingdifferencedurtherandfurther, we may eventually
isolatea piece of metal on the runway that is relevant for the
crash—aerythingelsemay staythe same put having this piece
of metalon therunway or not induceswhetherthereis a crash
or aperfectflight.

Again, nobodywantsto crashplanesover andover. Figure3

shavs how dd works on HTML input: Ratherthan only mini-

mizing the failing input, dd also maximizeghe passingHTML

input until a minimal failure-inducingdifferenceis obtained.
In our casethis is the first charactex of the failure-inducing
<SELECT>tag, pinpointedafter only seven tests: This one-
charactedifferencemalkesMozilla fail.

Delta Debugging asa techniquefor simplifying or isolating
failure causeds not limited to HTML input, to characteiinput,
nor to programinput in general: Delta Debugging can be ap-
plied to all circumstanceshat in any way affect the program

2 <SELECT_NAME="priority" MILTIPLE_SI ZE=7> O

4 KISELECT_NAME="priori  ty" _MJLTI PLE_SI ZE=7> O
[EISELECT, NAME="priori
<SELECT_NAME="priori
<SELECT_NAME="priori
<SELECT_NAME="priori
<SELECT_NAME="priority"

ty" MILTI PLE_SI ZE=7> O
ty" _MILTI PLE_SI ZE=7> O
ty" _MILTI PLE_SI ZE=7> O
ty" _MULTI PLE_SI ZE=7> [0

_MULTIPLE_SIZE=7> O

P w oo N

Fig. 3. Isolatinga failure-inducingdifference

execution.DeltaDehuggingis fully automatic:wheneer some
regressiontest fails, an additional Delta Debugging run auto-
matically determineshefailure-inducingcircumstances.

In earlierwork [3], we have shovn how Delta Deluggingis
appliedto isolatefailure-inducingcodechangesopur currentre-
searchincludesapplicationdomaindik efailure-inducinghread
schedule®r failure-inducingprogramstatementsin this paper
however, we will concentraten programinput.

Theremaindeof this papelis organizedasfollows: We begin
with formal definitionsof passingand failing testcases(Sec-
tion I). We first introducethe basicddmin algorithmin Sec-
tion Ill which simplifies failing test cases. The casestudies
(SectionlV) includeccc, Mozilla, andunix utilities subjected
to randomfuzzinput.

In SectionV, we extendddminto dd to isolatethe difference
betweena passingand a failing test case. SectionVI evalu-
atesdd by repeatingthe ccc andfuzz casestudies. Sections
VII andVIll closewith discussion®f relatedandfuture work.

Il. TESTING FOR CHANGE

Softwae featuresthatcan’t be demonstatedby automatedests
simplydon' exist.
—KentBeck, ExtremeProgrammingexplained

In general,we assumethat the executionof a specific pro-
gramis determinedby a numberof circumstancesThesecir-
cumstanceicludethe programcode,datafrom storageor in-
put devices,the programs environment,the specifichardware,
andsoon.

In our context, we areonly interestedn the changeablecir-
cumstances-that is, thosecircumstancesvhosechangemay
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causea differentprogrambehaiour. (In fact,we areevenonly
interestedn thosecircumstanceghatactuallymay causea dif-
ferenttestoutcome.)Thesechangeableircumstancemake up
theprogramsinput(in themostgenerakense)ln theremainder
of this paper “circumstances'will alwaysreferto changeable
circumstances.

A. TheChange that Causes Failure

Let us denotethe set of possibleconfigurationsof circum-
stancedy ". Eachr €~ determines specificprogramrun. Let
usassumeow aspecificrunry € ~ thatfails 2 Typically, we do
not considerall circumstancesf this run asa whole. Instead,
we focus on the differencebetweenr; and somerunrp € ©
thatworks. This differenceis the changewhich causeghefail-
ure,andthe smallerthis changethe betterit qualifiesasfailure
cause.

Formally, the differencebetweerry andr is expressedisa
mappings which changesthe circumstancesf a programrun:

Definition 1 (Change) A changes isamappings : " — . The
setof changesis + = " . Therelevantchangebetweertwo runs
rg,rp € "isachanges € + suhthatd(rp) =rp.

In theremaindeof thispaper$ will alwaysstandfor therele-
vantchangebetweerthetwo givenprogramrunsry andrg. The
exactdefinitionof § andits applicationis, of course specificto
the given problemandits circumstancesin the Mozilla exam-
ple sketchedin Sectionl, applyingd meango expanda trivial
(empty)HTML inputto thefull failure-inducingHT™ML page.

B. Decomposin@hanges

We now assumehattherelevantchange canbedecomposed
into anumberof elementarchangess, .. ., 8. Thisdecompo-
sition of § into individual changes; is problem-specificAs an
example think of aDIFF outputs consistingof severalindividual
changes;, eachaffectinga particularplacein thetext.

Our approactdoesnot suggest specificway of decompos-
ing changesln generalthough,we expectthedecompositiorio
follow thestructureof thechangewhichagainfollowsthestruc-
tureof thecircumstancebeingchangedin theMozilla example
from Sectionl, therearemary waysto decomposéhechanges:
it maybedecomposethto changesaddingsinglecharactersor
changesaddingHTML tags,or changesaddinglines, depending
onwhethemwe seetheinputof beingcomposedrom characters,
tags,or lines. In doubt,anatomicdecomposition—thais, a de-
compositioninto changeghatcanno furtherbe decomposed—
is theway to go.

To express(de-)compositionformally, we write § = 81 o
82 o - - - 0 8p, wherethe compositiors; o §; groupstwo changes
i andé; into alargerwhole:

Definition 2 (Composition of changes) The changecomposi-
tiono : + x + — + isdefinedas(§j 0 §j)(r) = §i ((Sj(r)).

We do notassumaeary particularpropertiesof o. In practice,
o is typically realizedasa union of two changesetss;.

2Readrp andrp as“r-fail” and“r-pass”,respectiely.

C. TestCasesand Tests

To relate programrunsto failures, we needa testingfunc-
tion thattakesa programrun andtestswhetherit produceshe
failure. Accordingto the POsIx 1003.3standardor testingframe-
works[4], we distinguishthreeoutcomes:

« Thetestsucceed$rPass, written hereas(])

« Thetesthasproducedthe failure it wasintendedto capture
(FAIL, written hereas[)

« Thetestproducedindeterminateresults(UNRESOLWED, writ-
tenhereas?).?

Definition 3 (rtest) Thefunctionrtest: © — {0, (I, ?} deter
minesfor a programrun r € ~ whethersomespecificfailure
occurs (O) or not () or whetherthetestis unresolved?).

Axiom 4 (Passingand failing run) rtest(rp) = 00 andrtest(rp) =
O hold.

In the remainderof this paper we shall considernot only
ro andrg, but alsoseveralrunsthatarethe productof changes
beingappliedto r;. For corveniencewe identify eachrun by
the setof changesbeingappliedto ry. Thatis, we definecy
asthe emptysetc; = ¢ which identifiesry (no changesap-
plied). The setof all changes; = {41, 82, - .., én} identifies
ro=(810820--08n)(ry).

We call the subset®f ¢, testcases:

Definition 5 (Testcase) A subset C ¢ is calleda testcase.

Testcasesarerelatedto programruns by meansof the test
function, which appliesthe setof changedo r, andteststhe
resultingrun.

Definition 6 (test) The functiontest : 2°0 — {(0,0,?} is
definedas follows: Let ¢ € c; be a testcasewith ¢ =
{81, 82,...,8n}. Then,tes(c) = rtes{(§1 0820 0 8n)(rn))
holds?#

UsingAxiom 4, wecandeduceheresultsof tesic; ) andtesicy):
Corollary 7 (Passingand failing testcase) Thefollowingholds:

tesi{co)=tes(y) =0
tesi(cn) = tes{{31, 2. ..

(“passingtestcase”) and
.,8n}) =0 (“failing testcase”).

I1l. MINIMIZING TEST CASES

Proceedby binary seach. Throw awayhalf theinput and seeif
theoutputis still wrong; if not, go bad to the previousstate
anddiscad the otherhalf of theinput.

—Brian KernighanandRob Pike,
The Practiceof Programming

Let usnow modelour initial scenarioWe have atestcasec
thatworksfine andatestcasec thatfails. Letusassumehatc,
standsfor sometrivial programrun (suchasa run on anempty
input). Then,minimizing the differencebetweenc; andc be-
comesminimizingc; itself—thatis, simplificationof c..

3pPOsIX 1003.3alsolists UNTESTEDand UNSUPPORED outcomeswhich are
of norelevancehere.

4To male the applicationof changesetsunambiguoustestmustsortthe ap-
plied changes in somecanonicalway.
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A. Minimal TestCases

A testcasec C c; beinga minimum meansthatthereis no
smallersubsebf ¢y thatcauseghetestto fail. Formally:

Definition 8 (Global minimum) A setc C ¢ is called the
globalminimumof c; if ¥¢' € ¢y - (I¢] < [c] = testc) # D)
holds.

In practice,this would be nice to have, but it is practically
impossibleto compute:Relying on testaloneto determinethe
global minimum of ¢; requirestestingall 2/ subsetof ¢,
which obviously hasexponentialcompleity.®

Resortingto the idea of a local minimumhelpsa little. We
call atestcaseminimalif noneof its subsetxauseshe testto
fail. Thatis, if atestcasec is minimal, there may be some
othertestcasethatis evensmaller(i.e. a global minimum), but
atleastwe know thateachelemenf c is relevantin producing
thefailure—nothingcanberemoredwithout makingthefailure
disappear

Definition 9 (Local minimum) A testcasec C cg is a local
minimumof ¢; or minimalif ¥c¢' C c- (tes(c’) # 0) holds.

This is whatwe want: a failing testcasewhoseelementsare
all significant.However, determiningthata testcasec is alocal
minimumstill requires2!® — 2 tests.

What we candetermine however, is an approximatiorn—for
instance a testcasewhereremaoving a small setof changeds
still significantin producingthe failure, but we do not check
whetherremoving several changesat oncemight make the test
caseeven smaller Formally, we define this property as n-
minimality: removing ary combinationof up to n changes
causeghe failure to disappear If c is |c|-minimal, thenc is
minimal in the senseof Definition 9.

Theapproximatiorwhichinterestaismostis 1-minimality. A
failing testcasec composef |c| changesvould be 1-minimal
if removing ary singlechangewould causehefailureto disap-
pear While removing two or morechangesat oncemay result
in anevensmalley still failing testcase every singlechangeon
its own is significantin reproducingthefailure.

Definition 10 (n-minimal testcase) A testcasec < c; is n-
minimalif V¢’ c ¢c-|c|—|c| < n = (tes(c’) #+ D) holds.
Consequentlyc is 1-minimalif V& € c - tes{c — {8;}) # O
holds.

1-minimalityis whatwe shouldbeaimingat. However, given,
say afailure-inducingnputof 100,000ines,we cannotsimply
remove eachindividual line in orderto minimizeit. Thus,we
needan effective algorithmto reduceour testcaseefficiently.

B. A MinimizingAlgorithm

Whatdohumangloin orderto minimizetestcases®nepos-
sibility: they usebinary seach. If c; containsonly onechange,
thencg is minimal by definition. Otherwisewe partition c; into

5To bepreciseCorollary7 tells ustheresultsof tes{@) andtestcn), suchthat
only 2I°0! — 2 subsetsieedto be tested put this doesnot helpmuch.

Step | Testcase test
11a1|2 2 3 4 . . . .| ?
2| Az 5 6 7 8| O
31 A1 . . . . 5 6 . . O
4 1 A . . . . . . 7T 8| 0O
5/A . . . . . .7 0 Done
Result 4

Fig. 4. Quickminimizationof testcases

two subsetsA1 and A, with similar sizeandtesteachof them.
This givesusthreepossibleoutcomes:

Reducdo A;. Thetestof Aj fails—Aj is asmallertestcase®

Reducdo A;. TestingA1 doesnot fail, but testing A, fails—
A is asmallertestcase.

Ignorance Both testspass,or areunresohed—neitherA; nor
A» qualify aspossiblesimplifications.

In the first two caseswe cansimply continuethe searchin
thefailing subsetasillustratedin Figure4. Eachline of thedia-
gramshows a configuration.A number standgor anincluded
change$;; adot standsfor anexcludedchange Change? is the
minimal failing testcase—andt is isolatedin justafew steps.

Givensufiicient knowledgeaboutthe natureof ourinput, we
cancertainlypartitionary testcaseinto two subsetsuchthatat
leastone of themfails the test. But whatif this knowledgeis
insufficient, or not presentatall?

Let us begin with the worst case: after splitting up c¢; into
subsetsall testspassor areunresohed—ignorancés complete.
All weknow is thatcy asawholeis failing. How doweincrease
our chance®f gettingafailing subset?

« By testinglarger subsetof c;, we increasethe chancedhat
the testfails—thedifferencefrom c; is smaller On the other
hand,a smallerdifferencemeans slower progression—théest
caseis not halved, but reducecby a smalleramount.

« By testingsmallersubsetof ¢, we geta fasterprogression
in casethetestfails. Ontheotherhandthechanceshatthetest
failsaresmaller

Thesespecificmethodscan be combinedby partitioning ¢,
into a larger numberof subsetsaandtestingeach(small) A; as
well asits (large)complemen¥; = ¢; — Aj—until eachsubset
containsonly onechangewhich givesusthebestchanceto get
a failing testcase. The disadwantage,of course,is that more
subsetsneansnoretesting.

This is what can happen. Let n be the numberof subsets
A1, ..., Ap. TestingeachA; andits complemen¥; = c;— A,
we have four possibleoutcomegFigureb):

Reducdo subset.If testingarny A; fails, then A; is a smaller
testcase.ContinuereducingA; with n = 2 subsets.

This reductionrule resultsin a classical“divide and conquer”
approachlf onecanidentify a smallerpartof thetestcasethat
is failure-inducingon its own, thenthis rule helpsin narraving
down thetestcaseefficiently.

Reducdo complementlf testingary Vi = ¢; — A fails, then
V; is asmallertestcase.ContinuereducingV; with n — 1 sub-
sets.

6SinceAl and A, have similar size,thereis no needfor testingA, aswell if
testingA4 alreadyfails.
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Minimizing Delta Debugging Algorithm

Let testandc begivensuchthattes{@) = 0 A test{cy) = O hold.
Thegoalis to find ¢/, = ddmin(cy) suchthatc’, C cq, tes{(c)) = 0, andc/, is 1-minimal.
TheminimizingDelta Delugging algorithmddmin(c) is

ddmincy) = ddmirp(cy, 2) where
ddminp(Aj, 2) if 3i € {1,...,n}-tes{A;) = O (“reduceto subset”)
ddming(Vi ,max(n — 1, 2)) elseif 3i € {1,...,n}-tes(V;) = O (“reduceto complement”)

ddmirp(c’m, min(|c}|, 2n)) elseif n < |c}| (“increasegranularity”)
c/ otherwise(“*done”).

ddmirp(c/, n) =

whereV; = ¢, — Aj, ¢, = A1UA2U---U Ay, all Aj arepairwisedisjoint,andvA; - |Aj| =~ |c;|/n holds.
Therecursioninvariant(andthusprecondition)for ddmirp is test(c,) = O A n < |c]j|.

Fig.5. Minimizing DeltaDebuggingalgorithm

Step | Testcase

test
1| A=V |1 2 3 4 . . . .|? TestingA1, A2
2| Apo=V1|. . . . 5 6 7 8|7? = Increasegranularity
3 A1 1 2 . . ? TestingA1, ..., Ag
4 Az .. 3 4 . . O
5 A3 . . . . 56 . .|O
6 Ay .. .. . . 7 8|7
7 Vi . .. 3 45 6 7 8|7 Testingcomplements
8 V2 1 2 5 6 7 8|0 = Reduceo ¢/, = Vy; continuewithn = 3
9 A1 12 . . . . ?F  TestingAs1, Az, As
10 Ao . . . . b @6 O* * sametestcarriedoutin anearlierstep
11 A3 . 7 8|7
12 Vi 5 6 7 8|7 Testingcomplements
13 Vo 1 2 . 7 8|0 = Reducdoc] = Vy; continuewithn =2
14 Aq=V2 |1 2 ?F  TestingA1, A
15| Ao =Vq 7 8| ? = Increasgyranularity
16 A1 1 ? TestingA1, ..., Ag
17 Az 2 O
18 A3 . 7 ?
19 Ag . 8|7
20 Vi 2 7 8|7 Testingcomplements
21 V2 1 . 7 8|0 = Reduceo ¢/, = Vy; continuewithn = 3
22 A1 1 ?°  TestingAy, ..., As
23 Ao 7 ?*
24 A3 . 8|7
25 Vi 7 8|7 Testingcomplements
26 \%) 1 . 8|7
27 V3 T . . . . .7 |7 Done
Result T . . . . . 7 8

Fig. 6. Minimizing atestcasewith increasinggranularity

Why do we continuewith n — 1 andnottwo subsetdiere?Be- teststhatalreadyhave beenrun, thenext new testwould beone
causdhegranularitystaysthesame:Splitting V; inton— 1 sub- of the complements/;—we’d simply continueremoving small
setsmeanghatthe subsetof V; areidenticalto thesubsetsA; chunks.

of c;. Every subsebf ¢, eventuallygetstested. If we continuedwith two subseténsteadwe would have to work
As an example,assumen = 32 and V3 fails. If we continue ourway down with n = 2,4, 8, ... until theinitial granularity
with n = 31, the recursve ddmincall splits Vg inton = 31 of n = 32isreachedgain.

subsets. The subsetsA; to Azg have alreadybeentestedbe- Increasegranularity. Otherwise (that is, no test failed), try
fore. If we realizethe testfunction suchthatit keepstrack of againwith 2n subsets.(Should2n > |cg| hold, try againwith
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|co| subsetsnstead,eachcontainingone change.)This results
in atmosttwice asmary tests but increaseshancedor failure.

Done The procesds repeateduntil granularitycanno longer
be increasedthatis, the next n would be largerthan|cg]). In

this case,we have alreadytried removing every single change
individually without further failures: the resultingchangesetis

minimal.

As an example, considerFigure 6, where the minimal test
caseconsistsof the changedl, 7, and8. Any testcasethatin-
cludesonly a subsetof thesechangegesultsin an unresolhed
testoutcome;a test casethat includesnone of thesechanges
passeshetest.

We beagin with partitioning the total set of changesn two
halves—hut none of them passeghe test. We continuewith
granularityincreasedo 4 subsetgStep3—6). Whentestingthe
complementsthe set V; fails, thusremoving changes3 and4.
We continuewith splitting V2 into threesubsetsThe next three
tests(Steps9—-11)have alreadybeencarriedoutandneednot be
repeatedmarkedwith *). WhentestingV, (Step13), changes
5 and 6 canbe eliminated. We increasegranularityto 4 sub-
setsandtesteach(Stepsl6—19),beforethelastcomplement,
(Step21) eliminateschange2. Only changed, 7,and8 remain;
Steps25-27show thatnoneof thesechangeganbeeliminated.
To minimize this testcase,a total of 19 differenttestswasre-
quired.

C. Propertiesof ddmin

We closewith someformal propertiesof ddmin First,ddmin
eventuallyreturnsa 1-minimaltestcase:

Proposition 11 (ddmin minimizes) For anyc < c¢p, ddmin(c)
is 1-minimal in the senseof definition 10. Proof: Ac-
cording to theddmindefinition(Figure 5), ddmin(c’,) returnsc,
onlyif n > |c}| andtes(V;) # Ofor all Ag,..., Ay whee
Vi = ¢, — Aj. If n > |c]|, then|Aj| = 1and|Vi| = |c| — 1.
Sinceall subsetsof ¢ C ¢ with |c}| — |c'| = 1 arein
{V1, ..., Vn} andtes(V;) # Ofor all V;, theconditionof defi-
nition 10 appliesandc is 1-minimal. ]

In theworstcaseddmintakes|cy|? + 3|c,| tests:

Proposition 12 (ddmin complexity, worst case) Thenumberof
testscarried out by ddmin(cy) is |c5|2 + 3|cg| in theworst case
Proof: Theworst casecan be dividedinto two phases:First,
every testhas an unresolvedresultuntil we havea maximum
granularity of n = |cg|; then,testingonly the last complement
resultsin afailure until n = 2 holds.

« In thefirst phase every testhas an unresolvedresult. This
resultsin a re-invocationof ddmirp with a doublednumberof
subsetsuntil |Aj| = 1 holds. Thenumberof teststo be carried
OUtiS 2+ 4+8+- - -+ 2/cy| = 2Jco| + ool + 1P + 1%l 4. =
4|cql.

« In the secondphase the worst caseis that testing the last
complemen¥,, fails; consequentlyddmirp is re-invoked with
ddmin(Vp, |cg| — 1). Thisresultsin |cg| — 1 calls of ddmin
with twotestspercall, or 2(Jcg] — 1) + 2(|co] —2) +---+ 2=
244464 +2(co| — 1) = [cal(eal — 1) = [cal? — cq
tests.

Theoverall numberof testsis thus4|c| + |co|2 — |ca| = |co|2 +
3|cy). [ ]

In practice,however, it is unlikely that an n-characteiinput
requiresn® + 3n tests.The“divide andconquer’rule of ddmin
takescareof quickly narraving down failure-inducingpartsof
theinput:

Proposition 13 (ddmin complexity, bestcase) If there is only
one failure-inducingchange Aj € ¢, and all testcasesthat
include A; causea failure as well, thenthe numberof testst
is limited by t < 2log,(|cq)). Proof: Under the given
conditions,the testof either initial subsetA; or A, will fail;
n = 2 alwaysholds. Thus,the overall compleity is that of a
binary seach. |

Whetherthis “best case” efficiency appliesdependson our
ability to breakdown theinputinto smallerchunksthatresultin
determinedor better:failing) testoutcomes Consequentlythe
more knowledgeaboutthe structureof the input we have, the
betterwe canidentify possiblyfailure-inducingsubsetsandthe
betteris the overall performanceof ddmin

The surprisingthing, however, is that even with no knowl-
edge aboutthe input structuee at all, the ddminalgorithmhas
sufficient performance—aeastin the casestudieswe have ex-
amined.Thisis illustratedin thefollowing section.

IV. CASE STUDIES

Whenyou'vecutawayasmud HTML, CSS andJavaScriptas
youcan,and cuttingawayany more causeghe bugto
disappearyou’redone

— Mozilla BugAThoncall

Letusnow turnto somereal-life failuresandsimplify failure-
inducinginput. We discussxamplesfrom the GNu C compiler,
Mozilla, andvariousunix utilities subjectedo randomfuzzin-
put.

A. GCCgetsa Fatal Signal

The C programin Figure7 not only demonstratesomepar
ticular nasty aspectsof the language,it also causesthe GNU
C compiler(ccc) to crash—ateast,whenusingversion2.95.2
on Intel-Linux with optimizationenabled.

Beforecrashinggccgrabsall availablememoryfor its stack,
suchthatotherprocessemayrunoutof resourcesinddie.” The
latter canbe preventedby limiting the stackmemoryavailable
to GCc, but the effectremains:

$ (ulimt -H-s 256; gcc -0 bug.c)
gcc:  Internal compiler  error:
program ccl got fatal

signal 11

$

The Gcc error messagdand the resultingcore dump) help
GCC maintainersonly; as ordinary users,we must now nar
row down the failure-inducinginput in bug.c —andminimize
bug.c in ordertofile in abug report.

"The authordeniesary liability for damagecausedy repeatingthis experi-
ment.
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#defineSIZE 20

doublemult(doubleZ], int n)
{
inti, j;
i = 0;
for(j=0;j < n; j+4){
=i+ ]+ 1
Zi] = 4i] * (0] + 1.0);
}

returnznl;

}

void copy(doubleto[], doublefronT], int coun)
{
intn=(count+ 7)/8;
switch (count% 8) do {

case0: *to++ = *fromt+;
case’: *to++ = *fromt+;
caseb: *to++ = *fromt+;
caseb: *to++ = *fromt+;
cased: *to++ = *fromt+;
case3: *to++ = *fromt+;
case2: *to++ = *fromt+;
casel: *to++ = *fromt+;

} while (— —n > 0);
returnmult(to, 2);
1

int main(int argc, char*arg\(])

{
doublex[SIZE], y[SIZE];

double*px = x;

while (px < x + SIZE)
*pxt++ = (pX — X) * (SIZE + 1.0);

returncopy(y, X, SIZE);

Fig. 7. Thebug.c programthatcrashessNU CC

In thecaseof Gcc, thepassingprogranrunis theemptyinput.
For the sale of simplicity, we modeleda change astheinsertion
of a singlecharacter This meanghat
e Iy iSrunningGccwith anemptyinput
« 'y meangunningGccwith bug.c
« eachchangss; insertsthei-th characteof bug.c
« partitioningcy; meangartitioningtheinputinto parts.

No specialeffort was madeto exploit syntacticor semantic
knowledgeaboutC programsgonsequentlywve expectedalarge
numberof testcasedo beinvalid C programs.

Tominimizebug.c , weimplementedheddminalgorithmof
Figure5 into our wyNOT prototypé€. Thetestprocedurevould
createtheappropriatesubsebf bug.c , feedit to ccg, returnd
iff Gcchadcrashedand otherwise . Theresultsof thiswyNOT
runareshaowvn in Figure8.

After the first two tests, wyNOT has already reducedthe

8WYNOT = “Worked YesterdayNOt Today”

temin log

1000 |
bug.c

input size

X_X—X—W

100

200 300 400

tests executed

500 600 700 800

Fig. 8. Minimizing GCCinputbug.c

—ffloat-stoe —fno-default-inline —fno-deferpop
—fforce-mem —fforce-addr —fomit-frame-pointer
—fno-inline —finline-functions —fkeep-inline-funttons

—ffast-math
—fcse-follow-jumps
—frerun-loop-opt
—fschedule-insns
—fdata-sections
—funroll-all-loops
—fno-peephole

—fno-function-cse
—fthread-jumps
—frerun-cse-aftetoop
—fexpensive-optimizatien
—ffunction-sections
—funroll-loops
—freduce-all-givs

—fkeep-static-consts
—fstrength-educe
—fcse-skip-bloks
—fgcse
—fschedule-insns2
—fcaller-saves
—fmove-all-mwables
—fstrict-aliasing
TABLE |
GCCOPTIMIZATION OPTIONS

input size from 755 charactersto 377 and 188 characters,
respectiely—thetestcasenow only containghe mult function.
Reducingmult, however, takestime: only after 731 moretests
(and 34 seconds) do we get a test casethat can not be mini-
mizedary further. Only 77 charactersireleft:

t(doublez[],int n){inti,j;forG){i =1 + j + 1;Z[i] = Z[i] *
(Z[0] + 0);}returnz[n];}

This testcaseis 1-minimal—nosingle charactercanbe re-
moved without remaoving the failure. Even every singlesuper
fluouswhitespacéasbeenremoved,andthefunctionnamehas
shrunkfrom mult to a singlet. (At least,we now know that
neitherwhitespacenor functionnamewerefailure-inducing!)

Figure9 shavs anexcerptof the DeltaDelugginglog: From
“Z[0]” to “return”, we seehow the ddminalgorithmtriesto re-
move every singlechangg= characterjn orderto minimizethe
inputevenfurther—but eachtestresultsin asyntacticallyinvalid
program.

As Gcc users,we cannaw file in the one-linerasa minimal
bug report. But wherein ccc doesthe failure actually occur?
Wealreadyknow thatthefailureis associatedvith optimization:
If we removethe-O optionto turn off optimization,the failure
disappearsCouldit be possibleto keepoptimizationturnedon,
but to influenceit in away thatthefailure disappears?

The Gcc documentationists 31 optionsthat canbe usedto
influenceoptimizationon Linux, shavn in Tablel. It turnsout
thatapplyingall of theseoptionscauseshefailureto disappear:

9AIl timesweremeasurednaLinux PCwith a500MHz Pentiumill proces-
sor Thetime givenis the CPU usertime of our WYNOT prototypeasmeasured
by theUNIX kernel;it includesall spavnedchild processeéuchastheGCCrun
in this example).
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714 t (double z[],int n){int i,j;for(;;){i=i++1;z[i]=z[i]*(z[0]+0);}return z[n];} ?
714 t (doubl e z[],int n){int i,j;for(;;){i=i++1;z[i]=z[i]*(z[0]+0);}return z[n];} ?
715 t (doubl e z[],int n){int i,j;for(;;){i=i+ +1;z[i]=z[i]*(z[0]+0);}return z[n];} ?
716 t (double z[],int n){int i,j;for(;;){i=i+ +1;z[i]=z[i]*(z[O0]+0);}return z[n];} ?
717 t (double z[],int n){int i,j;for(;;){i=i+ +1;z[i]=z[i]*(z[0] +0);}return z[n];} ?
718 t (double z[],int n){int i,j;for(;;){i=i+ +1;z[i]=z[i]*(z[0]+0);}return z[n];} ?
719 t (double z[],int n){int i,j;for(;;){i=i++1;z[i]=z[i]*(z[0]+0);}return z[n];} ?
720 t (doubl e z[],int n){int i,j;for(;;){i=i+ +1;z[i]=z[i]*(z[0]+0);}return z[n];} ?
721 t (double z[],int n){int i,j;for(;;){i=i++1;z[i]=z[i]*(z[0]+0); jreturn z[n];} ?
722 t (double z[],int n){int i,j;for(;;){i=i++1;z[i]=z[i]*(z[0]+0); }return z[n];} ?
: : ?
733 t (double z[],int n){int i,j;for(;;){i=i+ +1;z[i]=z[i]*(z[0]+0); }return z[n];} O
Fig.9. Minimizing GCCinputbug.c
$ gcc -O -ffloat-store -fno-default-inline \ 100 e es -
-fno-defer-pop ...-fstrict-aliasing bug.c GCC Options
$ _
This meanghatsomeoption(s)in thelist preventthefailure.

We canusetestcaseminimizationin orderto find thepreventing

option(s). This time, eachs; standsfor remevingaGccoption 2 *°

from Tablel: Having all §; appliedmeansto run ccc with no

option(failing), andhaving no §; appliedmeanso runGcccwith

all options(passing).

This wyNOT run is a straight-forward “divide and conquer” )
0 1 2 3 4 5 6 7 8

searchshowvn in Figure 10. After 7 tests(andlessthana sec-
ond), the single option —ffast-mathis found which preventsthe
failure:

$ gcc -O -ffast-math bug.c
$

Unfortunately the —ffast-mathoption is a bad candidatefor
working aroundthe failure, becauseat may alter the semantics
of the program.We remove —ffast-mathfrom thelist of options
and make anotherwyNOT run. Again after 7 tests,it turnsout
the option—fforce-addralsopreventsthefailure:

$ gcc -O -fforce-addr bug.c
$

Are thereary otheroptionsthatpreventthe failure?Running
Gccwith theremaining29 optionsshows thatthefailureis still
there;so it seemswe have identifiedall failure-prezentingop-
tions. And this is whatwe cansendto the Gcc maintainers:

1. Theminimaltestcase

2. “The failure occursonly with optimization’

3. “—ffast-mathand—fforce-addrpreventthefailure”

Still, we cannotidentify a placein the Gcc codethatcauseghe
problem.On the otherhand,we have identifiedasmary failure
circumstanceaswe can. In practice,programmaintainersan
easily enhanceheir automatedegressiontest suitessuchthat
the failure circumstancesire automaticallysimplified for any
failing testcase.

B. Mozilla CannotPrint

As a further casestudy we wantedto simplify a real-world
Mozilla testcaseandthuscontributeto the Mozilla BugAThon.
A searchin Bugzilla, the Mozilla bug database shavs us
bug #24735 reportecby anantk@yahoo.com

Ok the following operations cause mozilla to crash con-
sistently on my machine
— Start mozilla

tests executed

Fig. 10. Minimizing GCCoptions

— Go to bugzilla.mozilla.org
— Select search for bug

— Print to file setting the bottom and right margins to
.50 (I use the file /var/tmp/netscape.ps)

— Once it's done printing do the exact same thing
again on the same file (/var/tmp/netscape.ps)

— This causes the browser to crash with a segfault

In this case the Mozilla input consistsf two items: The se-
guenceof input events—that is, the successiorof mousemo-
tions, pressedkeys, and clicked buttons—andthe HTML code
of the erroneousvww page.We usedthe XLAB capture/replay
tool [5] to run Mozilla while capturingall useractionsandlog-
ging themto afile. We could easilyreproducehe error, creat-
ing anXLAB log with 711 recordedX events. Our wyNOT tool
would now usexLAB to replaythelog andfeedMozilla with the
recordeduseractions thusautomatingMozilla execution.

In afirst run, we wantedto know whetherall actionsin the
bug reportwereactuallynecessarye thussubjectedhelog to
testcaseminimization,in orderto find a failure-inducingmini-
mumof useractions.Out of the 711X events,only 95 werein-
ducedby useractions—thaits, moving themousepointer, press-
ing or releasingthe mousebutton, and pressingor releasinga
key on the keyboard. (The othereventswereinducedby the X
sener, suchasnotificationsthatthewindow shouldberedravn.)
Thesed5 useractionscould easilybe filtered out automatically
by eventtypeandwerethensubjectedo minimization.

Thetestfunctionwould startMozilla andusexLAB to replay
the givensetof useractionsandthenwait for afew secondslf
Mozilla crashedduringthis interval, testwould returnJ; other
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tcmin log
100

i T
)L MN events removed
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L

number of X-events
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T

0 10 20 30 40 50 60 70 80 90
tests executed

Fig. 11. Minimizing Mozilla useractions

wise, testwould terminateMozilla andreturn(J .1°

The resultsof this run areshovn in Figure11. After 82 test
runs(or 21 minutes),only 3 out of 95 useractionsareleft:
1. Pressthe P key while the Alt modifier key is held. (Invoke
thePrint dialog.)
2. Pressmousebutton 1 on the Print buttonwithout a modifier.
(Arm the Print button.)
3. Releasanousebuttonl. (Startprinting.)
Useractionsremovedincludemoving the mousepointer, select-
ing the Print to file option, alteringthe defaultfile name setting
the print mamginsto .50, andreleasinghe P key beforeclicking
on Print—all thisis irrelevantin producingthefailure *

Sincethe useractionscanhardly be further generalizedwe
turn our attentionto anotherinput source—thdailure-inducing
HTML code. The original Seach for bug pagehasa length of
39094 charactersr 896 lines; an excerptis shovn in Figurel.
In orderto minimize the HTML code,we chosea hierarchical
approach:n afirst run, we wantedto minimize the numberof
lines (thatis, eachA; wasidentifiedwith aline); in alaterrun,
we wantedto minimizethefailure-inducindine(s)accordingto
singlecharacters.

The resultsof the lines run are shawvn in Figure 12. Af-
ter 57 test runs, the ddmin algorithm minimizes the original
896linesto al-lineinput:

<SELECT_NAME="priority"

This is the HTML input which causedMozilla to crashwhen
beingprinted. As in the Gcc exampleof SectionlV-A, the ac-
tual failure-inducinginput is very small. It shouldbe noted,
though,thatthe original HTML codecontainsmultiple SELECT
tags;DeltaDehuggingreturnsonly oneof them22 Furthermin-
imization by charactersasshaown in Figure 2, revealsthat the
attributesof the SELECTtag are not relevant for reproducing
thefailure,either—thesingleinput

<SELECT>

10 Asin all testingiit is alwaysa goodideato setanuppertime boundfor test
cases.

11it is relevant, though thatthe mousebutton be pressedeforeit is released.

12}t desired onecouldeasilyre-invoke DeltaDeluggingon the remaindetto
searchfor otherindependentailure causesin practice though,we expectthat
after Delta Delugging hassimplified a testcase first the erroris fixed. Then,
the testis repeatedwith the fixed program. If the failure persiststhenDelta
Dehuggingcanfind the next failure cause.

temin log
1000

que}y.hlml

100

number of lines

10

0 10 20 30 40 50 60
tests executed

Fig. 12. Minimizing Mozilla HTML input
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Fig. 13. Minimizing FLEX fuzzinput

alreadysufficesfor reproducinghe failure. Overall, we obtain
thefollowing self-containedninimizedbug report:
— CreateanHTML pagecontaining'<SELECT>
— Loadthepageandprintit usingAlt+P andPrint.
— Thebrowsercrashesvith a segmentatiorfault.
or evensimpler:
— Printing"<SELECT> causes crash.

In principle, this minimization procedurecould easily be
applied automaticallyon the 12,479 open bugs listed in the
Bugzilla databasE—provided that the bug reportscan be re-

_MULTIPLE,_SIZE =7> producedautomatically All oneneedsis anHTML input, a se-

guenceof useractions,an obsenablefailure—anda little time
to let the computersimplify thefailure-inducingnput.

C. MinimizingFuzz

In a classicalexperiment[6], [7], Bart Miller and his team
examinedthe robustnes®f UNIX utilities andserviceshy send-
ing themfuzzinput—alargenumberof randomcharactersThe
studiesshowved that, in the worst case,40% of the basicpro-
gramscrashedr wentinto infinite loopswhenbeingfed with
fuzzinput.

We wantedto know how well the ddminalgorithmperforms
in minimizing the fuzz input sequencesWe examineda subset
of theunix utilities listedin Miller’ s paper:NROFF (formatdoc-
umentsfor display), TROFF (format documentgor typesetter),
FLEX (fastlexical analyzergenerator)CRTPLOT (graphicsfilter

13asof 15 February2001,13:00GMT
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Fig. 14. Minimizing CRTPLOT fuzzinput

for variousplotters),uL (underliningfilter), anduNITs (corvert
guantities).

We setup 16 differentfuzzinputs,differingin size(10° to 10
charactersandcontentwhetherall charactersr only printable
charactersvereincluded,andwhetheNUL charactersverein-
cludedor not). As shown in Table li(b), Miller's resultsstill
apply—atleaston Sun’s Solaris2.6 operatingsystem: out of
6 x 16 = 96testruns,theutilities crashedi2 times(43%).

We appliedour wyNoT tool in all 42 caseso minimize the
failure-inducingfuzz input. In a first series,our testfunction
would simply return O if the input madethe programcrash,
and [, otherwise. Tablell(c) shows the resultinginput sizes;
Tablell(d) liststhe numberof testsrequired.Dependingon the
crashcausethe programscouldbe partitionedinto two groups:
« The first group of programsshavs obvious buffer overrun
problems.

— FLEX, the most robust utility, crasheson sequencesof
2,121or morenon-navline andnon-NUL charactergt; 4—t15).

— uL crasheson sequence®f 516 or more printable non-
newline charactergts—ts, t13-t16).

— UNITS crasheon sequencesf 77 or more 8-bit characters
(to—t4 andty1—t12).
Figure 13 shaws thefirst 500 testsof the wyNOT run for FLEX
andtie. After 494teststheremainingsizeof 2,122characters
is alreadycloseto the final size; however, it takes more than
10,000furtherteststo eliminateonemorecharacter
« Thesecondgroupof programsappears/ulnerableto random
commands

— NROFFandTROFFcrash

+ on malformedcommandséike "\D"J%0F"
(NROFF, tg), and

% on8-bitinputsuchas"\302\n"  (TROFF, t1)

— CRTPLOT crashe®n the one-letterinputs”t”
(ts, tg, t13—t16).
The wyNOT run for CRTPLOT andtsg is showvn in Figure14. It
takes24 teststo minimizethefuzzinputof 10° characterso the
singlefailure-inducingcharacter

Again, all testruns can be (and have been)entirely auto-
mated. This allows for massiveautomatedstodastic testing
whereprogramsare fed with fuzz input in orderto reveal de-
fects. As soonasa failure is detectedjnput minimizationcan

14

(t1) and"f"

14All inputis shavn in C stringnotation.
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generalizehelargefuzz inputto aminimal bug report.

D. ThePrecisionEffect

In the fuzz examplesfrom SectionIV-C, our test function
wouldreturn whenereraprogramcrashed—rgardlesof fur-
thercircumstancesThis ignorancemay leadto a problem:the
minimizedinput may causea differentfailure thanthe original
testcase.

In thefuzzexamplesadifferentfailuremaybetolerable:Just
asin theMozilla casestudy(SectionlV-B), theremaybe multi-
pleindependentailure causesandeventually we mustfix them
all. In the context of delugging,though,it is importantthatthe
causedor theoriginal failure beisolated.

As aconsequenceyerepeatedurtestrunswith anincreased
precision,which would alsocomparehelocationof thefailure.
As location,we usedthebadtrace—thatis, thecurrentprogram
counterandthe stackof calling functionsat the momentof the
crash;thevaluesof argumentsandlocal variableswerenot part
of thebacktracethough.

« Thetestfunctionwould return only if the programcrashed
andif the backtraceof the failure wasidenticalto the original
backtrace.

« If the programfailed, but with a different backtrace,test
wouldreturn?.

« If theprogramdid not crashtestwouldreturnd.

As shown in Table ll(e), this increasein precisionresulted
in larger minimizedtestcasedor NROFF, TROFF, andFLEX; the
otherthreeprogramsareunchangedAs anexample,the NROFF
input t; hasbeenminimized from 103 to 60 characterswith
lower precision(Tablell(c)), only 2 charactersvereleft. This
indicatesthatthe 2 charactergrom Tablell(c) inducea failure
different from the original one; only the 60 charactersn Ta-
ble ll(e) inducethe samebacktrace.

Besidesthe backtrace,there is more one could compare:
the entire memorycontents for instance or the full execution
traces.Onewill find, though,that higherprecisionwill always
increasehe sizeof the minimizedtestcase.This is sobecause
only the completeoriginal input caninducethe completeorig-
inal failure; anda completecomparisorof behaior will make
all of the original input significant(exceptfor thoseparts, of
coursewhich do nothave ary impactonthefinal programstate
atall). In practice,a simple backtraceasin our settingshould
provide sufficient precision.

V. ISOLATING
FAILURE-INDUCING DIFFERENCES

Soassesshemto find out their plans,
boththesuccessfubnesandthefailures.
Incite themto actionin orderto find out
the patternsof movementandrest.

—SunTzu, TheArt of War

The casestudiesasdiscussedn SectiondV-C andIV-D ex-
hibit a major weaknes®f the ddminalgorithm: The larger the
size of the simplified input, the higheris the numberof tests
required. This is pretty obvious, becausedeterminingthe 1-
minimality of atestcasewith n entitiesrequiresatleastn tests—
eachentity is individually removed and tested. Consequently
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(a) Testcases
Name bt ts]| ta|ts|te|tr] tsg | to]tiof tua| tio| taz] t1a| a5 | lie
Characterange all printable all printable

NUL charactergs

yes yes no no
Inputsize 10°] 10*] 10°| 10° | 10°[ 10%] 10°] 10° | 10°] 10%] 10°] 10°] 10°] 10%] 10° | 10°

(b) Testoutcomes

Name t1| o | t3 | ta | 5| tg| t7| tg | to| t10] t11| taz| t13] t14 | 15 | l16
NROFF 0S| oS oSl 0S| - oAl oAl oA oSl oSl oS oS - - - -
TROFE ] DS DS DS ] DA DA DS ] ] DS DS - - _ _
FLEX —| - —| - - - - - - - - - - oS oS oS
CRTPLOT oS| - - - o8 o - - oS - - - oS oS oS oS
UL - - - - gs| os| os| oSl o 4 - - os| os| ps| s
UNITS — oSl oSl oS - - - -~ - - oSl o8 - -+ -+ -

“_r =testpassedd), 0°= SegmentatiorFault, 0”= Arithmetic Exception
(c) Size|c}| of minimized input—low precision

Name 1| o | t3| 4| t5| tg| t7]| tg | to|tio| t1a| taz| t13] t14 | l15 | l16
NROFF 2 2 2 2l | 71 7 71 2| 2| 2 2 - - - -
TROFF - 3 3 3l - 7 7 71 - < 3 3 - - - -
FLEX - - - B I e -l o < A 4 - 2121 2121 2121
CRTPLOT 1 - - - 1 4 - -l 1 < - 4 1 1 1 1
uL - - - —| 516| 516/ 516| 516 —-| —| -| ~—| 516 516 516/ 516
UNITS — 77 77 77 — — - — — —| n/a] nla - — — -

Testoutcomedy 1 andty, for UNITS couldnotbereproducedieterministically

(d) Number of testruns—Ilow precision

Name 1| o | t3| 4| t5| tg| t7]| tg | to|tio| t1a| taz| t13] t14 | l15 | l16
NROFF 55 41| 60| 39 | 156 153 243 17| 22| 27| 54| - - - -
TROFF —-| 84| 73 100 —| 156 15322493 -| —| 50| 42| - - - -
FLEX - - - B I e -l - - - -+ —{115891796010619
CRTPLOT 15| - - -l 15 - - -| 18] | | - 14 17| 23 24
uL - - - —|713870126058 7090 —| —| -| —|2434 3455 3055 2307
UNITS —| 662 623 626/ - — - — — —| n/a] nla - — — -

(e) Size|c};| of minimized input—high precision

Name t1| o | t3 | a4 |5 | tg| t7| tg | to | t1o] t11| taz| t13] t14 | 15 | l16
NROFF 60| 61| 54 e0 -] o o ol 54l 54| 61 54 - | - -
TROFF —| 393 392 204 | 9 o9 of | - 73 8 - - - -
FLEX - o 4 A 4 A A A 4 4 4 4 -] 6749 6749 6749
CRTPLOT | 1 I I 1 1 1
uL -l - -+ -| 516 516 516| 516 -| —-| | -| 516/ 516/ 516/ 516
UNITS B &/ I 4 N {17 N AN I [

(f) Number of testruns—nhigh precision

Name 1| o | t3| 4| 5| tg| t7]| tg | to|tio| t1a| taz| t13] t14 | l15 | l16
NROFF 3547 3468 3941] 3403 | 150| 141 2294131/424655652722 — - - -
TROFF —|439633942610487 | 150 141 229 | —|23721001 - - - -
FLEX - - - B I -l < - - - -|370293445037454
CRTPLOT 16 - - -l 15 - - —-| 18] | | - 14 17| 23 24
uL - - - —|713870126058 7090 —| —| -| —|2434 3455 3055 2307
UNITS —| 684 623 626/ - — - — — —| n/a] nla - — — -
TABLE Il

MINIMIZING FAILURE-INDUCING FUZZ INPUT
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with thesimplifiedrFLEX inputof 2121 charactershe numberof
tests(Tablell(d)) variesbetweenl 1589(fuzz inputof 10* char
acters)and 17960 (10° fuzz input characters)with high pre-
cision, the numberof testsis between34450and 37454 (Ta-
ble II(f)).

36,000testsarenotmuchof anissueif eachindividual testis
fast.If asingletesttakesabout0.1secondsasin theFLEX case,
the entire simplification requiresl hour However, if the tests
arelesstrivial, or if the sizeof the simplifiedinputis larger, we
have aseriousproblem.

Thereare mary pragmaticapproacheso resole this issue,
suchasstoppingsimplificationassoonasatimelimit is reached
or as soon as the original test caseis reducedby a certain
amount. However, thereis a betterstrateyy. Ratherthanonly
cutting away while thefailure persistspnecanalsoadd differ-
enceswhile the programstill passeghe test. To get the best
efficiency, onecancombineboth approacheandnarrow down
thesetof differencesvhenever atesteitherpasse®r fails.

A. Isolationlllustrated

This ideaof isolating the failure-inducingdifferencess best
illustratedin comparisorto the “simplification” approachdis-
cussedsofar. Figure2 shavs how ddminsimplifiesthe failure-
inducingHTML line presentedn SectionlV-B: After 26 steps,
theline is reducedo thesingle<SELECT>tag.

Figure 3 shaws the alternatie “isolation” approach.Again,
asin ddmin eachtime atestcasefails, the smallertestcaseis
usedasa new failing testcase. This minimizesthe failing test
caseaswell asthe differencebetweenthe failing testcaseand
the(initially empty)passingestcase However, eachtime atest
casepassesthelargertestcases usedasnew passingestcase
thusminimizing the differenceaswell.

Beforegoinginto detailsof the algorithm, let uslook at the
results: After seventests thefailure-inducingdifferenceis nar
roweddown to one< characterPrefixingthe passingest

SELECT_NAty" _MULTIPLE_SIZE=7>

with a < characterchangesthe SELECT text to an HTML

<SELECT>tag, causingthe failure whenbeing printed. This
exampledemonstratethe basicdifferencebetweensimplifica-
tion andisolation:

« Simplificationmeango make eachpart of the simplified test
caserelevant: removing ary partmakesthefailure go away.

« Isolation meango find onerelevant part of the testcase:re-
moving this particularpartmakesthefailure go away.

In general,isolationis much more efficient than simplifica-
tion. If we have a large failure-inducinginput, isolating the
differencewill pinpointa failure causemuchfasterthanmini-
mizingthetestcase—inFigure3, isolatingrequiresonly 7 tests,
while minimizing (Figure?2) required26 tests.

On the other hand, focusing on the differencerequiresthe
programmetto keepthe commoncontet of both testcasesn
mind—thatis, the passingestcase.Thisimposesanextraload
ontheprogrammerin thefuture,though,we mighthave dehug-
gingtoolsthathighlight differencesandcommonalitiebetween
multiple runs. For suchtools, having two testcaseswith amin-
imal differenceis far preferableto having only one simplified
testcase. Already today if the isolateddifferenceconsistsof,

say two itemsto keepin mind, while the minimizedtestcase
consistsof, say a hundreditemsto keepin mind, the isolated
differencemayleadmuchfasterto thefix.

Anotherimportantpoint is that the runningtime of the pro-
gramis frequentlyproportionatlto the sizeof its input. In some
casessimplification may requirea larger amountof tests,but
a lower total running time, due to the smallerinput. Conse-
guently evenwhenisolatingdifferencesye shouldtake careto
prefersimpletestcases.n practice,intendeduseandavailable
resourcesnay resultin a mix of both simplificationandisola-
tion.

B. AnlsolatingAlgorithm

Let usnow formally definethe algorithmthatisolatedfailure-
inducingdifferences.How canwe extendthe ddminalgorithm
to obtainthe behaior assketchedin Figure3? Our goalis to
find two setsc), andc/, suchthat? = c; C ¢, C ¢/, C cg holds
andthedifferenceA = ¢/, — ¢, is minimal.

Again, we needto specifywhatwe meanby minimality, now
appliedto differencesinsteadof test cases. The definition of
minimality follows Definition 9:

Definition 14 (Minimal failur e-inducingdiffer ence) Letc/, and
¢/, betwotestcaseswith @ = c; C ¢, C ¢/, € 5. Theirdiffer-
enceA = ¢/, — ¢/ is minimalif

VA; C A -tes(c, U Aj) # 0 Atestc,, — Aj) # 0
holds.

Again,thenumberof subset®f A is exponential sowe resort
to the samepragmaticapproximatiorasin Definition 10:

Definition 15 (n-minimal differ ence) Letc), andc/, bedefined
asin Definition 14. Their differenceA = ¢/, — ¢, is n-minimal
if

VAi C A-|Ai| < n= (tes(c UA) # O Ates(c,—Aj) # D)
holds.ConsequentlyA is 1-minimalif

V8 € A-tes(c) U {8i}) # O Ates(c, — {8i}) # O
holds.

Thisis whatwe areaimingat: to isolatea 1-minimaldiffer-
encebetweera passingandafailing testcase.

It turnsout thatthe original ddminalgorithm,asdiscussedn
Sectionlll-B can easily be extendedto computea 1-minimal
differenceratherthana minimal testcase.Besideseducingthe
failing testcasec;, wheneer a testfails, we now alsoincrease
the passingtestcasec/, whenever a testpasses.At all times,
¢, andc} actaslower and upperboundof the searchspace,
which is systematicallynarroved—Ilike in a branch-and-bound
algorithm,exceptthatthereis no backtracking.

Thisis whatwe have to do to extendddmin
1. Extendddminsuchthatit workson two setsatatime:

« Thepassingestcasec, whichis to bemaximized(initially,
¢, = ¢y = @ holds)and
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Geneal Delta Debugging Algorithm

1-minimal.
Thegenerl Delta Delugging algorithmdd(c,) is

dd(cp) =ddh(@, ¢, 2) where

Let testandc, begivensuchthattes{@) = 0 A test{cy) = O hold.
Thegoalis to find (c/;, ¢;;) = dd(cy) suchthaty) = ¢c; € ¢ C ¢ C ¢y, testc) = O, tesic)) = 0, andA = ¢, — ¢ is

dda(c}, ¢, U A, 2) if 3 € {1,...,n} tesic,, U Aj) = O (“reduceto subset”)

dda(c, — Aj, ¢, 2) elseif 3i € {1,...,n}-tes(c, — Aj) = O (“increaseto complement”)
dob(c, ¢ 1) = ddx(c, U A, ¢, max(n — 1, 2)) else?f Hf € {1,...,n} testc, U Aj) = O (“increaseto subset”)

ddz(c’D, ¢, — Aj, max(n — 1, 2)) elseif 3i € {1,...,n}-tes(c, — Aj) = O (“reduceto complement”)

ddz(c’D, ¢}, min(2n, |A|)) elseif n < |A| (“increasegranularity”)

(c;,ch) otherwise(“*done”)

whereA = ¢, —c, = A1U AU ---U Ay, all Aj arepairwisedisjoint,andVA; - |Ai| & |A|/n holds.
Therecursioninvariant(andthusprecondition)for ddy is tes{c,) = O Atest{c,) = O An < |A].

Fig. 15. GeneraDeltaDehuggingalgorithm

«» Thefailing testcasec’, which is to be minimized (initially,
¢, = cq holds).
2. ComputesubsetsA; assubsetof A = ¢, — ¢ (insteadof
subsetof ¢/)
3. Changeherule“Reduceto subset’suchthatc, UA; istested
(andpassedo therecursve call) insteadof A;.
4. Introducetwo additionalrulesfor passingestcases:
Increaseto complementlf ¢, — A;j passedor ary subseta;,
thenc’, — A; is alargerpassingestcase.Continuereducingthe
differencebetweerc’, — A; andc.
This is just the complementof the “reduce to subset’rule
in ddmin
Increaseto subset.If ¢, U Aj passedor ary subsetA;, then
c, U Aj is alargerpassingestcase.
Again, this is just the complementof the “reduceto comple-
ment”rulein ddmin
As a consequencef the additionalrules, the “increasegranu-
larity” rule only appliesif all previousteststurn outunresohed.

Thefull dd algorithmis showvn in Figure15.

C. Propertiesofdd

Beingbasedn ddmin thedd algorithminheritsmostproper
ties. In particular dd returnsa 1-minimal differenceandhasthe
sameworst-casenumberof tests:

Proposition 16 (dd minimizes) For anyc C cg, let (¢, ¢f)) =
dd(c). Then,A = c — ¢/, is 1-minimalin the senseof defi-
nition 15. Proof: (Compae proof of proposition11) Ac-
cording to the dd definition (Figure 15), ddb(c/, ¢/, n) returns
(c,,ch)onlyifn > |Alwhee A =c/,—c, = A1 U---UAp;
thatis, |[Aj| = 1andA;j = {5;} holdfor all i.

Furthermoe, for dd» to return (cf, c,), the conditions
tesic, U Aj) # 0, tesic,, — Aj) # O, tes(c, U Aj) # O,
andtesic, — Aj) # O musthold. Theseare the conditionsof
definition15; consequentlyA is 1-minimal. ]

Proposition 17 (dd complexity, worst case) The number of
testscarried out by dd(c) is |ca|2 + 3|ca| in the worst case
Proof: Theworst caseis the sameasin Proposition12; hence
thenumberof testsis the same |

Actually, ddminis aninstanceof dd: if testreturnsO only
for co: in thiscasec, = c; = ¥ alwaysholdsandonly ¢/ is
minimized® However, ddis muchmoreefficientthanddminif
thereareno unresoledtestcasesthis “bestcase’evenrequires
half asmary testsasddmin

Proposition 18 (dd complexity, bestcase) If all testsreturnei-
ther O or O, thenthe numberof testst is limited by t <
log,(|cal). Proof: Wedecompose\ = A1UA» = ¢,—C/,.
Underthegivenconditions thetestofc,, U A1 = ¢, — Az will
eitherpassor fail; n = 2 alwaysholds. Thisis equivalento a
classicalbinary seach algorithmovera sortedarray: with eath
recursion,thedifferenceis reducedy 1/2; the overall complex-
ity is thesame n

Propositionl8tellsuswhatmakesthesearcHor theSELECT
tag so efficient: Therewereno unresohedtestoutcomesn the
Mozilla testcase. In fact, whenthereare no unresohed test
outcomesgdd alwaysreturnsa singlefailure-inducingchange:

Corollary 19 (Sizeof failur e-inducing differ ence bestcase)
If all testsreturn either O or [, then |dd(c;)] = 1 holds.
Proof: Followsdirectlyfromthe equivalenceo binary seach,
asshownin Proposition18. ]

However, these"best cases’neednot always be given—the
moreunresohedtestoutcomesve have, the moretestswill be
required.Let us seehow dd behaesin practicewhenthereare
unresohedtestoutcomes.

15Thereis anotherinstanceof dd, which might be calleda “maximizing” al-
gorithm; it minimizesthe differenceonly by extendingthe passingtest case.
This ddmaxvariantis obtainedif testreturns(] only for cq: then,c/D = Cg
alwaysholdsandc/, is maximized.
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Narrowing the failure-inducing difference in bug3.c
1000 T

100

input size

10

0 10 20 30 40 50 60
tests executed

Fig. 16. Narrowving down thefailure-inducingdifference

VI. CASE STUDIES REVISITED

—How do they knowtheload limit on bridges,Dad?
— They drive bigger and bigger trucks over the bridge until it
breaks.Thenthey weighthelasttruck andrehuild the bridge.

—Bill WattersonCalvinandHobbes

To demonstratethe difference in performance between
dd andddmin we have repeatedhe Gcc andfuzz casestudies
with thedd algorithm.

A. IsolatingGCC Input

As a first example, reconsiderthe Gcc examplefrom Sec-
tion IV-A. Sincewe arenotinterestedn programswith invalid
syntax,we setup thetestfunctionsuchthatit would return(d if
the compilationsucceeded,] if the compilercrashedand? in
all othercasegqnotablyif the compilationfailed).

With ddmin it took us 731 teststo minimize the entire pro-
gram. Isolatingthe differencerequiresbut 59 tests(Figure 16),

but nonethelespinpointsto arelevantdifferenceof 2 characters.

As showvn in Figure 17 it sufficesto remove the assignmento i
in themult functionto make the programwork (Figure17(b)).
This suggests problemwith inlining the expression + j + 1
in thearrayaccesseg[i] onthefollowing line.

B. Isolating Fuzzinput

In a secondexample, we have repeatedthe high-precision
fuzz experimentsof SectionlV-D with the dd algorithm—that
is, thetestoutcomewas? if the failure backtracevasdifferent
from the original backtrace-®

As shown in Table lll(b), the numberof testrunsis much
smallerfor dd than for ddmin Exceptfor NROFF, the mini-
mal failure-inducingdifferences alwaysjust 1 characterOnly
NROFF, TROFF, andrFLEX have ary unresohedtestoutcomegTa-
blell1(d)); for all othersthe numberof testruns(Tablelll(c)) is
logarithmicin proportionto theinputsizeaspredictedn Propo-
sition 18.

Tablelll(e) shaws the size of the commoncontet—thatis,
the size of the maximizedpassinginput c,. In the uL exam-
ple, for instance,we can seethat adding one more character

16\ve alsorepeatedhelow-precisionexperiments But sincethetestoutcome
wasalways [ or [, the experimentsoutcomejust confirmedthe predictionsof
Propositionl8 andCorollary 19.
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(a) failing program (b) passingprogram
#defineSIZE 20 #defineSIZE 20

doublemult (doubleZ], int n) doublemult(doubleZ], int n)
{ {

inti, j; inti, j;

i = 0; i = 0;

for(j=0;j < nm j+H{ for(j=0;j < n;j++H){
r=1 +7]+17]

Zi] = 4i] = (0] + 1.0); Zi] = Zi] * (0] + 1.0);
} }

returnzn];
} }

Fig. 17. A failure-inducingdifference

returnzny;

to the 515 passingonescauseghe failure. Lik ewise, the FLEX
buffer is overrunafter addingone more characterto a baseof
7804to 7811 characters.In all casesthe numberof testsis
significantlylower thanwith theddminalgorithm.

VII. RELATED WORK

Whenyou havetwo competingheorieswhich male exactlythe
samepredictions theonethatis simpleris the better

— Occams Razor

As statedin the introduction, we are unaware of ary other
techniquethat would automaticallysimplify test casesto de-
terminefailure-inducinginput. Oneimportantexceptionis the
simplification of test caseswhich have beenartificially pro-
duced.In [8], Don Slutz describesow to stress-testlatabases
with generatedsQL statements.After a failure hasbeenpro-
duced,the testcaseshad to be simplified—afterall, a failing
1,000-linesqL statementvould not be taken seriouslyby the
databas&endor but a 3-line statementvould. This simplifica-
tion wasrealizedsimply by undoingthe earlierproductionsteps
andtestingwhetherthefailure still occurred.

In general,Delta Delugging determinescircumstanceshat
arerelevantfor producingafailure(in our case partsof the pro-
graminput). Suchwork hasbeenconductedefore. However,
the previous work was always specificto a particulardomain,
and always only as simple binary searchfor a single circum-
stance.An examplefor suchwork is detectinga singlefailure-
inducingcomponentn anoptimizingcompiler[9].

Thedd algorithmpresentedn this paperis a successoto the
dd* algorithm presentedn [3]. Like dd, dd* takes a setof
changesandminimizesit accordingto agiventest;in [3], these
changesaffectedthe programcodeandwere obtainedby com-
paringtwo programversions.

Themaindifferencesdetweerdd anddd™ are:

« dd' is not well-suitedfor failuresinducedby a large com-
bination of changes. In particular dd™ doesnot guaranteea
1-minimal subsetwhich is why it is not suitedfor minimizing
testcases.

« dd™ assumesnonotonicity: that is, whenever tes{c) = O
holds,thentes(c’) = O holdsfor every subsett’ C c aswell.
This assumptionwhich wasfound to be usefulfor changego



(a) Testcases
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Name

h]t[t3] s

ts | t6 | t7 ] ts

to | tao] tu1 | tr2

t13] tia] tis] tis

Characterange all printable all printable
NUL characters yes yes no no
Inputsize 10°[ 10%] 10°] 10°] 10°] 10%] 10°] 10°| 10°] 10%] 10°| 10° [ 10°] 10°] 10°] 10°

(b) Size|c}| — |c}| of minimized differ ence—highprecision

Name t1|to| 3| ta| t5| tg| t7| tg| to | t1o| t11 | t1o | 13| t14| 15| t1e
NROFF 1| 6 - 2l 1l 17l 1 H 4 4 -
TROFF -l 1 - - - 1 il - 4 4 -
FLEX e ! e
CRTPLOT 1 - - - 1 < < - 1 < < 4 1] 1 1 1
uL - - < 4 1 a2l 2] 1 o - 4 4 1] 1] 1| 1
UNITS T I | Nt [t B [ Y | il - 4 4 -

(c) Number of testruns—high precision

15

Name || 3| ta| 5| te| t7| tg| to| tio| ta1 | t1o | 13| t1a| t15| t1e
NROFF 24| 84| 23| 30| | 15| 19| 21| 161 62| 473 24 | | - -
TROFF —| 19| 20| 24 | 15| 19 211 | | 20 23 | - - -
FLEX L el e -| - 23 51| 33
CRTPLOT 12 - - - 12| - < - 120 - - -| 12| 15| 20 22
uL - - - - 12| 18] 18| 22| | - - —-| 12| 16| 19| 22
UNITS | 15 19| 22| | - - - - - 19 22 - - - -

(d) Number of unresohed test outcomes—highprecision

Name 1| to| 3| ta| 5] 1 tg | 1o | f10| t11 | t12 | t13]| t14| 15| t1e
NROFF of 62| 3 6 - of of o|l119 38 390 2 - | - -
TROFF - 3 1 2/ - of o o - - 1 1 - 4 -
FLEX L e e I
CRTPLOT oo -| - - o - - - o - - - o o of o
uL - | < - of o o o - - - - o o o o
UNITS -l ol o o - - - - - - o 0 B R

(e) Size|c};| of commoncontext—high precision

Name 1| to| 3| ta| 5] 1 tg | 1o | f10| t11 | t12 | t13]| t14| 15| t1e
NROFF 224 196 187| 180, —|21052105(2109 147| 259 227| 145 —| - - -
TROFF —[4921]3901|3877  —|21052105/2105 -| —[3821138994 | | - -
FLEX T e e e L e - —-|  —|7804/7808 7811
CRTPLOT 789 -| - - 760 - | | 721 - - —| 263| 263 68 263
uL -| -] -| | 523 523 523 523 -| - - —| 515| 515 515 515
UNITS —| 284| 284/ 284 | | - | - - 2731 27314 - - - -
TABLE Ill
|SOLATING FAILURE-INDUCING DIFFERENCES IN FUZZ INPUT
programcode,gave dd* a betterperformancevhenmosttests — Mozilla BugAThoncall

produceddeterminateesults.

We recommendid asa generakeplacementor dd™. To exploit
monotonicityin dd, one can make testc) returnJ wheneer
a supersebf ¢ hasalreadypassedhe test,and 0 wheneer a
subsebf ¢ hasalreadyfailedthetest.

VIIl. FUTURE WORK

If yougetall thewayupto the group-signedr-Shirt,youcan
qualify for a stufedanimalaswell by doing 12 more.

Our futurework will concentraten thefollowing topics:
Domain-specifisimplificationmethods.Knowledge about the
input structurecanvery muchenhancehe performanceof the
Delta Dehugging algorithms. For instance,valid programin-
putsarefrequentlydescribedby grammas; it would be niceto
rely on suchgrammarsn orderto excludesyntacticallyinvalid
input right from the start. Also, with a formal input descrip-
tion, one could replaceinput by smalleralternateinput rather
than simply cutting it away. In the ccc example, one could
try to replacearithmeticexpressionsby constantspr program
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blocks by no-ops;HTML input could be reducedaccordingto
HTML structurerules. Besidesgrammarschangesnay alsobe
constrainedy explicit changeconstraintsasestablishedh ver
sioncontrol[10].

Optimization. In generalthe abstractdescriptionof the Delta
Dehugging algorithmsleaves a lot of flexibility in the actual
implementatiorandthusprovides“hooks” for severaldomain-
specificoptimizations:

« Theimplementatiorcanchoosehow to patrtition the differ-
ence A into subsetsA;. This is the place where knowledge
aboutthe structureof theinput comesin handy

« The implementationcan choosewhich subsetto test first.
Somesubsetanay be morelikely to causea failure than oth-
ers.

« Theimplementatiorcanchoosewhetherandhow to handle
multiple independentailure-inducinginputs—thatis, the case
wherethere are several subsetsA; with testc, U Aj) = 0.
Optionsinclude

— to continuewith thefirst failing subset,

— to continuewith thesmallesfailing one,or

— to simplify eachindividualfailing subset.

Our implementationcurrently goesfor the first failing subset
only andthusreportsonly onesubset.Thereasoris economy:it
is wiserto fix thefirst failure beforecheckingfor furthersimilar
failures.

Undoingchanges. Delta Debugging assumesthat failure is
monotone:Oncea failure occurs,onecannotmalke it disappear
by addingmore “undoing” changes.(Formally, thereis no §;
suchthat (8j o 8j)(r) = r.) As anexample,assumea program
thatprocessesiTML tags: wheneer its input containsonly the
openingHTML tag, but notthe closingone, it fails. In theinput
<A></A><B>, for instancethe HTML tag<B> lacksa closing
</B>.

If we useDelta Debuggingto simplify this failure-inducingin-
put, then it may partition the input into <A> and </A><B> ,
resultingin the simplified input <A>—althoughin the concrete
example,this failure causewas undoneby </A> ; it was<B>
thathadno closingHTML tag. To identify undoingchangespne
cannotusetestalone(this would requiretestingup to 2/°! su-
persetsof the minimizedtest case),so we investigatewhether
increasedprecision(SectionlV-D) or domain-specifidknowl-
edgehelpin practice.

Programanalysis. In thefield of generabutomatediehugging,
failure-inducing circumstanceshave almost exclusively been
understoodasfailure-inducingstatementsluringa programex-
ecution. The mostsignificantmethodto determinestatements
relevantfor a failure is program slicing—eitherthe staticform
obtainedby programanalysis[11], [12] or the dynamicform
appliedto aspecificrun of the program[13], [14].

The strengthof analysisis that several potentialfailure causes
can be eliminateddue to lack of dataor control dependeng
This doesnot suffice, though,to checkwhetherthe remaining
potentialcausesare relevant or not for producinga given fail-
ure. Only by experiment(that is, testing) can we prove that
somecircumstancas relevant—byshawing thatthereis some
alterationof the circumstancehat makesthe failure disappear
Whenit comesto concretefailures,programanalysisandtest-
ing arecomplementaryanalysisdisprovescausality andtesting
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provesit.

It would be nice to seehow far systematictesting and pro-
gram analysiscould work togetherand whetherDelta Delug-
ging could be usedto determinefailure-inducingstatementss
well. In ourcurrentwork, wetreataprogramstate(i.e. variables
andvalues)asinternal input to the remainderof the program
and isolate thosevariablesand valueswhich are relevant for
producingthe failure—justas Delta Deluggingisolatesexter-
nal failure-inducinginput. The statementén which thesevari-
ablesaresetcanthenbedeterminedasfailure-inducing.In both
steps,programanalysisis mosthelpful to narrov down the set
of potentialvariablesandstatements.
Otherfailure-inducingcircumstancesChanging the input of
the programis only one meansto influenceits execution. As
statedin Sectionll-C, a §; canstandfor any changein the cir-
cumstanceshat influencesthe executionof the program. Our
currentwork extendsDelta Debuggingto otherfailure-inducing
circumstancesuch as executedstatementscontrol predicates
or threadschedules.

IX. CONCLUSION

Dehuggingis still, asit was30yeais ago,
a matterof trial anderror.

—HenryLieberman,The DetuggingScandal

We have shavn how the DeltaDebuggingalgorithmssimplify
andisolatefailure-inducinginput, basedon an automatedest-
ing procedure.The methodcanbe (andhasbeen)appliedin a
numberof settingsfindingfailure-inducingpartsin theprogram
invocation(Gcc options),in the programinput (Gcc, fuzz, and
Mozilla input), or in the sequenc®f userinteractiongMozilla
useractions).

We recommendhatautomatedestcasesimplificationbe an
integratedpartof automatedesting.Eachtime atestfails, Delta
Dehugging could be usedto simplify andisolatethe circum-
stanceof the failure. Given sufficient testingresourcesanda
reasonablehoiceof changes; thatinfluencethe programex-
ecution,thealgorithmspresentedn this paperprovide simplifi-
cationandisolationmethodsthat are straight-forvardandeasy
to implement.

In practice,testingand dehugging typically comein pairs.
However, in previous researchon automateddehugging, test-
ing hasplayeda very minor role. This is surprising,because
re-testinga programunderchangectircumstances acommon
delugging approach—andhe only way to prove that the cir-
cumstancesctually causethe failure. Eventually we expect
that several dehuggingtaskscanin factbe statedassearchand
minimization problems,basedon automatedesting—andhus
besolvedautomatically
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