
IEEE TRANSACTIONSON SOFTWARE ENGINEERING,VOL. 28,NO. 2, FEBRUARY 2002 1

Simplifying andIsolatingFailure-InducingInput
AndreasZeller, Member, IEEEComputerSociety, andRalf Hildebrandt

Abstract—Givensometestcase,a program fails. Which circumstancesof
the testcaseareresponsiblefor the particular failur e? The DeltaDebugging
algorithm generalizesand simplifies somefailing test caseto a minimal test
casethat still producesthe failur e; it also isolatesthe differencebetweena
passingand a failing test case.

In a casestudy, the Mozilla web browser crashedafter 95 user actions.
Our prototype implementation automatically simplified the input to 3 rel-
evant user actions. Lik ewise,it simplified 896 lines of HTML to the single
line that causedthe failur e. The casestudy required 139 automated test
runs, or 35minutes on a 500MHz PC.

Index Terms—automateddebugging,debuggingaids, testingtools,com-
binatorial testing,diagnostics,tracing.

I . INTRODUCTION

Oftenpeoplewhoencountera bug spenda lot of time
investigatingwhich changesto theinputfile will make thebug

goawayandwhich changeswill not affectit.

— RichardStallman,UsingandPortingGNU CC

�
F you browse the Web with Netscape6, you actually use
a variant of Mozilla, Netscape’s opensourceweb browser

project[1]. Asawork in progresswith big exposure,theMozilla
project receivesseveral dozensof bug reportsa day. The first
stepin processingany bug reportis simplification,thatis, elim-
inating all detailsthat are irrelevant for producingthe failure.
Sucha simplifiedbug reportnot only facilitatesdebugging,but
it alsosubsumesseveralotherbug reportsthatonly differ in ir-
relevantdetails.

In July 1999,Bugzilla,theMozilla bug database,listedmore
than370openbugreports—bugreportsthatwerenotevensim-
plified. With this queuegrowing further, the Mozilla engi-
neers“f acedimminentdoom”[2]. Overwhelmedwith work, the
Netscapeproductmanagersentout theMozilla BugAThoncall
for volunteers [2]: peoplewho would helpprocessbug reports.
For 5 bug reportssimplified,avolunteerwouldbeinvited to the
launchparty;20 bugswould earnheror him a T-shirt signedby
thegratefulengineers.“Simplifying” meant:turning thesebug
reportsinto minimal test cases, whereevery part of the input
would besignificantin reproducingthefailure.

As anexample,considertheHTML input in Figure1. Loading
this HTML pageinto Mozilla andprinting it causesa segmen-
tation fault. Somewherein this HTML input is somethingthat
makesMozilla fail—but where?If we wereNetscapeprogram-
mers,whatwe wantedhereis thesimplestHTML pagethatstill
producesthefailure.

Decomposingspecificbug reportsinto simpletestcasesdoes
nottroubleonly theMozilla engineers.Theproblemarisesfrom
generallyconflictingissues:
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� A bug report shouldbe asspecificaspossible,suchthat the
engineercanrecreatethecontext in which theprogramfailed.� Ontheotherhand,a testcaseshouldbeassimpleaspossible,
becauseaminimal testcaseimpliesamostgeneralcontext.
Thus,a minimal testcasenot only allows for shortproblemde-
scriptionsandvaluableprobleminsights,but it alsosubsumes
severalcurrentandfuturebug reports.

Thestriking thingabouttestcasesimplificationis thatnoone
so far hasthoughtto automatethis task. Several textbooksand
guidesaboutdebuggingareavailablethattell how to usebinary
searchin order to isolatethe problem—basedon the assump-
tion that testsarecarriedout manually, too. With anautomated
test,however, we canautomatethis simplificationof testcases,
andwe canautomaticallyisolatethe differencethat causesthe
failure.
Simplificationof testcases.Our minimizing delta debugging
algorithm ddmin is fed with a failing test case,which it sim-
plifies by successive testing. It stopswhena minimal testcase
is reached,whereremoving any singleinput entity would cause
thefailureto disappear.
As an analogonfrom the real world, considera flight test: an
air planecrashesa few secondsafter taking off. By repeating
thesituationover andover againunderchangedcircumstances,
we can find out what is relevant and what not. For instance,
we may leave away the passengerseatsandfind that the plane
still crashes.We may leave away the coffee machineand the
planestill crashes.Eventually, only the relevant “simplified”
skeletonremains,includinga testpilot, the wings, the runway,
the fuel, andtheengines.Eachpartof this skeletonis relevant
for reproducingthecrash.
In therealworld, no onewith a sanemind would considersuch
a way to simplify the circumstancesof test flights. However,
for simulationsof flight tests,or, moregenerally, for arbitrary
computerprograms,suchanapproachcomesata far lessercost.
Thecostmaybesolow thatwecaneasilyusea largeamountof
testsjust to simplify a testcase.
Figure 2 sketcheshow the ddmin procedureminimizesa test
case:Startingwith theHTML input in Figure1, theddminalgo-
rithm simplifiestheinput by testingsubsetswith removedchar-
acters(shown in grey): The testfails (✘) if Mozilla crasheson
thegiventestcaseandpasses(✔) otherwise.After 57 tests,the
original 896-lineHTML input is reducedto the minimal failing
test case<SELECT>.1 Eachcharacterin the minimal failing
testcaseis relevantfor producingthefailure.
Isolatingfailure-inducingdifferences.In thecasewhereapass-
ing testcaseexistsaswell, it is generallymoreefficient to iso-
latethefailure-inducingdifferencebetweenafailing andapass-
ing testcase.This is what the general Delta Debugging algo-
rithm dddoes.dd is a generalizationof ddmin.
Again, asan analogon,take the flight testexample. Now, we
try to isolatethe differencebetweenthe crashand a working

1SectionIV-B hasmoredetailson this example.
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<td align=left valign=top>
<SELECT NAME="op sys" MULTIPLE SIZE=7>
<OPTION VALUE="All">All<OPTION VALUE="Windows 3.1">Windows 3.1<OPTION VALUE="Windows 95">Windows 95<OPTION VALUE="Windows
98">Windows 98<OPTION VALUE="Windows ME">Windows ME<OPTIONVALUE="Windows 2000">Windows 2000<OPTION VALUE="Windows
NT">Windows NT<OPTION VALUE="Mac System 7">Mac System 7<OPTION VALUE="Mac System 7.5">Mac System 7.5<OPTION VALUE="Mac
System 7.6.1">Mac System 7.6.1<OPTION VALUE="Mac System 8.0">Mac System 8.0<OPTION VALUE="Mac System 8.5">Mac System
8.5<OPTION VALUE="Mac System 8.6">Mac System 8.6<OPTION VALUE="Mac System 9.x">Mac System 9.x<OPTION VALUE="MacOS X">MacOS
X<OPTION VALUE="Linux">Linux<OPTION VALUE="BSDI">BSDI<OPTION VALUE="FreeBSD">FreeBSD<OPTION VALUE="NetBSD">NetBSD<OPTION
VALUE="OpenBSD">OpenBSD<OPTIONVALUE="AIX">AIX<OPTION VALUE="BeOS">BeOS<OPTIONVALUE="HP-UX">HP-UX<OPTION
VALUE="IRIX">IRIX<OPTION VALUE="Neutrino">Neutrino<OPTION VALUE="OpenVMS">OpenVMS<OPTIONVALUE="OS/2">OS/2<OPTION
VALUE="OSF/1">OSF/1<OPTION VALUE="Solaris">Solaris<OPTION VALUE="SunOS">SunOS<OPTION VALUE="other">other</SELECT>
</td>
<td align=left valign=top>
<SELECT NAME="priority" MULTIPLE SIZE=7>
<OPTION VALUE="--">--<OPTION VALUE="P1">P1<OPTION VALUE="P2">P2<OPTION VALUE="P3">P3<OPTION VALUE="P4">P4<OPTION
VALUE="P5">P5</SELECT>
</td>
<td align=left valign=top>
<SELECT NAME="bug severity" MULTIPLE SIZE=7>
<OPTION VALUE="blocker">blocker<OPTION VALUE="critical">critical<OPTION VALUE="major">major<OPTION
VALUE="normal">normal<OPTION VALUE="minor">minor<OPTION VALUE="trivial">trivial<OPTION VALUE="enhancement">enhancement</SELECT>
</tr>
</table>

Fig. 1. Printingthis HTML pagemakesMozilla crash(excerpt)

��������������������������������������������������

1 <SELECT NAME="priority" MULTIPLE SIZE=7> ✘
2 <SELECT NAME="priori ty" MULTIPLE SIZE=7> ✔
3 <SELECT NAME="priority" MULTIPLE SIZE= 7> ✔
4 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
5 <SELECT NAME="priori ty" MULTIPLE SIZE=7> ✘
6 <SELECT NAME="priority" MULTIPLE SIZE=7> ✘
7 <SELECT NAME="priority" MULTIPLE SIZE= 7> ✔
8 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
9 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔

10 <SELECT NAME="priority" MULTIPLE SI ZE=7> ✘
11 <SELECT NAME="priority" MULTIPLE SIZE= 7> ✔
12 <SELECT NAME="priority" MULTIPLE SI ZE=7> ✔
13 <SELECT NAME="priority" MULTIPLE SI ZE=7> ✔
14 <SELECT NAME="priority" MULTIPLE SI ZE=7> ✔
15 <SELECT NAME="priority" MULTIPLE SI ZE=7> ✔
16 <SELECT NAME="priority" MULTIPLE SI ZE=7> ✘
17 <SELECT NAME="priority" MULTIPLE SIZE =7> ✘
18 <SELECT NAME="priority" MULTIPLE SIZE= 7> ✘
19 <SELECT NAME="priority" MULTIPLE SIZE= 7> ✔
20 <SELECT NAME="priority" MULTIPLE SIZE= 7> ✔
21 <SELECT NAME="priority" MULTIPLE SIZE= 7> ✔
22 <SELECT NAME="priority" MULTIPLE SIZE= 7> ✔
23 <SELECT NAME="priority" MULTIPLE SIZE= 7> ✔
24 <SELECT NAME="priority" MULTIPLE SIZE= 7> ✔
25 <SELECT NAME="priority" MULTIPLE SIZE=7 > ✔
26 <SELECT NAME="priority" MULTIPLE SIZE=7 > ✘

Fig. 2. Simplifying failure-inducingHTML input

flight. Wemayfind thatif wereplacetheenginesof thecrashing
machineby theenginesof a working machine,thechangedoes
notmatter;consequently, wefind thisdifferenceto beirrelevant.
By reducingdifferencesfurtherandfurther, we mayeventually
isolatea pieceof metalon the runway that is relevant for the
crash—everythingelsemaystaythesame,but having thispiece
of metalon the runway or not induceswhetherthereis a crash
or a perfectflight.
Again, nobodywantsto crashplanesover andover. Figure3
shows how dd works on HTML input: Ratherthan only mini-
mizing the failing input, dd also maximizesthe passingHTML

input until a minimal failure-inducingdifferenceis obtained.
In our case,this is the first character< of the failure-inducing
<SELECT> tag, pinpointedafter only seven tests: This one-
characterdifferencemakesMozilla fail.

Delta Debuggingasa techniquefor simplifying or isolating
failure causesis not limited to HTML input, to characterinput,
nor to programinput in general:Delta Debuggingcanbe ap-
plied to all circumstancesthat in any way affect the program

���� 2 <SELECT NAME="priority" MULTIPLE SIZE=7> ✘
4 <SELECT NAME="priori ty" MULTIPLE SIZE=7> ✘

� ��������

7 <SELECT NAME="priori ty" MULTIPLE SIZE=7> ✔
6 <SELECT NAME="priori ty" MULTIPLE SIZE=7> ✔
5 <SELECT NAME="priori ty" MULTIPLE SIZE=7> ✔
3 <SELECT NAME="priori ty" MULTIPLE SIZE=7> ✔
1 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔

Fig. 3. Isolatinga failure-inducingdifference

execution.DeltaDebuggingis fully automatic:wheneversome
regressiontest fails, an additionalDelta Debugging run auto-
maticallydeterminesthefailure-inducingcircumstances.

In earlierwork [3], we have shown how DeltaDebuggingis
appliedto isolatefailure-inducingcodechanges;our currentre-
searchincludesapplicationdomainslikefailure-inducingthread
schedulesor failure-inducingprogramstatements.In thispaper,
however, wewill concentrateonprograminput.

Theremainderof thispaperis organizedasfollows: Webegin
with formal definitionsof passingand failing test cases(Sec-
tion II). We first introducethe basicddminalgorithmin Sec-
tion III which simplifies failing test cases. The casestudies
(SectionIV) includeGCC, Mozilla, andUNIX utilities subjected
to randomfuzz input.

In SectionV, we extendddminto dd to isolatethedifference
betweena passingand a failing test case. SectionVI evalu-
atesdd by repeatingthe GCC and fuzz casestudies. Sections
VII andVIII closewith discussionsof relatedandfuturework.

I I . TESTING FOR CHANGE

Softwarefeaturesthatcan’t bedemonstratedbyautomatedtests
simplydon’t exist.

— KentBeck,ExtremeProgrammingExplained

In general,we assumethat the executionof a specificpro-
gramis determinedby a numberof circumstances.Thesecir-
cumstancesincludetheprogramcode,datafrom storageor in-
put devices,the program’s environment,the specifichardware,
andsoon.

In our context, we areonly interestedin the changeablecir-
cumstances—that is, thosecircumstanceswhosechangemay
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causea differentprogrambehaviour. (In fact,we areevenonly
interestedin thosecircumstancesthatactuallymaycausea dif-
ferenttestoutcome.)Thesechangeablecircumstancesmake up
theprogram’sinput(in themostgeneralsense).In theremainder
of this paper, “circumstances”will alwaysrefer to changeable
circumstances.

A. TheChange thatCausesa Failure

Let us denotethe set of possibleconfigurationsof circum-
stancesby � . Eachr ��� determinesa specificprogramrun. Let
usassumenow aspecificrunr✘ ��� thatfails.2 Typically, wedo
not considerall circumstancesof this run asa whole. Instead,
we focus on the differencebetweenr✘ and somerun r✔ �	�
thatworks. This differenceis thechangewhich causesthefail-
ure,andthesmallerthis change,thebetterit qualifiesasfailure
cause.

Formally, thedifferencebetweenr✔ andr✘ is expressedasa
mapping
 which changesthecircumstancesof a programrun:

Definition 1 (Change) A change
 is a mapping
 : ���
� . The
setof changesis ������� . Therelevantchangebetweentwo runs
r✔ � r✘ ��� is a change 
���� such that 
�� r✔ � � r✘.

In theremainderof thispaper, 
 will alwaysstandfor therele-
vantchangebetweenthetwo givenprogramrunsr✔ andr✘. The
exactdefinitionof 
 andits applicationis, of course,specificto
thegivenproblemandits circumstances.In theMozilla exam-
ple sketchedin SectionI, applying 
 meansto expanda trivial
(empty)HTML input to thefull failure-inducingHTML page.

B. DecomposingChanges

Wenow assumethattherelevantchange
 canbedecomposed
into anumberof elementarychanges
 1 ��������� 
 n. Thisdecompo-
sition of 
 into individual changes
 i is problem-specific.As an
example,think of aDIFF output
 consistingof severalindividual
changes
 i , eachaffectinga particularplacein thetext.

Our approachdoesnot suggesta specificway of decompos-
ing changes.In general,though,weexpectthedecompositionto
follow thestructureof thechange,whichagainfollowsthestruc-
tureof thecircumstancesbeingchanged.In theMozilla example
from SectionI, therearemany waysto decomposethechange
 :
it maybedecomposedinto changesaddingsinglecharacters,or
changesaddingHTML tags,or changesaddinglines,depending
onwhetherweseetheinputof beingcomposedfrom characters,
tags,or lines. In doubt,anatomicdecomposition—thatis, a de-
compositioninto changesthatcanno furtherbedecomposed—
is theway to go.

To express(de-)compositionformally, we write 
	��
 1 �

 2 ������� � 
 n, wherethecomposition
 i � 
 j groupstwo changes

 i and 
 j into a largerwhole:

Definition 2 (Compositionof changes)The changecomposi-
tion � : �"!#�$�%� is definedas �&
 i � 
 j � � r � �$
 i 
 j � r � .

We do not assumeany particularpropertiesof � . In practice,
� is typically realizedasa unionof two changesets
 i .

2Readr✘ andr✔ as“r -fail” and“r -pass”,respectively.

C. TestCasesandTests

To relateprogramruns to failures,we needa testingfunc-
tion that takesa programrun andtestswhetherit producesthe
failure.Accordingto thePOSIX1003.3standardfor testingframe-
works[4], we distinguishthreeoutcomes:� Thetestsucceeds(PASS, writtenhereas✔)� The testhasproducedthe failure it was intendedto capture
(FAIL , writtenhereas✘)� The testproducedindeterminateresults(UNRESOLVED, writ-
tenhereas ).3

Definition 3 (rtest) Thefunctionrtest : ��� ' ✘ � ✔ � ( deter-
minesfor a program run r �)� whethersomespecificfailure
occurs (✘) or not (✔) or whetherthetestis unresolved( ).

Axiom 4 (Passingand failing run) rtest� r✔ � � ✔ andrtest� r✘ � �
✘ hold.

In the remainderof this paper, we shall considernot only
r✔ andr✘, but alsoseveral runsthataretheproductof changes
beingappliedto r✔. For convenience,we identify eachrun by
the setof changesbeingapplied to r✔. That is, we definec✔

as the empty setc✔ �+* which identifiesr✔ (no changesap-
plied). The setof all changesc✘ �,'-
 1 � 
 2 �.������� 
 n ( identifies
r✘ �/�&
 1 � 
 2 ������� � 
 n � � r✔ � .

We call thesubsetsof c✘ testcases:

Definition 5 (Testcase) A subsetc 0 c✘ is calleda testcase.

Testcasesarerelatedto programrunsby meansof the test
function, which appliesthe set of changesto r✔ and teststhe
resultingrun.

Definition 6 (test) The function test : 2c✘ � ' ✘ � ✔ � ( is
definedas follows: Let c 0 c✘ be a test case with c �
'1
 1 � 
 2 �������2� 
 n ( . Then,test� c� � rtest �&
 1 � 
 2 �������3� 
 n � � r✔ �
holds.4

UsingAxiom 4,wecandeducetheresultsof test� c✔ � andtest� c✘ � :
Corollary 7 (Passingand failing test case) Thefollowingholds:

test� c✔ � � test�&* � � ✔ (“passingtestcase”)and
test� c✘ � � test '1
 1 � 
 2 ��������� 
 n ( � ✘ (“failing testcase”).

I I I . M INIMIZING TEST CASES

Proceedbybinary search. Throw awayhalf theinput andseeif
theoutputis still wrong; if not,goback to thepreviousstate

anddiscard theotherhalf of theinput.

—Brian KernighanandRobPike,
ThePracticeof Programming

Let usnow modelour initial scenario.We havea testcasec✔

thatworksfineandatestcasec✘ thatfails. Let usassumethatc✔

standsfor sometrivial programrun (suchasa run on anempty
input). Then,minimizing thedifferencebetweenc✔ andc✘ be-
comesminimizingc✘ itself—thatis, simplificationof c✘.

3POSIX1003.3alsolists UNTESTEDandUNSUPPORTED outcomes,which are
of no relevancehere.

4To make theapplicationof changesetsunambiguous,testmustsort theap-
pliedchanges4 i in somecanonicalway.
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A. Minimal TestCases

A testcasec 0 c✘ beinga minimum meansthat thereis no
smallersubsetof c✘ thatcausesthetestto fail. Formally:

Definition 8 (Global minimum) A set c 0 c✘ is called the
globalminimumof c✘ if 5 c6�0 c✘ � 7 c6 798	7 c 7;: test� c6 �=<� ✘
holds.

In practice,this would be nice to have, but it is practically
impossibleto compute:Relyingon testaloneto determinethe
global minimum of c✘ requirestestingall 2 > c✘ > subsetsof c✘,
which obviouslyhasexponentialcomplexity.5

Resortingto the ideaof a local minimumhelpsa little. We
call a testcaseminimal if noneof its subsetscausesthe testto
fail. That is, if a test casec is minimal, theremay be some
othertestcasethat is evensmaller(i.e. a globalminimum),but
at leastwe know thateachelementof c is relevantin producing
thefailure—nothingcanberemovedwithoutmakingthefailure
disappear.

Definition 9 (Local minimum) A test casec 0 c✘ is a local
minimumof c✘ or minimal if 5 c6@? c � test� c6 �A<� ✘ holds.

This is whatwe want: a failing testcasewhoseelementsare
all significant.However, determiningthata testcasec is a local
minimumstill requires2 > c >�B 2 tests.

What we candetermine,however, is an approximation—for
instance,a testcasewhereremoving a small setof changesis
still significant in producingthe failure, but we do not check
whetherremoving severalchangesat oncemight make the test
caseeven smaller. Formally, we define this property as n-
minimality: removing any combinationof up to n changes
causesthe failure to disappear. If c is 7 c 7 -minimal, then c is
minimal in thesenseof Definition9.

Theapproximationwhichinterestsusmostis 1-minimality. A
failing testcasec composedof 7 c 7 changeswould be1-minimal
if removing any singlechangewould causethefailureto disap-
pear. While removing two or morechangesat oncemay result
in anevensmaller, still failing testcase,every singlechangeon
its own is significantin reproducingthefailure.

Definition 10(n-minimal test case) A test casec 0 c✘ is n-
minimal if 5 c6C? c �D7 c 7 B 7 c6 7FE n : test� c6 �G<� ✘ holds.
Consequently, c is 1-minimal if 5D
 i � c � test c BH'1
 i ( <� ✘
holds.

1-minimalityiswhatweshouldbeaimingat. However, given,
say, a failure-inducinginputof 100,000lines,wecannotsimply
remove eachindividual line in orderto minimize it. Thus,we
needaneffectivealgorithmto reduceour testcaseefficiently.

B. A MinimizingAlgorithm

Whatdohumansdoin orderto minimizetestcases?Onepos-
sibility: they usebinary search. If c✘ containsonly onechange,
thenc✘ is minimalby definition.Otherwise,wepartition c✘ into

5To beprecise,Corollary7 tellsustheresultsof testIKJ�L andtestI c✘ L , suchthat
only 2 M c✘ M�N 2 subsetsneedto betested,but this doesnothelpmuch.

Step Testcase test
1 O 1 1 2 3 4 . . . .
2 O 2 . . . . 5 6 7 8 ✘
3 O 1 . . . . 5 6 . . ✔
4 O 2 . . . . . . 7 8 ✘
5 O 1 . . . . . . 7 . ✘ Done

Result . . . . . . 7 .

Fig. 4. Quickminimizationof testcases

two subsetsO 1 and O 2 with similar sizeandtesteachof them.
Thisgivesusthreepossibleoutcomes:
Reduceto O 1. Thetestof O 1 fails—O 1 is asmallertestcase.6

Reduceto O 2. Testing O 1 doesnot fail, but testing O 2 fails—
O 2 is a smallertestcase.
Ignorance. Both testspass,or areunresolved—neitherO 1 nor
O 2 qualify aspossiblesimplifications.

In the first two cases,we cansimply continuethe searchin
thefailing subset,asillustratedin Figure4. Eachline of thedia-
gramshowsa configuration.A numberi standsfor anincluded
change
 i ; a dot standsfor anexcludedchange.Change7 is the
minimal failing testcase—andit is isolatedin just a few steps.

Givensufficient knowledgeaboutthenatureof our input,we
cancertainlypartitionany testcaseinto two subsetssuchthatat
leastoneof themfails the test. But what if this knowledgeis
insufficient,or not presentat all?

Let us begin with the worst case: after splitting up c✘ into
subsets,all testspassor areunresolved—ignoranceis complete.
All weknow is thatc✘ asawholeis failing. How doweincrease
ourchancesof gettinga failing subset?
� By testinglarger subsetsof c✘, we increasethechancesthat
the test fails—thedifferencefrom c✘ is smaller. On the other
hand,asmallerdifferencemeansaslowerprogression—thetest
caseis not halved,but reducedby asmalleramount.� By testingsmallersubsetsof c✘, we get a fasterprogression
in casethetestfails. On theotherhand,thechancesthatthetest
failsaresmaller.

Thesespecificmethodscanbe combinedby partitioningc✘

into a larger numberof subsetsandtestingeach(small) O i as
well asits (large)complementP i � c✘ BQO i —until eachsubset
containsonly onechange,which givesusthebestchanceto get
a failing test case. The disadvantage,of course,is that more
subsetsmeansmoretesting.

This is what can happen. Let n be the numberof subsets
O 1 �.������� O n. TestingeachO i andits complementP i � c✘ BRO i ,
we havefour possibleoutcomes(Figure5):
Reduceto subset.If testingany O i fails, then O i is a smaller
testcase.ContinuereducingO i with n � 2 subsets.
This reductionrule resultsin a classical“divide andconquer”
approach.If onecanidentify a smallerpartof thetestcasethat
is failure-inducingon its own, thenthis rule helpsin narrowing
down thetestcaseefficiently.
Reduceto complement.If testingany P i � c✘ BSO i fails, then
P i is a smallertestcase.ContinuereducingP i with n B 1 sub-
sets.

6SinceT 1 and T 2 have similar size,thereis noneedfor testingT 2 aswell if
testingT 1 alreadyfails.



ZELLER AND HILDEBRANDT: SIMPLIFYING AND ISOLATING FAILURE-INDUCING INPUT 5

MinimizingDelta DebuggingAlgorithm

Let testandc✘ begivensuchthattest�K* � � ✔ U test� c✘ � � ✘ hold.
Thegoalis to find c6✘ � ddmin� c✘ � suchthatc6✘ 0 c✘, test� c6✘ � � ✘, andc6✘ is 1-minimal.
TheminimizingDeltaDebuggingalgorithmddmin� c� is

ddmin� c✘ � � ddmin2 � c✘ � 2� where

ddmin2 � c6✘ � n� �
ddmin2 �-O i � 2� if V i ��' 1 �.�����W� n( � test�1O i � � ✘ (“reduceto subset”)

ddmin2 P i � max� n B 1 � 2� elseif V i ��' 1 �.�����W� n( � test�&P i � � ✘ (“reduceto complement”)

ddmin2 c6✘ � min � 7 c6✘ 7 � 2n� elseif n 8�7 c6✘ 7 (“increasegranularity”)

c6✘ otherwise(“done”).

whereP i � c6✘ BXO i , c6✘ �/O 1 Y O 2 Y ����� Y O n, all O i arepairwisedisjoint,and 5�O i ��7 O i 7;Z[7 c6✘ 7 \ n holds.
Therecursioninvariant(andthusprecondition)for ddmin2 is test� c6✘ � � ✘ U n E)7 c6✘ 7 .

Fig. 5. Minimizing DeltaDebuggingalgorithm

Step Testcase test
1 O 1 ��P 2 1 2 3 4 . . . . Testing O 1 � O 2
2 O 2 ��P 1 . . . . 5 6 7 8 : Increasegranularity
3 O 1 1 2 . . . . . . Testing O 1 �������2� O 4
4 O 2 . . 3 4 . . . . ✔
5 O 3 . . . . 5 6 . . ✔
6 O 4 . . . . . . 7 8
7 P 1 . . 3 4 5 6 7 8 Testingcomplements
8 P 2 1 2 . . 5 6 7 8 ✘ : Reduceto c6✘ �]P 2; continuewith n � 3
9 O 1 1 2 . . . . . . ^ Testing O 1 � O 2 � O 3

10 O 2 . . . . 5 6 . . ✔ ^ ^ sametestcarriedout in anearlierstep
11 O 3 . . . . . . 7 8 ^
12 P 1 . . . . 5 6 7 8 Testingcomplements
13 P 2 1 2 . . . . 7 8 ✘ : Reduceto c6✘ �]P 2; continuewith n � 2
14 O 1 ��P 2 1 2 . . . . . . ^ Testing O 1 � O 2
15 O 2 ��P 1 . . . . . . 7 8 ^ : Increasegranularity
16 O 1 1 . . . . . . . Testing O 1 �������2� O 4
17 O 2 . 2 . . . . . . ✔
18 O 3 . . . . . . 7 .
19 O 4 . . . . . . . 8
20 P 1 . 2 . . . . 7 8 Testingcomplements
21 P 2 1 . . . . . 7 8 ✘ : Reduceto c6✘ �]P 2; continuewith n � 3
22 O 1 1 . . . . . . . ^ Testing O 1 �������2� O 3
23 O 2 . . . . . . 7 . ^
24 O 3 . . . . . . . 8 ^
25 P 1 . . . . . . 7 8 Testingcomplements
26 P 2 1 . . . . . . 8
27 P 3 1 . . . . . 7 . Done

Result 1 . . . . . 7 8

Fig. 6. Minimizing a testcasewith increasinggranularity

Why do we continuewith n B 1 andnot two subsetshere?Be-
causethegranularitystaysthesame:Splitting P i into n B 1 sub-
setsmeansthatthesubsetsof P i areidenticalto thesubsetsO i

of c✘. Everysubsetof c✘ eventuallygetstested.
As an example,assumen � 32 and P 30 fails. If we continue
with n � 31, the recursive ddmincall splits P 30 into n � 31
subsets.The subsetsO 1 to O 30 have alreadybeentestedbe-
fore. If we realizethe test function suchthat it keepstrack of

teststhatalreadyhavebeenrun, thenext new testwould beone
of thecomplementsP i —we’d simply continueremoving small
chunks.
If wecontinuedwith two subsetsinstead,wewouldhavetowork
our way down with n � 2 � 4 � 8 ������� until the initial granularity
of n � 32 is reachedagain.
Increasegranularity. Otherwise (that is, no test failed), try
againwith 2n subsets.(Should2n _ 7 c✘ 7 hold, try againwith
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7 c✘ 7 subsetsinstead,eachcontainingonechange.)This results
in atmosttwiceasmany tests,but increaseschancesfor failure.
Done. The processis repeateduntil granularitycanno longer
be increased(that is, the next n would be larger than 7 c✘ 7 ). In
this case,we have alreadytried removing every singlechange
individually without further failures:theresultingchangesetis
minimal.

As an example,considerFigure 6, where the minimal test
caseconsistsof the changes1, 7, and8. Any testcasethat in-
cludesonly a subsetof thesechangesresultsin an unresolved
test outcome;a test casethat includesnoneof thesechanges
passesthetest.

We begin with partitioning the total set of changesin two
halves—but noneof them passesthe test. We continuewith
granularityincreasedto 4 subsets(Step3–6). Whentestingthe
complements,theset P 2 fails, thusremoving changes3 and4.
We continuewith splitting P 2 into threesubsets.Thenext three
tests(Steps9–11)havealreadybeencarriedoutandneednotbe
repeated(markedwith ^ ). Whentesting P 2 (Step13), changes
5 and6 canbe eliminated. We increasegranularityto 4 sub-
setsandtesteach(Steps16–19),beforethelastcomplementP 2
(Step21)eliminateschange2. Only changes1, 7, and8 remain;
Steps25–27show thatnoneof thesechangescanbeeliminated.
To minimize this testcase,a total of 19 differenttestswasre-
quired.

C. Propertiesof ddmin

We closewith someformalpropertiesof ddmin. First,ddmin
eventuallyreturnsa1-minimaltestcase:

Proposition11 (ddmin minimizes) For any c 0 c✘, ddmin� c�
is 1-minimal in the senseof definition 10. Proof: Ac-
cording to theddmindefinition(Figure5), ddmin� c6✘ � returnsc6✘
only if n ` 7 c6✘ 7 and test�&P i �#<� ✘ for all O 1 �������2� O n where
P i � c6✘ BSO i . If n ` 7 c6✘ 7 , then 7 O i 7 � 1 and 7 P i 7 � 7 c 7 B 1.
Since all subsetsof c6$? c6✘ with 7 c6✘ 7 B 7 c6 7 � 1 are in
'1P 1 �������2� P n ( andtest�KP i �=<� ✘ for all P i , theconditionof defi-
nition 10appliesandc is 1-minimal.

In theworstcase,ddmintakes 7 c✘ 7 2 � 3 7 c✘ 7 tests:

Proposition12 (ddmin complexity, worst case) Thenumberof
testscarriedout byddmin� c✘ � is 7 c✘ 7 2 � 3 7 c✘ 7 in theworst case.
Proof: Theworst casecan be dividedinto two phases:First,
every test has an unresolvedresult until we havea maximum
granularity of n � 7 c✘ 7 ; then,testingonly the last complement
resultsin a failureuntil n � 2 holds.� In the first phase, every testhasan unresolvedresult. This
resultsin a re-invocationof ddmin2 with a doublednumberof
subsets,until 7 O i 7 � 1 holds.Thenumberof teststo becarried
out is 2 � 4 � 8 � ����� � 2 7 c✘ 7 � 2 7 c✘ 7 � 7 c✘ 7 � > c✘ >

2 � > c✘ >
4 � ����� �

4 7 c✘ 7 .� In the secondphase, the worst caseis that testing the last
complementP n fails; consequently, ddmin2 is re-invoked with
ddmin2 �&P n � 7 c✘ 7 B 1� . This resultsin 7 c✘ 7 B 1 calls of ddmin,
with two testspercall, or 2 � 7 c✘ 7 B 1� � 2 � 7 c✘ 7 B 2� � ����� � 2 �
2 � 4 � 6 � ����� � 2 � 7 c✘ 7 B 1� � 7 c✘ 7 � 7 c✘ 7 B 1� � 7 c✘ 7 2 B 7 c✘ 7
tests.

Theoverall numberof testsis thus4 7 c✘ 7 � 7 c✘ 7 2 B 7 c✘ 7 � 7 c✘ 7 2 �
3 7 c✘ 7 .

In practice,however, it is unlikely that an n-characterinput
requiresn2 � 3n tests.The“divide andconquer”rule of ddmin
takescareof quickly narrowing down failure-inducingpartsof
theinput:

Proposition13 (ddmin complexity, bestcase) If there is only
one failure-inducingchange O i � c✘, and all test casesthat
include O i causea failure as well, then the numberof testst
is limited by t E 2 log2 � 7 c✘ 7 � . Proof: Under the given
conditions,the testof either initial subsetO 1 or O 2 will fail;
n � 2 alwaysholds. Thus,the overall complexity is that of a
binary search.

Whetherthis “best case”efficiency appliesdependson our
ability to breakdown theinput into smallerchunksthatresultin
determined(or better:failing) testoutcomes.Consequently, the
moreknowledgeaboutthe structureof the input we have, the
betterwecanidentify possiblyfailure-inducingsubsets,andthe
betteris theoverallperformanceof ddmin.

The surprisingthing, however, is that even with no knowl-
edge about the input structure at all, the ddminalgorithmhas
sufficient performance—atleastin thecasestudieswe haveex-
amined.This is illustratedin thefollowing section.

IV. CASE STUDIES

Whenyou’vecutawayasmuch HTML , CSS, andJavaScriptas
youcan,andcuttingawayanymorecausesthebug to

disappear, you’redone.

— Mozilla BugAThoncall

Let usnow turnto somereal-life failuresandsimplify failure-
inducinginput. We discussexamplesfrom theGNU C compiler,
Mozilla, andvariousUNIX utilities subjectedto randomfuzz in-
put.

A. GCCgetsa Fatal Signal

TheC programin Figure7 not only demonstratessomepar-
ticular nasty aspectsof the language,it also causesthe GNU

C compiler(GCC) to crash—atleast,whenusingversion2.95.2
on Intel-Linux with optimizationenabled.

Beforecrashing,GCCgrabsall availablememoryfor its stack,
suchthatotherprocessesmayrunoutof resourcesanddie.7 The
latter canbe preventedby limiting the stackmemoryavailable
to GCC, but theeffect remains:

$ (ulimit -H -s 256; gcc -O bug.c)
gcc: Internal compiler error:

program cc1 got fatal signal 11
$ _

The GCC error message(and the resultingcore dump) help
GCC maintainersonly; as ordinary users,we must now nar-
row down the failure-inducinginput in bug.c —andminimize
bug.c in orderto file in abug report.

7Theauthordeniesany liability for damagecausedby repeatingthis experi-
ment.
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#defineSIZE20

doublemult (doublez[], int n)
'

int i , j ;

i � 0;
for ( j = 0; j 8 n; j ++) '

i � i � j � 1;
z[i ] � z[i ] a	� z[0] � 1 � 0� ;

(
returnz[n];

(
void copy(doubleto[], doublefrom[], int count)
'

int n = � count � 7� \ 8;
switch � count% 8� do '

case0: * to++ � * from++;
case7: * to++ � * from++;
case6: * to++ � * from++;
case5: * to++ � * from++;
case4: * to++ � * from++;
case3: * to++ � * from++;
case2: * to++ � * from++;
case1: * to++ � * from++;

( while �1BHB n _ 0� ;
returnmult(to, 2);

(
int main(int argc, char*argv[])
'

doublex[SIZE], y[SIZE];
double*px � x;

while � px 8 x � SIZE�
*px++ �%� px B x � a�� SIZE � 1 � 0� ;

returncopy(y, x, SIZE);
(

Fig. 7. Thebug.c programthatcrashesGNU CC

In thecaseof GCC, thepassingprogramrunis theemptyinput.
For thesakeof simplicity, wemodeledachangeasthe insertion
of a singlecharacter. This meansthat
� r✔ is runningGCCwith anemptyinput� r✘ meansrunningGCCwith bug.c� eachchange
 i insertsthe i -th characterof bug.c� partitioningc✘ meanspartitioningtheinput into parts.
No specialeffort was madeto exploit syntacticor semantic
knowledgeaboutC programs;consequently,weexpectedalarge
numberof testcasesto beinvalid C programs.

To minimizebug.c , weimplementedtheddminalgorithmof
Figure5 into our WYNOT prototype8. The testprocedurewould
createtheappropriatesubsetof bug.c , feedit to GCC, return✘
if f GCChadcrashed,and✔ otherwise.Theresultsof thisWYNOT

run areshown in Figure8.
After the first two tests, WYNOT has already reducedthe

8WYNOT b “WorkedYesterday, NOt Today”
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Fig. 8. Minimizing GCCinput bug.c

–ffloat-store –fno-default-inline –fno-defer-pop
–fforce-mem –fforce-addr –fomit-frame-pointer
–fno-inline –finline-functions –fkeep-inline-functions
–fkeep-static-consts –fno-function-cse –ffast-math
–fstrength-reduce –fthread-jumps –fcse-follow-jumps
–fcse-skip-blocks –frerun-cse-after-loop –frerun-loop-opt
–fgcse –fexpensive-optimizations –fschedule-insns
–fschedule-insns2 –ffunction-sections –fdata-sections
–fcaller-saves –funroll-loops –funroll-all-loops
–fmove-all-movables –freduce-all-givs –fno-peephole
–fstrict-aliasing

TABLE I

GCCOPTIMIZATION OPTIONS

input size from 755 charactersto 377 and 188 characters,
respectively—thetestcasenow only containsthemult function.
Reducingmult, however, takestime: only after 731moretests
(and34 seconds)9 do we get a testcasethat cannot be mini-
mizedany further. Only 77charactersareleft:
t(doublez[],int n) ' int i , j ;for(;;) ' i � i � j � 1;z[i ] � z[i ] a
� z[0] � 0� ; ( returnz[n]; (

This test caseis 1-minimal—nosingle charactercanbe re-
movedwithout removing the failure. Evenevery singlesuper-
fluouswhitespacehasbeenremoved,andthefunctionnamehas
shrunkfrom mult to a single t . (At least,we now know that
neitherwhitespacenor functionnamewerefailure-inducing!)

Figure9 showsanexcerptof theDeltaDebugginglog: From
“z[0]” to “return”, we seehow theddminalgorithmtries to re-
moveeverysinglechange(= character)in orderto minimizethe
inputevenfurther—buteachtestresultsin asyntacticallyinvalid
program.

As GCC users,we cannow file in theone-linerasa minimal
bug report. But wherein GCC doesthe failure actuallyoccur?
Wealreadyknow thatthefailureis associatedwith optimization:
If we remove the -O optionto turn off optimization,thefailure
disappears.Couldit bepossibleto keepoptimizationturnedon,
but to influenceit in a way thatthefailuredisappears?

The GCC documentationlists 31 optionsthat canbe usedto
influenceoptimizationon Linux, shown in TableI. It turnsout
thatapplyingall of theseoptionscausesthefailureto disappear:

9All timesweremeasuredonaLinux PCwith a500MHz PentiumIII proces-
sor. Thetime given is theCPUusertime of our WYNOT prototypeasmeasured
by theUNIX kernel;it includesall spawnedchild processes(suchastheGCCrun
in this example).
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�������������������������

714 t(double z[],int n) d int i,j;for(;;) d i=i+j+1;z[i]=z[i]*(z[0]+0); e return z[n]; e
714 t(double z[],int n) d int i,j;for(;;) d i=i+j+1;z[i]=z[i]*(z[ 0]+0); e return z[n]; e
715 t(double z[],int n) d int i,j;for(;;) d i=i+j+1;z[i]=z[i]*(z[0]+0); e return z[n]; e
716 t(double z[],int n) d int i,j;for(;;) d i=i+j+1;z[i]=z[i]*(z[0] +0); e return z[n]; e
717 t(double z[],int n) d int i,j;for(;;) d i=i+j+1;z[i]=z[i]*(z[0]+0); e return z[n]; e
718 t(double z[],int n) d int i,j;for(;;) d i=i+j+1;z[i]=z[i]*(z[0]+0); e return z[n]; e
719 t(double z[],int n) d int i,j;for(;;) d i=i+j+1;z[i]=z[i]*(z[0]+0) ; e return z[n]; e
720 t(double z[],int n) d int i,j;for(;;) d i=i+j+1;z[i]=z[i]*(z[0]+0); e return z[n]; e
721 t(double z[],int n) d int i,j;for(;;) d i=i+j+1;z[i]=z[i]*(z[0]+0); e return z[n]; e
722 t(double z[],int n) d int i,j;for(;;) d i=i+j+1;z[i]=z[i]*(z[0]+0); e r eturn z[n]; efff fff
733 t(double z[],int n) d int i,j;for(;;) d i=i+j+1;z[i]=z[i]*(z[0]+0); e return z[n]; e ✘

Fig. 9. Minimizing GCCinputbug.c

$ gcc -O -ffloat-store -fno-default-inline g
-fno-defer-pop ...-fstrict-aliasing bug.c

$ _

This meansthatsomeoption(s)in thelist preventthefailure.
Wecanusetestcaseminimizationin orderto find thepreventing
option(s). This time, each
 i standsfor removing a GCC option
from TableI: Having all 
 i appliedmeansto run GCC with no
option(failing), andhaving no 
 i appliedmeansto runGCCwith
all options(passing).

This WYNOT run is a straight-forward “divide andconquer”
search,shown in Figure10. After 7 tests(andlessthana sec-
ond), thesingleoption–ffast-mathis foundwhich preventsthe
failure:

$ gcc -O -ffast-math bug.c
$ _

Unfortunately, the –ffast-mathoption is a badcandidatefor
working aroundthe failure,becauseit may alter the semantics
of theprogram.We remove–ffast-mathfrom thelist of options
andmake anotherWYNOT run. Again after 7 tests,it turnsout
theoption–fforce-addralsopreventsthefailure:

$ gcc -O -fforce-addr bug.c
$ _

Are thereany otheroptionsthatpreventthefailure?Running
GCC with theremaining29 optionsshows thatthefailureis still
there;so it seemswe have identifiedall failure-preventingop-
tions.And this is whatwecansendto theGCCmaintainers:
1. Theminimal testcase
2. “The failureoccursonly with optimization.”
3. “–ffast-mathand–fforce-addrpreventthefailure.”
Still, we cannotidentify a placein theGCC codethatcausesthe
problem.On theotherhand,we have identifiedasmany failure
circumstancesaswe can. In practice,programmaintainerscan
easilyenhancetheir automatedregressiontestsuitessuchthat
the failure circumstancesare automaticallysimplified for any
failing testcase.

B. Mozilla CannotPrint

As a further casestudy, we wantedto simplify a real-world
Mozilla testcaseandthuscontributeto theMozilla BugAThon.
A searchin Bugzilla, the Mozilla bug database,shows us
bug #24735,reportedby anantk@yahoo.com:

Ok the following operations cause mozilla to crash con-
sistently on my machine

� Start mozilla

1
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Fig. 10. Minimizing GCCoptions

� Go to bugzilla.mozilla.org

� Select search for bug

� Print to file setting the bottom and right margins to
.50 (I use the file /var/tmp/netscape.ps)

� Once it’s done printing do the exact same thing
again on the same file (/var/tmp/netscape.ps)

� This causes the browser to crash with a segfault

In this case,theMozilla input consistsof two items: These-
quenceof input events—that is, the successionof mousemo-
tions, pressedkeys, and clicked buttons—andthe HTML code
of theerroneousWWW page.We usedtheXLAB capture/replay
tool [5] to run Mozilla while capturingall useractionsandlog-
ging themto a file. We couldeasilyreproducetheerror, creat-
ing an XLAB log with 711 recordedX events.Our WYNOT tool
wouldnow useXLAB to replaythelog andfeedMozilla with the
recordeduseractions,thusautomatingMozilla execution.

In a first run, we wantedto know whetherall actionsin the
bugreportwereactuallynecessary. Wethussubjectedthelog to
testcaseminimization,in orderto find a failure-inducingmini-
mumof useractions.Out of the711X events,only 95 werein-
ducedby useractions—thatis,moving themousepointer, press-
ing or releasingthe mousebutton, andpressingor releasinga
key on thekeyboard. (Theothereventswereinducedby theX
server, suchasnotificationsthatthewindow shouldberedrawn.)
These95 useractionscouldeasilybefilteredout automatically
by eventtypeandwerethensubjectedto minimization.

The testfunctionwould startMozilla anduseXLAB to replay
thegivensetof useractionsandthenwait for a few seconds.If
Mozilla crashedduringthis interval, testwould return✘; other-
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Fig. 11. Minimizing Mozilla useractions

wise,testwould terminateMozilla andreturn✔.10

Theresultsof this run areshown in Figure11. After 82 test
runs(or 21 minutes),only 3 out of 95useractionsareleft:
1. Pressthe P key while the Alt modifier key is held. (Invoke
thePrint dialog.)
2. Pressmousebutton1 on thePrint buttonwithout a modifier.
(Arm thePrint button.)
3. Releasemousebutton1. (Startprinting.)
Useractionsremovedincludemoving themousepointer, select-
ing thePrint to file option,alteringthedefaultfile name,setting
theprint marginsto .50, andreleasingtheP key beforeclicking
on Print—all this is irrelevantin producingthefailure.11

Sincethe useractionscanhardly be further generalized,we
turn our attentionto anotherinput source–thefailure-inducing
HTML code. The original Search for bug pagehasa lengthof
39094charactersor 896 lines;anexcerptis shown in Figure1.
In order to minimize the HTML code,we chosea hierarchical
approach:In a first run, we wantedto minimize the numberof
lines (that is, each O i wasidentifiedwith a line); in a later run,
wewantedto minimizethefailure-inducingline(s)accordingto
singlecharacters.

The resultsof the lines run are shown in Figure 12. Af-
ter 57 test runs, the ddmin algorithm minimizes the original
896linesto a 1-line input:

<SELECT NAME="priority" MULTIPLE SIZE =7>

This is the HTML input which causesMozilla to crashwhen
beingprinted. As in the GCC exampleof SectionIV-A, the ac-
tual failure-inducinginput is very small. It shouldbe noted,
though,that theoriginal HTML codecontainsmultiple SELECT
tags;DeltaDebuggingreturnsonly oneof them.12 Furthermin-
imization by characters,asshown in Figure2, revealsthat the
attributesof the SELECTtag arenot relevant for reproducing
thefailure,either—thesingleinput

<SELECT>

10 As in all testing,it is alwaysagoodideato setanuppertimeboundfor test
cases.

11It is relevant, though,thatthemousebuttonbepressedbeforeit is released.
12If desired,onecouldeasilyre-invoke DeltaDebuggingon theremainderto

searchfor otherindependentfailurecauses.In practice,though,we expectthat
after Delta Debugginghassimplified a testcase,first the error is fixed. Then,
the test is repeatedwith the fixed program. If the failure persists,thenDelta
Debuggingcanfind thenext failurecause.
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Fig. 12. Minimizing Mozilla HTML input
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Fig. 13. Minimizing FLEX fuzz input

alreadysufficesfor reproducingthe failure. Overall, we obtain
thefollowing self-containedminimizedbugreport:
� CreateanHTML pagecontaining“<SELECT>”
� Loadthepageandprint it usingAlt+P andPrint.
� Thebrowsercrasheswith a segmentationfault.
or evensimpler:
� Printing“<SELECT>” causesacrash.

In principle, this minimization procedurecould easily be
applied automaticallyon the 12,479 open bugs listed in the
Bugzilla database13—provided that the bug reportscanbe re-
producedautomatically. All oneneedsis an HTML input, a se-
quenceof useractions,anobservablefailure—anda little time
to let thecomputersimplify thefailure-inducinginput.

C. MinimizingFuzz

In a classicalexperiment[6], [7], Bart Miller and his team
examinedtherobustnessof UNIX utilities andservicesby send-
ing themfuzzinput—alargenumberof randomcharacters.The
studiesshowed that, in the worst case,40% of the basicpro-
gramscrashedor went into infinite loopswhenbeingfed with
fuzz input.

We wantedto know how well theddminalgorithmperforms
in minimizing thefuzz input sequences.We examineda subset
of theUNIX utilities listedin Miller’ spaper:NROFF (formatdoc-
umentsfor display), TROFF (format documentsfor typesetter),
FLEX (fastlexical analyzergenerator),CRTPLOT (graphicsfilter

13asof 15February2001,13:00GMT
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Fig. 14. Minimizing CRTPLOT fuzz input

for variousplotters),UL (underliningfilter), andUNITS (convert
quantities).

Wesetup16differentfuzzinputs,differingin size(103 to 106

characters)andcontent(whetherall charactersor only printable
characterswereincluded,andwhetherNUL characterswerein-
cludedor not). As shown in Table II(b), Miller’ s resultsstill
apply—atleaston Sun’s Solaris2.6 operatingsystem: out of
6 ! 16 � 96 testruns,theutilities crashed42 times(43%).

We appliedour WYNOT tool in all 42 casesto minimize the
failure-inducingfuzz input. In a first series,our test function
would simply return ✘ if the input madethe programcrash,
and✔, otherwise. Table II(c) shows the resultinginput sizes;
TableII(d) lists thenumberof testsrequired.Dependingon the
crashcause,theprogramscouldbepartitionedinto two groups:
� The first group of programsshows obvious buffer overrun
problems.
– FLEX, the most robust utility, crasheson sequencesof

2,121or morenon-newline andnon-NUL characters(t14–t15).
– UL crasheson sequencesof 516 or more printable non-

newline characters(t5–t8, t13–t16).
– UNITS crasheson sequencesof 77 or more8-bit characters

(t2–t4 andt11–t12).
Figure13 shows the first 500 testsof the WYNOT run for FLEX

andt16. After 494tests,theremainingsizeof 2,122characters
is alreadycloseto the final size; however, it takes more than
10,000furtherteststo eliminateonemorecharacter.� Thesecondgroupof programsappearsvulnerableto random
commands.
– NROFFandTROFFcrash
a on malformedcommandslike "\\DˆJ%0F" 14

(NROFF, t6), and
a on 8-bit input suchas"\302\n" (TROFF, t1)
– CRTPLOT crasheson theone-letterinputs"t" (t1) and"f"

(t5, t9, t13–t16).
The WYNOT run for CRTPLOT and t16 is shown in Figure14. It
takes24teststo minimizethefuzz inputof 106 charactersto the
singlefailure-inducingcharacter.

Again, all test runs can be (and have been)entirely auto-
mated. This allows for massiveautomatedstochastic testing,
whereprogramsare fed with fuzz input in order to reveal de-
fects. As soonasa failure is detected,input minimizationcan

14All input is shown in C stringnotation.

generalizethelargefuzz input to aminimal bug report.

D. ThePrecisionEffect

In the fuzz examplesfrom SectionIV-C, our test function
wouldreturn✘ wheneveraprogramcrashed—regardlessof fur-
thercircumstances.This ignorancemay leadto a problem:the
minimizedinput maycausea different failure thanthe original
testcase.

In thefuzzexamples,adifferentfailuremaybetolerable:Just
asin theMozilla casestudy(SectionIV-B), theremaybemulti-
pleindependentfailurecauses,andeventually, wemustfix them
all. In thecontext of debugging,though,it is importantthat the
causesfor theoriginal failurebeisolated.

As aconsequence,werepeatedourtestrunswith anincreased
precision,whichwouldalsocomparethelocationof thefailure.
As location,weusedthebacktrace—thatis, thecurrentprogram
counterandthestackof calling functionsat themomentof the
crash;thevaluesof argumentsandlocal variableswerenot part
of thebacktrace,though.� The testfunctionwould return✘ only if theprogramcrashed
andif the backtraceof the failure wasidentical to the original
backtrace.� If the program failed, but with a different backtrace,test
would return .� If theprogramdid not crash,testwould return✔.

As shown in Table II(e), this increasein precisionresulted
in largerminimizedtestcasesfor NROFF, TROFF, andFLEX; the
otherthreeprogramsareunchanged.As anexample,theNROFF

input t1 hasbeenminimized from 103 to 60 characters;with
lower precision(TableII(c)), only 2 characterswereleft. This
indicatesthat the 2 charactersfrom TableII(c) inducea failure
different from the original one; only the 60 charactersin Ta-
ble II(e) inducethesamebacktrace.

Besidesthe backtrace,there is more one could compare:
the entirememorycontents,for instance,or the full execution
traces.Onewill find, though,thathigherprecisionwill always
increasethesizeof theminimizedtestcase.This is sobecause
only thecompleteoriginal input caninducethe completeorig-
inal failure; anda completecomparisonof behavior will make
all of the original input significant(except for thoseparts,of
course,whichdonothaveany impacton thefinal programstate
at all). In practice,a simplebacktraceasin our settingshould
providesufficientprecision.

V. ISOLATING

FAILURE-INDUCING DIFFERENCES

Soassessthemto findout their plans,
boththesuccessfulonesandthefailures.
Incite themto actionin order to findout

thepatternsof movementandrest.

— SunTzu,TheArt of War

Thecasestudiesasdiscussedin SectionsIV-C andIV-D ex-
hibit a majorweaknessof the ddminalgorithm: The larger the
size of the simplified input, the higher is the numberof tests
required. This is pretty obvious, becausedeterminingthe 1-
minimality of atestcasewith n entitiesrequiresatleastn tests—
eachentity is individually removed and tested. Consequently,
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(a) Testcases
Name t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12 t13 t14 t15 t16

Characterrange all printable all printable
NUL characters yes yes no no
Input size 103 104 105 106 103 104 105 106 103 104 105 106 103 104 105 106

(b) Testoutcomes
Name t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12 t13 t14 t15 t16

NROFF ✘S ✘S ✘S ✘S – ✘A ✘A ✘A ✘S ✘S ✘S ✘S – – – –
TROFF – ✘S ✘S ✘S – ✘A ✘A ✘S – – ✘S ✘S – – – –
FLEX – – – – – – – – – – – – – ✘S ✘S ✘S

CRTPLOT ✘S – – – ✘S – – – ✘S – – – ✘S ✘S ✘S ✘S

UL – – – – ✘S ✘S ✘S ✘S – – – – ✘S ✘S ✘S ✘S

UNITS – ✘S ✘S ✘S – – – – – – ✘S ✘S – – – –
“–” = testpassed(✔), ✘S= SegmentationFault, ✘A= ArithmeticException

(c) Size 7 c6✘ 7 of minimized input—low precision
Name t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12 t13 t14 t15 t16

NROFF 2 2 2 2 – 7 7 7 2 2 2 2 – – – –

TROFF – 3 3 3 – 7 7 7 – – 3 3 – – – –

FLEX – – – – – – – – – – – – – 2121 2121 2121

CRTPLOT 1 – – – 1 – – – 1 – – – 1 1 1 1

UL – – – – 516 516 516 516 – – – – 516 516 516 516

UNITS – 77 77 77 – – – – – – n/a n/a – – – –

Testoutcomest11 andt12 for UNITS couldnotbereproduceddeterministically.

(d) Number of test runs—low precision
Name t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12 t13 t14 t15 t16

NROFF 55 41 60 39 – 156 153 243 17 22 27 54 – – – –

TROFF – 84 73 100 – 156 153 22493 – – 50 42 – – – –

FLEX – – – – – – – – – – – – – 11589 17960 10619

CRTPLOT 15 – – – 15 – – – 16 – – – 14 17 23 24

UL – – – – 7138 7012 6058 7090 – – – – 2434 3455 3055 2307

UNITS – 662 623 626 – – – – – – n/a n/a – – – –

(e)Size 7 c6✘ 7 of minimized input—high precision
Name t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12 t13 t14 t15 t16

NROFF 60 61 54 60 – 9 9 9 54 54 61 54 – – – –

TROFF – 393 392 204 – 9 9 9 – – 73 8 – – – –

FLEX – – – – – – – – – – – – – 6749 6749 6749

CRTPLOT 1 – – – 1 – – – 1 – – – 1 1 1 1

UL – – – – 516 516 516 516 – – – – 516 516 516 516

UNITS – 77 77 77 – – – – – – n/a n/a – – – –

(f) Number of test runs—high precision
Name t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12 t13 t14 t15 t16

NROFF 3547 3468 3941 3403 – 150 141 229 4131 4246 5565 2722 – – – –

TROFF – 43963 39426 10487 – 150 141 229 – – 2372 1001 – – – –

FLEX – – – – – – – – – – – – – 37029 34450 37454

CRTPLOT 16 – – – 15 – – – 16 – – – 14 17 23 24

UL – – – – 7138 7012 6058 7090 – – – – 2434 3455 3055 2307

UNITS – 684 623 626 – – – – – – n/a n/a – – – –

TABLE II

M INIMIZING FAILURE-INDUCING FUZZ INPUT
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with thesimplifiedFLEX inputof 2121characters,thenumberof
tests(TableII(d)) variesbetween11589(fuzz inputof 104 char-
acters)and 17960(105 fuzz input characters);with high pre-
cision, the numberof testsis between34450and 37454(Ta-
ble II(f)).

36,000testsarenotmuchof anissueif eachindividual testis
fast.If asingletesttakesabout0.1seconds,asin theFLEX case,
the entiresimplificationrequires1 hour. However, if the tests
arelesstrivial, or if thesizeof thesimplifiedinput is larger, we
haveaseriousproblem.

Therearemany pragmaticapproachesto resolve this issue,
suchasstoppingsimplificationassoonasatimelimit is reached
or as soon as the original test caseis reducedby a certain
amount. However, thereis a betterstrategy. Ratherthanonly
cuttingaway while thefailurepersists,onecanalsoadddiffer-
enceswhile the programstill passesthe test. To get the best
efficiency, onecancombinebothapproachesandnarrow down
thesetof differenceswhenevera testeitherpassesor fails.

A. IsolationIllustrated

This ideaof isolating the failure-inducingdifferencesis best
illustratedin comparisonto the “simplification” approachdis-
cussedsofar. Figure2 shows how ddminsimplifiesthefailure-
inducingHTML line presentedin SectionIV-B: After 26 steps,
theline is reducedto thesingle<SELECT>tag.

Figure3 shows the alternative “isolation” approach.Again,
asin ddmin, eachtime a testcasefails, the smallertestcaseis
usedasa new failing testcase.This minimizesthe failing test
caseaswell asthe differencebetweenthe failing testcaseand
the(initially empty)passingtestcase.However, eachtimeatest
casepasses,thelargertestcaseis usedasnew passingtestcase,
thusminimizing thedifferenceaswell.

Beforegoing into detailsof the algorithm,let us look at the
results:After seventests,thefailure-inducingdifferenceis nar-
roweddown to one< character. Prefixingthepassingtest

SELECT NAty" MULTIPLE SIZE=7>

with a < characterchangesthe SELECT text to an HTML

<SELECT> tag, causingthe failure whenbeingprinted. This
exampledemonstratesthe basicdifferencebetweensimplifica-
tion andisolation:� Simplificationmeansto make eachpartof thesimplified test
caserelevant: removing any partmakesthefailuregoaway.� Isolationmeansto find onerelevantpartof the testcase:re-
moving this particularpartmakesthefailuregoaway.

In general,isolation is muchmoreefficient thansimplifica-
tion. If we have a large failure-inducinginput, isolating the
differencewill pinpoint a failure causemuchfasterthanmini-
mizingthetestcase—inFigure3, isolatingrequiresonly 7 tests,
while minimizing (Figure2) required26 tests.

On the other hand, focusingon the differencerequiresthe
programmerto keepthe commoncontext of both test casesin
mind—thatis, thepassingtestcase.This imposesanextra load
ontheprogrammer. In thefuture,though,wemighthavedebug-
gingtoolsthathighlightdifferencesandcommonalitiesbetween
multiple runs.For suchtools,having two testcaseswith a min-
imal differenceis far preferableto having only onesimplified
testcase. Already today, if the isolateddifferenceconsistsof,

say, two itemsto keepin mind, while the minimizedtestcase
consistsof, say, a hundreditemsto keepin mind, the isolated
differencemayleadmuchfasterto thefix.

Another importantpoint is that the runningtime of the pro-
gramis frequentlyproportionalto thesizeof its input. In some
cases,simplificationmay requirea larger amountof tests,but
a lower total running time, due to the smaller input. Conse-
quently, evenwhenisolatingdifferences,weshouldtakecareto
prefersimpletestcases.In practice,intendeduseandavailable
resourcesmay result in a mix of both simplificationandisola-
tion.

B. An IsolatingAlgorithm

Let usnow formally definethealgorithmthatisolatesfailure-
inducingdifferences.How canwe extendthe ddminalgorithm
to obtainthe behavior assketchedin Figure3? Our goal is to
find two setsc6✔ andc6✘ suchthat *�� c✔ 0 c6✔ ? c6✘ 0 c✘ holds
andthedifferenceOX� c6✘ B c6✔ is minimal.

Again,weneedto specifywhatwemeanby minimality, now
appliedto differencesinsteadof test cases. The definition of
minimality followsDefinition9:

Definition 14 (Minimal failur e-inducingdiffer ence) Letc6✔ and
c6✘ betwo testcaseswith *�� c✔ 0 c6✔ ? c6✘ 0 c✘. Their differ-
enceOX� c6✘ B c6✔ is minimal if

5�O i ? O � test� c6✔ Y O i �A<� ✔ U test� c6✘ BHO i �A<� ✘

holds.

Again,thenumberof subsetsof O is exponential,soweresort
to thesamepragmaticapproximationasin Definition10:

Definition 15 (n-minimal differ ence) Letc6✔ andc6✘ bedefined
asin Definition14. Their difference O)� c6✘ B c6✔ is n-minimal
if

5�O i ? O �i7 O i 7�E n : test� c6✔ Y O i �A<� ✔ U test� c6✘ BjO i �A<� ✘

holds.Consequently, O is 1-minimal if

5D
 i �kO � test c6✔ Y '1
 i ( <� ✔ U test c6✘ Bl'1
 i ( <� ✘

holds.

This is whatwe areaimingat: to isolatea 1-minimaldiffer-
encebetweena passinganda failing testcase.

It turnsout thattheoriginal ddminalgorithm,asdiscussedin
SectionIII-B can easily be extendedto computea 1-minimal
differenceratherthana minimal testcase.Besidesreducingthe
failing testcasec6✘ whenever a testfails, we now also increase
the passingtest casec6✔ whenever a testpasses.At all times,
c6✔ and c6✘ act as lower and upperboundof the searchspace,
which is systematicallynarrowed—like in a branch-and-bound
algorithm,exceptthatthereis nobacktracking.

This is whatwehave to do to extendddmin:
1. Extendddminsuchthatit workson two setsata time:� Thepassingtestcasec6✔ which is to bemaximized(initially,
c6✔ � c✔ ��* holds)and
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General DeltaDebuggingAlgorithm

Let testandc✘ begivensuchthattest�K* � � ✔ U test� c✘ � � ✘ hold.
The goal is to find � c6✔ � c6✘ � � dd� c✘ � suchthat *Q� c✔ 0 c6✔ ? c6✘ 0 c✘, test� c6✔ � � ✔, test� c6✘ � � ✘, and O/� c6✘ B c6✔ is
1-minimal.
Thegeneral DeltaDebuggingalgorithmdd� c✘ � is

dd� c✘ � � dd2 �&* � c✘ � 2� where

dd2 � c6✔ � c6✘ � n� �

dd2 � c6✔ � c6✔ Y O i � 2� if V i ��' 1 �������2� n( � test� c6✔ Y O i � � ✘ (“reduceto subset”)

dd2 � c6✘ BXO i � c6✘ � 2� elseif V i ��' 1 �������2� n( � test� c6✘ BXO i � � ✔ (“increaseto complement”)

dd2 c6✔ Y O i � c6✘ � max� n B 1 � 2� elseif V i ��' 1 �������2� n( � test� c6✔ Y O i � � ✔ (“increaseto subset”)

dd2 c6✔ � c6✘ BXO i � max� n B 1 � 2� elseif V i ��' 1 �������2� n( � test� c6✘ BXO i � � ✘ (“reduceto complement”)

dd2 c6✔ � c6✘ � min � 2n � 7 O 7 � elseif n 8$7 O 7 (“increasegranularity”)

� c6✔ � c6✘ � otherwise(“done”)

where OX� c6✘ B c6✔ �[O 1 Y O 2 Y ����� Y O n, all O i arepairwisedisjoint,and 5�O i ��7 O i 7;Z[7 O 7 \ n holds.
Therecursioninvariant(andthusprecondition)for dd2 is test� c6✘ � � ✘ U test� c6✔ � � ✔ U n E)7 O 7 .

Fig. 15. GeneralDeltaDebuggingalgorithm

� The failing testcasec6✘ which is to be minimized(initially,
c6✘ � c✘ holds).
2. ComputesubsetsO i assubsetsof Om� c6✘ B c6✔ (insteadof
subsetsof c6✘)
3. Changetherule“Reduceto subset”suchthatc6✔ Y O i is tested
(andpassedto therecursivecall) insteadof O i .
4. Introducetwo additionalrulesfor passingtestcases:
Increaseto complement.If c6✘ B	O i passesfor any subsetO i ,
thenc6✘ BnO i is a largerpassingtestcase.Continuereducingthe
differencebetweenc6✘ BXO i andc6✘.
This is just the complementof the “reduce to subset” rule
in ddmin.
Increaseto subset.If c6✔ Y O i passesfor any subset O i , then
c6✔ Y O i is a largerpassingtestcase.
Again, this is just the complementof the “reduceto comple-
ment” rule in ddmin.
As a consequenceof the additionalrules,the “increasegranu-
larity” ruleonly appliesif all previousteststurnoutunresolved.

Thefull dd algorithmis shown in Figure15.

C. Propertiesof dd

Beingbasedonddmin, theddalgorithminheritsmostproper-
ties. In particular, dd returnsa1-minimaldifferenceandhasthe
sameworst-casenumberof tests:

Proposition16 (dd minimizes) For anyc 0 c✘, let � c6✔ � c6✘ � �
dd� c� . Then, Oo� c6✘ B c6✔ is 1-minimal in the senseof defi-
nition 15. Proof: (Compare proof of proposition11) Ac-
cording to the dd definition(Figure 15), dd2 � c6✔ � c6✘ � n� returns
� c6✔ � c6✘ � only if n ` 7 O 7 where OS� c6✘ B c6✔ �pO 1 Y ����� Y O n;
that is, 7 O i 7 � 1 and O i �]'-
 i ( hold for all i .

Furthermore, for dd2 to return � c6✔ � c6✘ � , the conditions
test� c6✔ Y O i �G<� ✘, test� c6✘ B�O i �k<� ✔, test� c6✔ Y O i �G<� ✔,
and test� c6✘ B$O i ��<� ✘ musthold. Theseare theconditionsof
definition15; consequently, O is 1-minimal.

Proposition17 (dd complexity, worst case) The number of
testscarried out by dd� c✘ � is 7 c✘ 7 2 � 3 7 c✘ 7 in the worst case.
Proof: Theworst caseis thesameasin Proposition12; hence,
thenumberof testsis thesame.

Actually, ddmin is an instanceof dd: if test returns✔ only
for c✔: in this case,c6✔ � c✔ �q* alwaysholdsandonly c6✘ is
minimized.15 However, dd is muchmoreefficient thanddminif
therearenounresolvedtestcases;this “bestcase”evenrequires
half asmany testsasddmin.

Proposition18 (dd complexity, bestcase) If all testsreturnei-
ther ✔ or ✘, then the numberof tests t is limited by t E
log2 � 7 c✘ 7 � . Proof: WedecomposeOX�rO 1 Y O 2 � c6✘ B c6✔.
Underthegivenconditions,thetestof c6✔ Y O 1 � c6✘ BsO 2 will
eitherpassor fail; n � 2 alwaysholds. This is equivalentto a
classicalbinarysearch algorithmovera sortedarray: witheach
recursion,thedifferenceis reducedby1/2; theoverall complex-
ity is thesame.

Proposition18tellsuswhatmakesthesearchfor theSELECT
tagsoefficient: Therewereno unresolvedtestoutcomesin the
Mozilla test case. In fact, when thereare no unresolved test
outcomes,dd alwaysreturnsa singlefailure-inducingchange:

Corollary 19 (Sizeof failur e-inducingdiffer ence,bestcase)
If all tests return either ✔ or ✘, then 7 dd� c✘ � 7 � 1 holds.
Proof: Followsdirectlyfromtheequivalenceto binary search,
asshownin Proposition18.

However, these“best cases”neednot alwaysbe given—the
moreunresolvedtestoutcomeswe have, themoretestswill be
required.Let usseehow dd behavesin practicewhenthereare
unresolvedtestoutcomes.

15Thereis anotherinstanceof dd, which might becalleda “maximizing” al-
gorithm; it minimizesthe differenceonly by extendingthe passingtest case.
This ddmaxvariant is obtainedif test returns✘ only for c✘: then, ct✘ b c✘

alwaysholdsandct✔ is maximized.
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Fig. 16. Narrowing down thefailure-inducingdifference

VI. CASE STUDIES REVISITED

– Howdo they knowtheload limit on bridges,Dad?
– They drive bigger andbigger trucksover thebridgeuntil it
breaks.Thenthey weighthelast truck andrebuild thebridge.

—Bill Watterson,CalvinandHobbes

To demonstratethe difference in performancebetween
dd andddmin, we have repeatedthe GCC andfuzz casestudies
with thedd algorithm.

A. IsolatingGCCInput

As a first example, reconsiderthe GCC examplefrom Sec-
tion IV-A. Sincewe arenot interestedin programswith invalid
syntax,wesetup thetestfunctionsuchthatit would return✔ if
thecompilationsucceeded,✘ if thecompilercrashed,and in
all othercases(notablyif thecompilationfailed).

With ddmin, it took us 731 teststo minimize the entirepro-
gram. Isolatingthedifferencerequiresbut 59 tests(Figure16),
but nonethelesspinpointsto arelevantdifferenceof 2 characters.
As shown in Figure17 it sufficesto removetheassignmentto i
in themult functionto maketheprogramwork (Figure17(b)).
This suggestsa problemwith inlining theexpressioni � j � 1
in thearrayaccessesz[i ] on thefollowing line.

B. IsolatingFuzzInput

In a secondexample, we have repeatedthe high-precision
fuzz experimentsof SectionIV-D with the dd algorithm—that
is, thetestoutcomewas if thefailurebacktracewasdifferent
from theoriginalbacktrace.16

As shown in Table III(b), the numberof test runs is much
smaller for dd than for ddmin. Except for NROFF, the mini-
mal failure-inducingdifferenceis alwaysjust 1 character. Only
NROFF, TROFF, andFLEX haveany unresolvedtestoutcomes(Ta-
ble III(d)); for all others,thenumberof testruns(TableIII(c)) is
logarithmicin proportionto theinputsizeaspredictedin Propo-
sition18.

TableIII(e) shows the sizeof the commoncontext—that is,
the sizeof the maximizedpassinginput c6✔. In the UL exam-
ple, for instance,we can seethat addingone more character

16Wealsorepeatedthelow-precisionexperiments.But sincethetestoutcome
wasalways✔ or ✘, theexperimentsoutcomejust confirmedthepredictionsof
Proposition18andCorollary19.

(a) failing program

#defineSIZE20

doublemult (doublez[], int n)
'

int i , j ;

i � 0;
for ( j = 0; j 8 n; j ++) '

i � i � j � 1;

z[i ] � z[i ] au� z[0] � 1 � 0� ;
(
returnz[n];

(

(b) passingprogram

#defineSIZE20

doublemult (doublez[], int n)
'

int i , j ;

i � 0;
for ( j = 0; j 8 n; j ++) '

i � j � 1;

z[i ] � z[i ] au� z[0] � 1 � 0� ;
(
returnz[n];

(
Fig. 17. A failure-inducingdifference

to the 515 passingonescausesthe failure. Likewise, the FLEX

buffer is overrunafter addingonemorecharacterto a baseof
7804 to 7811 characters.In all cases,the numberof testsis
significantlylower thanwith theddminalgorithm.

VI I . RELATED WORK

Whenyouhavetwo competingtheorieswhich makeexactlythe
samepredictions,theonethat is simpleris thebetter.

— Occam’sRazor

As statedin the introduction,we are unawareof any other
techniquethat would automaticallysimplify test casesto de-
terminefailure-inducinginput. Oneimportantexceptionis the
simplification of test caseswhich have beenartificially pro-
duced.In [8], Don Slutzdescribeshow to stress-testdatabases
with generatedSQL statements.After a failure hasbeenpro-
duced,the test caseshad to be simplified—afterall, a failing
1,000-lineSQL statementwould not be taken seriouslyby the
databasevendor, but a 3-line statementwould. This simplifica-
tion wasrealizedsimplyby undoingtheearlierproductionsteps
andtestingwhetherthefailurestill occurred.

In general,Delta Debugging determinescircumstancesthat
arerelevantfor producingafailure(in ourcase,partsof thepro-
graminput). Suchwork hasbeenconductedbefore. However,
the previous work wasalwaysspecificto a particulardomain,
and always only as simple binary searchfor a single circum-
stance.An examplefor suchwork is detectinga singlefailure-
inducingcomponentin anoptimizingcompiler[9].

Thedd algorithmpresentedin this paperis a successorto the
ddv algorithm presentedin [3]. Like dd, ddv takes a set of
changesandminimizesit accordingto a giventest;in [3], these
changesaffectedtheprogramcodeandwereobtainedby com-
paringtwo programversions.

Themaindifferencesbetweenddandddv are:
� ddv is not well-suitedfor failuresinducedby a large com-
bination of changes. In particular, ddv doesnot guaranteea
1-minimalsubset,which is why it is not suitedfor minimizing
testcases.� ddv assumesmonotonicity: that is, whenever test� c� � ✔
holds,thentest� c6 � � ✔ holdsfor every subsetc6 0 c aswell.
This assumption,which wasfound to be usefulfor changesto
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(a) Testcases
Name t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12 t13 t14 t15 t16

Characterrange all printable all printable
NUL characters yes yes no no
Input size 103 104 105 106 103 104 105 106 103 104 105 106 103 104 105 106

(b) Size 7 c6✘ 7 B 7 c6✔ 7 of minimized differ ence—highprecision
Name t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12 t13 t14 t15 t16

NROFF 1 6 1 1 – 1 1 1 2 1 17 1 – – – –

TROFF – 1 1 1 – 1 1 1 – – 1 1 – – – –

FLEX – – – – – – – – – – – – – 1 1 1

CRTPLOT 1 – – – 1 – – – 1 – – – 1 1 1 1

UL – – – – 1 1 1 1 – – – – 1 1 1 1

UNITS – 1 1 1 – – – – – – 1 1 – – – –

(c) Number of test runs—high precision
Name t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12 t13 t14 t15 t16

NROFF 24 84 23 30 – 15 19 21 161 62 473 24 – – – –

TROFF – 19 20 24 – 15 19 21 – – 20 23 – – – –

FLEX – – – – – – – – – – – – – 23 51 33

CRTPLOT 12 – – – 12 – – – 12 – – – 12 15 20 22

UL – – – – 12 15 18 22 – – – – 12 16 19 22

UNITS – 15 19 22 – – – – – – 19 22 – – – –

(d) Number of unresolved testoutcomes—highprecision
Name t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12 t13 t14 t15 t16

NROFF 9 62 3 6 – 0 0 0 119 38 390 2 – – – –

TROFF – 3 1 2 – 0 0 0 – – 1 1 – – – –

FLEX – – – – – – – – – – – – – 10 29 15

CRTPLOT 0 – – – 0 – – – 0 – – – 0 0 0 0

UL – – – – 0 0 0 0 – – – – 0 0 0 0

UNITS – 0 0 0 – – – – – – 0 0 – – – –

(e)Size 7 c6✔ 7 of commoncontext—highprecision
Name t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12 t13 t14 t15 t16

NROFF 224 196 187 180 – 2105 2105 2105 147 259 227 145 – – – –

TROFF – 4921 3901 3877 – 2105 2105 2105 – – 38211 38992 – – – –

FLEX – – – – – – – – – – – – – 7804 7808 7811

CRTPLOT 789 – – – 760 – – – 721 – – – 263 263 68 263

UL – – – – 523 523 523 523 – – – – 515 515 515 515

UNITS – 284 284 284 – – – – – – 2731 2731 – – – –

TABLE III

ISOLATING FAILURE-INDUCING DIFFERENCES IN FUZZ INPUT

programcode,gave ddv a betterperformancewhenmosttests
produceddeterminateresults.

We recommendddasageneralreplacementfor ddv . To exploit
monotonicity in dd, one can make test� c� return ✔ whenever
a supersetof c hasalreadypassedthe test,and✘ whenever a
subsetof c hasalreadyfailedthetest.

VI I I . FUTURE WORK

If yougetall thewayup to thegroup-signedT-Shirt,youcan
qualify for a stuffedanimalaswell bydoing12 more.

— Mozilla BugAThoncall

Our futurework will concentrateon thefollowing topics:
Domain-specificsimplificationmethods.Knowledgeabout the
input structurecanvery muchenhancethe performanceof the
Delta Debugging algorithms. For instance,valid programin-
putsarefrequentlydescribedby grammars; it would beniceto
rely on suchgrammarsin orderto excludesyntacticallyinvalid
input right from the start. Also, with a formal input descrip-
tion, onecould replaceinput by smalleralternateinput rather
than simply cutting it away. In the GCC example,one could
try to replacearithmeticexpressionsby constants,or program
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blocks by no-ops;HTML input could be reducedaccordingto
HTML structurerules. Besidesgrammars,changesmay alsobe
constrainedby explicit changeconstraints,asestablishedin ver-
sioncontrol[10].
Optimization. In general,the abstractdescriptionof the Delta
Debugging algorithmsleaves a lot of flexibility in the actual
implementationandthusprovides“hooks” for severaldomain-
specificoptimizations:� The implementationcanchoosehow to partition thediffer-
ence O into subsetsO i . This is the placewhereknowledge
aboutthestructureof theinputcomesin handy.� The implementationcan choosewhich subsetto test first.
Somesubsetsmay be more likely to causea failure thanoth-
ers.� Theimplementationcanchoosewhetherandhow to handle
multiple independentfailure-inducinginputs—that is, the case
where thereare several subsetsO i with test� c6✔ Y O i � � ✘.
Optionsinclude
– to continuewith thefirst failing subset,
– to continuewith thesmallestfailing one,or
– to simplify eachindividual failing subset.

Our implementationcurrently goesfor the first failing subset
only andthusreportsonly onesubset.Thereasonis economy:it
is wiserto fix thefirst failurebeforecheckingfor furthersimilar
failures.
Undoingchanges. Delta Debugging assumesthat failure is
monotone:Oncea failureoccurs,onecannotmake it disappear
by addingmore “undoing” changes.(Formally, thereis no w
 i

suchthat �K
 i � w
 i � � r � � r .) As an example,assumea program
thatprocessesHTML tags:whenever its input containsonly the
openingHTML tag,but not theclosingone,it fails. In theinput
<A></A><B> , for instance,theHTML tag<B> lacksa closing
</B> .
If we useDeltaDebuggingto simplify this failure-inducingin-
put, then it may partition the input into <A> and </A><B> ,
resultingin thesimplified input <A>—althoughin theconcrete
example,this failure causewasundoneby </A> ; it was<B>
thathadnoclosingHTML tag.To identify undoingchanges,one
cannotusetestalone(this would requiretestingup to 2 > c✘ > su-
persetsof the minimized testcase),so we investigatewhether
increasedprecision(SectionIV-D) or domain-specificknowl-
edgehelpin practice.
Programanalysis. In thefield of generalautomateddebugging,
failure-inducingcircumstanceshave almost exclusively been
understoodasfailure-inducingstatementsduringa programex-
ecution. The mostsignificantmethodto determinestatements
relevant for a failure is programslicing—eitherthe staticform
obtainedby programanalysis[11], [12] or the dynamicform
appliedto aspecificrunof theprogram[13], [14].
The strengthof analysisis that several potentialfailure causes
can be eliminateddue to lack of dataor control dependency.
This doesnot suffice, though,to checkwhetherthe remaining
potentialcausesarerelevant or not for producinga given fail-
ure. Only by experiment(that is, testing)can we prove that
somecircumstanceis relevant—byshowing that thereis some
alterationof the circumstancethatmakesthe failuredisappear.
Whenit comesto concretefailures,programanalysisandtest-
ing arecomplementary:analysisdisprovescausality, andtesting

provesit.
It would be nice to seehow far systematictesting and pro-
gramanalysiscould work togetherandwhetherDelta Debug-
ging couldbeusedto determinefailure-inducingstatementsas
well. In ourcurrentwork,wetreataprogramstate(i.e.variables
andvalues)as internal input to the remainderof the program
and isolate thosevariablesand valueswhich are relevant for
producingthe failure—justasDelta Debugging isolatesexter-
nal failure-inducinginput. Thestatementsin which thesevari-
ablesaresetcanthenbedeterminedasfailure-inducing.In both
steps,programanalysisis mosthelpful to narrow down the set
of potentialvariablesandstatements.
Otherfailure-inducingcircumstances.Changing the input of
the programis only onemeansto influenceits execution. As
statedin SectionII-C, a 
 i canstandfor any changein thecir-
cumstancesthat influencesthe executionof the program. Our
currentwork extendsDeltaDebuggingto otherfailure-inducing
circumstancessuchasexecutedstatements,control predicates
or threadschedules.

IX. CONCLUSION

Debugging is still, asit was30 yearsago,
a matterof trial anderror.

— HenryLieberman,TheDebuggingScandal

Wehaveshownhow theDeltaDebuggingalgorithmssimplify
andisolatefailure-inducinginput, basedon an automatedtest-
ing procedure.Themethodcanbe(andhasbeen)appliedin a
numberof settings,findingfailure-inducingpartsin theprogram
invocation(GCC options),in theprograminput (GCC, fuzz, and
Mozilla input), or in thesequenceof userinteractions(Mozilla
useractions).

We recommendthatautomatedtestcasesimplificationbean
integratedpartof automatedtesting.Eachtimeatestfails,Delta
Debugging could be usedto simplify and isolate the circum-
stancesof the failure. Given sufficient testingresourcesanda
reasonablechoiceof changes
 i that influencethe programex-
ecution,thealgorithmspresentedin this paperprovidesimplifi-
cationandisolationmethodsthatarestraight-forwardandeasy
to implement.

In practice,testingand debugging typically comein pairs.
However, in previous researchon automateddebugging, test-
ing hasplayeda very minor role. This is surprising,because
re-testingaprogramunderchangedcircumstancesis acommon
debugging approach—andthe only way to prove that the cir-
cumstancesactually causethe failure. Eventually, we expect
thatseveraldebuggingtaskscanin factbestatedassearchand
minimizationproblems,basedon automatedtesting—andthus
besolvedautomatically.
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Furtherinformationon DeltaDebuggingis availableat

http://www.st.cs.uni-sb.de/dd/ .
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