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CFG for (edge) coverage

Q Test inputs
{[x=1;y=0], [x=0;y=1]}

Cover 6/7 edges, 86%
Which edge isn’t
covered?

Can it be covered?
With what test input?

oo 0D

David Notkin assert(false) ‘ ‘ pvr
Spring 2011
, if (x> y) {
Symbolic execution [x=a;y=p] What's really going one | x=x+v:
y=x-y;
= (R | x = x -y

[B>alAlx=Bay=a]

‘ assert(false) ‘ ‘ end

o Create a symbolic i [true] if (x > y)
tree X=aAy=B assert (false)
gt

Explicitly track path }

[true]
o Solve path conditions — “how a>?p
do you get to this point in the
execution tree?” — to defines l [e>B] } l [asB] }
test inputs x=a+f end

T
x=pay=a
B>?a
[a>BABral } l [a>PaBsal }
end

“false”
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Goal: define test inputs that
reach all reachable
statements
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Another example (Sen and Agha)

[true]
x=any=p
[true]
z=2*%f
[true]
2*p==2a
[2*B=a]
a>?p+10

[2*B=ara>B+10]
error

int double (int v){
return 2*v;
}
void testme (int x, int y)({
z = double (y);
if (z == x) {
if (x > y+10) {
ERROR;
}
}
}

[2*p#a]
end

[2*B=ara<p+10]
end

Error: possible by solving equations

2*f=a A a>B+10

2*B=a A 2*B>p+10
2*f=a A B>10
2*B=a A B>10

Any solution to this will cause the error state to be

reached
{x=22, y=11}, {x=200, y=100}, ...
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OK, do this in small groups for...

if x # 0 then

y :=5;
else

z 1=z - X;
endif;

if z > 1 then
z :=z / x;
else
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if x # 0 then
y = 5; [true]
else x=0Ay=BAz=y
z =2z - X; X#0?
endif;
if z > 1 then
z =z / x; [xze] [x=6]
else X=QAY=5AZ=Y, Xx=0Ay=PAz=y,
z :=0;
end
[true]
((x£0AY=5)v (x=0Ay=B) )Az=y,
z>?1
[z>1] [z<1]
(x£0AY=5AZ=)/X)V(X=0Ay=BAZ=Y/0) X=0Ay=BAz=0

[true]
(x£0AY=5AZ=%/X)V (X=0Ay=pAZ=0)
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Way cool — we're donel Concolic testing: Sen et al.
== | Eio ]
01 First example can’t reach assert (false), and 0 Basically, combine concrete and symbolic execution
it's easy to reach end via both possible paths 0 More precisely...

. G T d te i t
0 Second example: can reach error and end via eneraie a random concrele Inpy

. Execute the program on that input both concretely and
both possible paths symbolically simultaneously

Follow the concrete execution and maintain the path

= Third example: can avoid edge coverage weakness conditions along with the corresponding symbolic execution

0 Well, what if we can’t solve the path conditions2 If and when the symbolic constraints cannot be solved by a
. . . solver, use the path conditions collected by this guided
Some arithmetic, some recursion, some loops, some process to constrain the generation of inputs for the next
pointer expressions, etc. iteration
We'll | Repeat until test inputs are produced to exercise all feasible
e’ll see an example paths
o What if we want specific test cases?
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int double (int v){

return 2*v;

int double (int v){

nd
2" example return 2*v;

2" example redux

1+t iteration x=22, y=7 } 2" jteration x=1, y=2 }
| | void testme (int x, int y){ | 2 | void testme (int x, int y){
z = double (y); [true] z = double (y);
[true] if (z == x) { x=a=1ny=p=2 if (z == x) {
X=0=22Ay=7=f .
if (x > y+10) { if (x > y+10) {
. [true] .
» o o
11} 11}

[true]

=a= =7=PBAz=14=2% [true]
Xos22yTprzmias o Now solve 2vpesra 22222 N:E’ solve
I *Q_ 2¥B=0A
izh B_:: k.\bforceh o e a<p+10 to force
-a ' =
. ==[?ta:'ue1]a==?22 e other branc @>?B+10 w the other branch
1 0x=1; y=2 is it x=30;y=15 is

one solution

one solution :

[2*B!=a] l [2*B=ara>B+10] l [2*B=anrasp+10]
end
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2" example
3" jteration x=30, y=15
| L1e ]

[true]
x=a=30Ay=p=15

[true]
z=2*p=30

int double (int v){
return 2*v;
}
void testme (int x, int y){
z = double (y);
if (z == x) {
if (x > y+10) {
ERROR;
11}

q [true]
2*B=2a z=2x

J

2*B=q.
a>?B+10  30>?15+10

l [2*B!=a]

V—’—\

[30=-30830>25]
error

l [2*B=ara>B+10]

} l [2*B=c8asp+10]
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Three concrete test cases
e

int double (int v){ return 2*v;}
void testme (int x, int y){
z = double (y);
if (z == x) {
if (x > y+10) {
ERROR;

}

}
22 7  Takes first else
2 1 Takes first then and second else

30 15 Takes first and second then
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=
o Random seed
x=-3; y=7
o Concrete
z=9
o Symbolic
z=x3+3x%+9
Take then branch with

constraint
x3+3x2+92y

Concolic testing example: P. Saglam

void test_me(int x,int y){
z = x*x*x + 3*x*x + 9;
if(z 1= y){
printf (“Good branch”) ;
} else {
printf (“Bad branch”) ;
abort() ;

0 Take else branch with
constraint
X3+3x249=y
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Concolic testing example: P. Saglam
o

void test_me(int x,int y){

Solving is hard for

3 2.a_ z = X*x*x + 3*x*x + 9;
X3+3x24+9=y if(z 1= o
o So use Z's concrete value, printf(“Good branch”);
hich i tly 9, and betee
which is currently 9, an printf (“Bad branch”) ;
continue concretely abort () ;

91=7 so then is good

o Symbolically solve 9=y for
else clause

* When symbolic expression
becomes unmanageable (e.g., non-
linear) replace it by concrete value

Execute next run with
X=-3; y=9
so else is bad
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" JEE " JEE
Exam ple ‘ Following N slides from Saglam CUTE Approach Concrete Symbolic
Execution Execution
typedef struct cell { typedef struct cell { concrete symbolic | constraints
intv; « Random Test Driver: intv; state state
struct cell *next; struct cell *next;
} cell; » random memory graph }cell;
int f(int v) { reachable from p int f(int v) {
return 2*v + 1; return 2*v + 1;
« random value for x p
} } - o
int testme(cell *p, int x) { int testme(cell *p, int x)T_ 1 X=236 P=Po, X=Xo
if (x > 0) N _ . if (x> 0) NULL
if (p '= NULL) * Probability of reaching abort( ) is if (p '= NULL)
if (f(x) == p->v) extremely low if (F(x) == p->Vv)
if (p->next == p) if (p->next == p)
abort(); abort();
return 0; return 0;
} }
" JEE " JEE
CUTE Approach Concrete Symbolic CUTE Approach Concrete Symbolic
Execution Execution Execution Execution
t){pedfef struct cell { concrete symbolic | constraints typedef struct cell { concrete symbolic | constraints
intv; . state state intv: state state
struct cell *next; struct cell *next;
} ceIIl; } cell;
int ft('"‘ "2)*{ i1 int f(int v) {
return 2*v + 1; return 2*v + 1;
int testme(cell *p, int x) { p ! . x>0
. nt testme(cell *p, int
if (x> 0) =\ x=236 | p=po XX g x> o)( Pt P
'f.gpf!: NULL) NULL if (p 1= NULL) =\ x=236 | p=pox=x
i E (X)>—— Pt>_\i) if (f(x) == p->v) NULL
if (p- next == p) if (p->next == p)
abort(); .
turn 0: abort();
return ©; return 0;
! }



http://www.google.com/url?sa=t&source=web&cd=4&ved=0CCQQFjAD&url=http://www.cmpe.boun.edu.tr/courses/cmpe58q/spring2009/docs/CUTEpresentation.ppt&rct=j&q=P. Sa%C4%9Flam concolic&ei=lqmtTYmPLZDCsAOKjp2SAw&usg=AFQjCNG26Hs5cBDNvddDfZUp4H9pWKLvaQ&sig2=fb8JK09jpbCrg90joZtmLg
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" JEE = BN
CUTE Approach Concrete Symbolic CUTE Approach Concrete Symbolic
Execution Execution Execution Execution
typedef struct cell { concrete symbolic | constraints typedef struct cell { concrete | symbolic | constraints
f state state intv;
intv; ; — '
struct cell *next; }igﬁ'Ct cell *next; solve: x,>0 and p=NULL
} cell; N
int f(int v) { int f(int v) {
return 2*v + 1; return 2*v + 1;
} Xp>0 } : Xo>0
int testme(cell *p, int x) { 1(pol=NULL int testme(cell *p, i p=NULL
if (x> 0) ) if (x> 0) U
P if (p = NULL)
f (p != NULL .
i i (10) == p->v)
if (f(x) == p->Vv) f __
if (p->next == p) if (p->next == p)
- abort();
abort(); p X p
return 0; N\, x=236 P=Po, X=Xo return 0; &=\, x=236 P=Po, X=Xo
1 NULL } NULL
" JEE * BN
CUTE ApproaCh Concrete Symbolic CUTE Approach Concrete Symbolic
def I Execution Execution Execution Execution
edef struct ce
Q;Et v { concrete | symbolic | constraints typedef struct cell { concrete symbolic | constraints
. *next: intv; state state
}igllll.d cell mnext solve: xp>0 and pg=NULL struct cell *next;
i }cell;
et 2 + 1 %7236.5 NOLL i)
' return 2*v + 1;
-634
int testme(cell *p, int Xo>0 } . p\ NULL_236 P=Po: X=Xo,
if (x>0 ' N int testme(cell *p, int x) 1 | X= p->V =v,,
| igx(p ")NULL) PoNULE if (x> 0) [634] " | p->next=n,
e if (p '= NULL)
'f-(f(x? == p>V) if (f(x) == p->V)
if (p->next == p) X Y
abort(): if (p->next == p)
wmn 0 P abort();
}re urn 0; -\ x=236 - return 0;
NULL }
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CUTE ApproaCh Concrete Symbolic CUTE Approach Concrete Symbolic
Execution Execution Execution Execution
typedef struct cell { concrete symbolic | constraints typedef struct cell { concrete symbolic | constraints
intv; state state intv; state state
struct cell *next; struct cell *next;
} cell; } cell;
int f(int v) { int f(int v) {
return 2*v + 1; return 2*v + 1;
}
Xo>0 N .
int testme(cell *p, int x) { NULL d int testme(cell *p, int x) { %>0
if (x > 0) P P=Po. X=Xo, if (x > 0) P#NULL
)  X=236]  posy =y, N p  NULL PP, X=Xo,
if (p 1= NULL) Yor if (p 1= NULL) =\ x=236 -
p __ p->next=n, if (f(x) == p-> . p->V =V,
Ifl(f(X) - p'>V) [ ( (X) ==p- V) 634 p->next=n,
if (p->next == p) if (p->next == p)
abort(); abort();
return 0; return 0;
} }
" JEE B
CUTE ApproaCh Concrete Symbolic CUTE Approach Concrete Symbolic
Execution Execution woedef f Execution Execution
edef struct
t){pedef struct cell { concrete symbolic | constraints ylﬁt v ruct cell { concrete symbolic | constraints
intv; state state ! state state
struct cell *next: struct cell *next;
}cell; } cell
int f(int v) { int f(int v) {
return 2*v + 1; return 2*v + 1;
int testme(cell *p, int x) { %>0 int testme(cell *p, int x) { Xo>0
if (x > 0) Po=NULL if (x > 0) po=NULL
o if (p != NULL)
if (p != NULL) 2Xg 1V, " 2Xg+12V,
R NULL - — 0 o N 0 0
if (f(x) == p>V)  qumm p\ weozg| PoPor X=o if (f(x) == p->v)
if (p->next == p) 63 ’ Py o if (p->next == p)
abort(); (624 p-2next=no abort(); P NULL P=Po, X=X
! . (o} 01
return 0; return 0; )\ ,X=236| o>y =y,
) } '] * ponedcn,
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Concrete Symbolic Concrete Symbolic
pproac pproac
Execution Execution def f Execution Execution
typedef struct ce
typedef struct cell { concrete | symbolic | constraints ylﬁt v { concrete | symbolic | constraints
intv; ' .
struct cell *next; solve: x,>0 and pg=NULL struct cell *next; solve: x>0 and pe=NULL
} cell: and 2x+1=v, } cell_; and 2xy+1=v,
int f(int v) { int f(int v) { . NULL
* . Xo=1,
return 2*v + 1; return 2*v + 1, o po\
) | i
int testme(cell *p, int x *>0 int testme(cell *p, int x) %>0
if (x > 0) ’ peENULL if (x > 0) pe=NULL
if (p 1=
if (p != NULL) N 2Xo+1#V, |f‘(p = NULL) A 2Xo+ 1%V,
if (f(x) == p->v) if (f(x) == p->v)
if (p->next == p) if (p->next == p)
abort(); NULL abort(: P NULL P=Po, X=X,
' P P=Po. X=Xo, return 0; \ x=236 =
return 0; \  x=23 P>V =v, ) ) s p->V =v,,
} 634 p->next=n, ' p->next=n,
" JEE " JEE
Concrete Symbolic Concrete Symbolic
pproac boli pproac boli
Execution Execution Execution Execution
typedef struct cell { concrete symbolic | constraints ‘Y,Ped?f struct cell { concrete symbolic | constraints
int v; state state intv; state state
struct cell *next; struct cell *next;
}cell; } cell
int f(int v) { int f(int v) {
return 2*v + 1; return 2*v + 1;
} P NULL P=Po: X=Xo, : .
int testme(cell *p, int x){ \ x=1 p->V =V, int testme(cell *p, intx) { p  NULL =Py, X=X 00
it (x> 0) [ ]7] p->nextzn, it (x>0) —0 e | R
if (p != NULL) if (p != NULL) B p->next=n,
if (f(x) == p->v) |f_(f(x) ==p->V)
if (p->next == p) if (p->next == p)
abort(); abort();
return 0; return 0;
} }
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F———— " JEE———
CUTE Approach Concrete Symbolic CUTE A roach Concrete Symbolic
Execution Execution p p Execution Execution
t){pedef struct cell { concrete symbolic | constraints typed?f struct cell { concrete symbolic | constraints
intv; state state intv; state state
struct cell *next; struct cell *next;
} cell; } cell
int f(int v) { int f(int v) {
return 2*v + 1; return 2*v + 1;
J . Xo>0 i *p i >0
int testme(cell *p, int x) { N |n_t testme(cell *p, int x) { X0
if (x > 0) p\ NULI)_(—j_ P=Pg, X=Xo, po=NULL if (x> 0) p  NULL D=Do, X=X Po=NULL
if (p 1= NU = P>V =V, if (p 1= NULL) -— = o X=Xon -
o) p->next=n, if (f(x) == p-> Lt | pevew, | 2t
if (1) == p->v) (fC) == p->v) [ ]7] p->next=n,
if (p->next == p) if (p->next == p)
abort(); abort();
return 0; return 0;
) }
F——— " EE———
CUTE A roach Concrete Symbolic Concrete Symbolic
p p Execution Execution C U T E Ap p roac h Execution E)i,ecution
tyig’??/?f struct cell { cosntggte sysrrtlbtolic constraints t)/_P;?dEf struct cell { concrete symbolic | constraints
) ate intv; state tat
struct cell *next; struct cell *next; e
_} ceII_; } cell;
int f(int v) { int f(int v) {
return 2*v + 1; return 2*v + 1;
: . >0 N
int testme(cell *p, int x) { X?\IU int testme(cell *p, int x) { X0
|f'$x( >Io)NUL ) Po=NULL if (x > 0) pe=NULL
if (p!= L 2Xy*+1=V, if (p!= =
. p  NULL = — ) 0 if (p != NULL, 2X+1=
if (f(x) == p->v) e -1 P=Po. X=X, i (f(x) == _) Yot Vo
. | X p->V =v,, No%Po if (f(x) == p->v) Ng#p,
if (p->next == p) " = if (p-> == o
3 p->next=n, if (p->next == p)
abort(); abort(); p NULL
return 0; return O; - x=1 P=Po, X=X,
} } ' ¥ nexin
3 p->next=n,
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" JEE " JEE
Concrete Symbolic Concrete Symbolic
pproac bol pproac bok
Execution Execution Execution Execution
edef struct cell concrete symbolic | constraints concrete symbolic | constraints
typ { typedef struct cell {
intv; state ‘ state intv; state ‘ state
struct cell *next; struct cell *next;
} cell; solve: x;>0 and py=NULL } cell solve: x;>0 and py=NULL
int f(int v) { and 2x,+1=v, and ny=p, intf(int v) { and 2x,+1=v,and ny=p,
return 2*v + 1; return 2*v + 1;
} Xo=1, Py
Xo>0 : - Xo>0
int testme(cell *p, int x) { int testme(cell *p, int x) {
if (x> 0) PNULL if (x > 0) [3]7] || peNULL
if (p '= NULL) / 2%+1=V, if (p != NULL) / 2X+1=V,
if (f(x) == p->v) R Mo*Po if_(f(x) ==p->v) S No*Po
if (p->next == p) if (p->next == p)
abort(); p  NULL P=Po, X=X, abort(); p NULL P=Po, X=X,
return 0; -\ x=1 p_>°v :Vo? return O; -\ x=1 p_>°v :VO?
->next=n } 3 ->next=n
} P o p: o
" JEE " JEE
Concrete Symbolic Concrete Symbolic
pproac pproac
Execution Execution Execution Execution
‘Yped?f struct cell { concrete symbolic | constraints t){pedfef struct cell { concrete symbolic | constraints
intv; state state intv; state state
struct cell *next; struct cell *next;
} cell; } cell;
int f(int v) { int f(int v) {
return 2*v + 1; P=Pg, X=Xg, return 2*v + 1;
p->V =V,
p->next=ng int testme(cell *p, intx) { D=po. X=X %o>0
if (x > 0) if (x > 0) -\ x=1 p_;\’, =vo0’
if (p != NULL) if (p != NULL) . p->next=n,
if (f(x) == p->Vv) if (f(x) == p->Vv)
if (p->next == p) if (p->next == p)
abort(); abort();
return 0; return 0;
} }
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" * B
CUTE ApproaCh Concrete Symbolic CUTE Approach Concrete Symbolic
Execution Execution Execution Execution
typedef struct cell { concrete symbolic | constraints t¥p6d§f struct cell { concrete symbolic | constraints
intv; state state intv; state state
struct cell *next; struct cell *next;
} cell; } ceIIl;
int f(int v) { int f(int v) {
return 2*v + 1; return 2*v + 1;
}
int testme(cell *p, int x) { X0>0 int testme(cell *p, int x) { *,>0
if (x > 0) Po=NULL if (x > 0) pNULL
i P™Po, X, if (p 1= NULL,
if (p 1= NULL) x=1 p->V =V, ! .(p " ) P P=Po, X=X, 2Xg+1=V,
i0=p> [T | s (000=po) =" e | B
if (p->next == p) if (p->next == p) p->next=n,,
abort(); abort();
return 0; return 0;
} }
" A
Concolic testing example: P. Saglam
CUTE Approach Concrete Symbolic
Execution Execution | B
typedef struct cell { concrete symbolic | constraints Random tyi:‘:ei_s““"t cell {
int v; state state Random memory graph struct cell *next;
struct cell *next; reachable from p } cell;
} cell; int £(int v) {
int f(i’nt W { Random value for x return 2%v + 1;

return 2*v + 1;

Program Error

Q .

int testme(cell *p, int x) { \ NULL
if (x> 0) Po*
if (p != NULL) 2xg+1=vo
if (f(x) == p->V) Ng=po

P=Pos X=Xo,
p->V =V,
p->next=n,

if (p->next == p)
abort();
return 0;

}

ol . }
Probability of reaching int testme(cell *p, int x) {

abort( ) is extremely if (x > 0)
low if (p != NULL)
. . if (£(x) == p->v)
(Why is this a if (p->next == p)
somewhat misleading

abort() ;
. . return 0;
motivation?) }
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Concolic: status

The jury is still out on concolic testing — but it surely
has potential

There are many papers on the general topic
Here’s one that is somewhat high-level Microsoft-
oriented

Godefroid et al.
IEEE Software (Sep/Oct 2008)

They tend to call the approach DART — Dynamic
Automated Random Testing
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http://research.microsoft.com/en-us/um/people/pg/public_psfiles/ieeesw2008.pdf
http://research.microsoft.com/en-us/um/people/pg/public_psfiles/ieeesw2008.pdf

