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Course	
  Outline	
  

•  Sta8c	
  analysis	
  
– Dataflow	
  and	
  abstract	
  interpreta8on	
  
– Applica8ons	
  

•  Beyond	
  general-­‐purpose	
  languages	
  
•  Program	
  Verifica8on	
  
•  Dynamic	
  analysis	
  
•  New	
  compilers	
  

We	
  are	
  here	
  



Today	
  

•  Intro	
  to	
  pointer	
  analysis	
  
– What’s	
  the	
  big	
  deal?	
  

•  Different	
  aspects	
  of	
  the	
  problem	
  
•  Two	
  solu8ons	
  
– Andersen-­‐style	
  	
  
– Steensgaard-­‐style 	
  	
  



Pointer	
  Analysis	
  



What’s	
  the	
  problem?	
  
int * p = malloc(…) 

int * q = … 

… 

… 

 

p q 

p = q;  

p = &q2; 

*p = q; 

foo(p) 

 

 



Uses	
  

•  Alias	
  analysis:	
  	
  
– For	
  every	
  pair	
  of	
  pointers	
  in	
  the	
  program,	
  
determine	
  if	
  they	
  can	
  ever	
  point	
  to	
  the	
  same	
  
memory	
  loca8on	
  

•  Compiler	
  op8miza8on	
  
– *p	
  =	
  a	
  +	
  b;	
  
x	
  =	
  a	
  +	
  b;	
  

– a	
  +	
  b	
  is	
  not	
  redundant	
  if	
  *p	
  aliases	
  a	
  or	
  b	
  
– Same	
  for	
  constant	
  propaga8on,	
  dead	
  code	
  
elimina8on,	
  etc	
  



Uses	
  
•  Program	
  paralleliza8on	
  
– Conver8ng	
  sequen8al	
  code	
  into	
  parallel	
  
implementa8ons	
  automa8cally	
  

•  Shape	
  analysis	
  
– Find	
  proper8es	
  of	
  data	
  structures	
  in	
  the	
  heap	
  

•  Detec8ng	
  memory	
  problems	
  
– Leaks,	
  *NULL,	
  security	
  holes	
  



Why	
  is	
  it	
  hard?	
  

•  Complexity:	
  huge	
  in	
  both	
  space	
  and	
  8me	
  
– How	
  many	
  pointers	
  are	
  there	
  in	
  a	
  program?	
  
– Analyze	
  every	
  program	
  point	
  
– Need	
  to	
  consider	
  all	
  paths	
  to	
  each	
  program	
  point	
  

•  Whole	
  /	
  part	
  of	
  the	
  program?	
  
–  Issues	
  with	
  external	
  libraries	
  

•  The	
  problem	
  is	
  undecidable	
  	
  
[Landi	
  92,	
  Ramalingam	
  94]	
  



Designing	
  a	
  pointer	
  analysis	
  

• Must	
  vs	
  may	
  
• Model	
  programs	
  and	
  heap	
  
• Model	
  aggregates	
  
•  Analysis	
  sensi8vi8es	
  



Represen8ng	
  points-­‐to	
  informa8on	
  
•  Variable	
  pairs	
  that	
  refer	
  to	
  the	
  same	
  memory	
  loca8on	
  

–  <*a,	
  b>,	
  <*c,	
  b>,	
  <*a,	
  *c>	
  
–  *a	
  and	
  b	
  alias,	
  same	
  with	
  *c	
  and	
  b	
  

•  Points-­‐to	
  pairs:	
  
–  <a	
  à	
  b>,	
  <c	
  à	
  b>	
  
–  a	
  points	
  to	
  b,	
  and	
  c	
  points	
  to	
  b	
  (hence	
  *a	
  and	
  *c	
  are	
  alias)	
  

•  Alias	
  sets:	
  
–  {*a,	
  b,	
  *c}	
  
–  They	
  all	
  point	
  to	
  the	
  same	
  memory	
  loca8on	
  

•  Convert	
  from	
  one	
  to	
  another?	
  
– What	
  are	
  the	
  tradeoffs?	
  



Modeling	
  the	
  heap	
  

•  Lump	
  everything	
  into	
  one	
  

•  By	
  alloca8on	
  site	
  
–  Each	
  call	
  to	
  new	
  /	
  malloc	
  is	
  a	
  node	
  
– Doesn’t	
  differen8ate	
  between	
  mul8ple	
  objects	
  
allocated	
  by	
  the	
  same	
  site	
  

•  Specialized	
  data	
  structures	
  
– Map	
  of	
  “memory	
  address”	
  to	
  object	
  



Modeling	
  Aggregates	
  

•  Arrays	
  
– Each	
  element	
  is	
  treated	
  as	
  individual	
  loca8on	
  
– En8re	
  array	
  as	
  a	
  single	
  loca8on	
  
– First	
  /	
  last	
  element	
  dis8nct	
  from	
  others	
  

•  Classes	
  /	
  Structures	
  
– Each	
  field	
  is	
  treated	
  as	
  individual	
  loca8on	
  
– Lump	
  all	
  fields	
  together	
  



Sensi8vity	
  

•  Flow	
  sensi8ve	
  
x = y 
z = x 

z = x 
x = y 

if (c) 
  x = z 
else 
  x = y 

if (c) 
  x = y 
else 
  x = z 

•  Path	
  sensi8ve	
  

•  1-­‐Context	
  sensi8ve	
  
x = foo(y) 
z = foo(q) 
 
foo (x) {   
 return x;  
} 

•  Field	
  sensi8ve	
  
o.f = x 
o.g = y 

o.f = x 
o.f = y 



Pointer-­‐induced	
  Aliasing:	
  A	
  Problem	
  
Classifica8on	
  [Landi	
  and	
  Ryder,	
  POPL	
  90]	
  

Intraprocedural Intraprocedural Interprocedural Interprocedural

Alias Mechanism May Alias Must Alias May Alias Must Alias

Reference Formals, Polynomial[l, 5] Polynomial [l, 5]

No Pointers,
No Structures
Single level pointers, Polynomial Polynomial Polynomial Polynomial

No Reference Formals,
No Structures

Single level pointers, Polynomial Polynomial

Reference Formals,
No Pointer Reference Formals,
No Structures
Multiple level pointers, Af~-hard Complement ALP-hard Complement

No Reference Formals, is AfP-hard
No Structures

is hfP-hard

Single level pointers, hfP-hard Complement

Pointer Reference Formals, is N?-hard

No Structures
Single level pointers, Af’P-hard[14] Complement NP-hard[14] Complement

Structures, is Afp-hard is hfp-hard

No Reference Formals

Table 1: Alias problem decomposition and classification

some path to t and <*z, *y> also holds on some path to these two problems are, surprisingly, fairly disparate).

t. If both <p, q> and <*x, *Y> occur on the same path,

then <*q, *y> holds at t;therefore, to be safe we must

conclude this, even though it may not be true. Thus, to

solve for alias pairs precisely, we need information about

multiple alias pairs on a path. Unfortunately, this prop-

ert y generalizes; that is, to determine precisely if there

is a single path on which a set of i alias pairs hold, you

need information about sets of more than i alias pairs.

Since it is hf~-hard even in the presence of single level

pointers to determine if there is an intraprocedural path

on which a set of O(n) (n, the number of variables in

a program) aliases hold [13], some approximate ion must

occur.

All the A.fP-hardness proofs are variations of proofs

by Myers [18]; a similar, although independently discov-

ered, proof for recursive structure aliasing (as indicated

in Table 1) was developed by Larus [14]. All problems

which are categorized as polynomial are corollaries of

proofs that the Interprocedural May Alias and Interpro-

cedural Must Alias problems in the presence of single

level pointers are polynomially solvable (the proofs for

The key ideas used in the proof that the Interprocedural

May Alias problem in the presence of single level point-

ers is in P are presented in Section 3. The proof that the

Intraprocedural May Alias problem is NP-hard is given

in Section 4. This proof is representative of all those for

hf~-hard problems. Other proofs are omitted but can

be found in [13].

3 Inteqxocedural May Alias
with Single Level Pointers

The main difficulty in solving Interprocedural May Alias

is to determine how to restrict information propagation

only to realizable paths. To accomplish this, we solve

data flow problems for a procedure assuming an alias

condition on entry; that is, we solve data flow condition.

ally based on some assumption at procedure entry. This

is somewhat reminiscent of Lomet’s approach to solving

data flow problems under different aliasing conditions

[16] and Marlowe’s notion of a representative data flow

problem within a region[17].

We use a two step algorithm to solve for aliases. In

the first step, we solve for conditional aliases, that is,



A	
  Pointer	
  Language	
  
•  (Assume	
  x	
  and	
  y	
  are	
  pointers)	
  
•  y	
  =	
  &x	
  
– y	
  points	
  to	
  x	
  

•  y	
  =	
  x	
  
–  If	
  x	
  points	
  to	
  z	
  then	
  y	
  points	
  to	
  z	
  

•  *y	
  =	
  x	
  
–  If	
  y	
  points	
  to	
  z	
  and	
  z	
  is	
  a	
  pointer,	
  and	
  if	
  x	
  points	
  to	
  
w	
  then	
  z	
  now	
  points	
  to	
  w	
  

•  y	
  =	
  *x	
  
–  If	
  x	
  points	
  to	
  z	
  and	
  z	
  is	
  a	
  pointer,	
  and	
  if	
  z	
  points	
  to	
  
w	
  then	
  y	
  not	
  points	
  to	
  w	
  



A	
  Pointer	
  Language	
  

•  points-­‐to(x):	
  set	
  of	
  variables	
  that	
  pointer	
  
variable	
  x	
  may	
  point	
  to	
  

•  Example:	
  points-­‐to(x)	
  =	
  {y,	
  z}	
  
– x	
  can	
  point	
  to	
  either	
  y	
  or	
  z	
  



Andersen’s-­‐style	
  Pointer	
  Analysis	
  
•  Flow,	
  context	
  insensi8ve,	
  inclusion-­‐based	
  
algorithm	
  

Statement	
   Constraint	
   Meaning	
  

y	
  =	
  &x	
   y	
  ⊇	
  {x}	
   x∈	
  points-­‐to(y)	
  

y	
  =	
  x	
   y	
  ⊇	
  x	
   points-­‐to(y)	
  ⊇	
  points-­‐to(x)	
  
	
  

y	
  =	
  *x	
   y	
  ⊇	
  *x	
   ∀v∈	
  points-­‐to(x).	
  	
  
points-­‐to(y)	
  ⊇	
  points-­‐to(x)	
  	
  

*y	
  =	
  x	
   *y	
  ⊇	
  x	
  
	
  

∀v∈	
  points-­‐to(y).	
  	
  
points-­‐to(v)	
  ⊇	
  points-­‐to(x)	
  	
  



An	
  Example	
  
p	
  =	
  &a;	
  
q	
  =	
  p;	
  
p	
  =	
  &b;	
  
r	
  =	
  p;	
  

p	
  ⊇	
  {a}	
  
q	
  ⊇	
  p	
  
p	
  ⊇	
  {b}	
  
r	
  ⊇	
  p	
  

Solving	
  the	
  	
  
equa8ons:	
  

Points-­‐to	
  
p	
   {a,	
  b}	
  
q	
   {a,	
  b}	
  
r	
   {a,	
  b}	
  
a	
   {}	
  
b	
   {}	
  

Example	
  from	
  Prof.	
  Stephen	
  Chong	
  



Another	
  Example	
  

p	
  =	
  &a;	
  
q	
  =	
  &b;	
  
*p	
  =	
  q;	
  
r	
  =	
  &c;	
  
s	
  =	
  p;	
  
t	
  =	
  *p;	
  
*s	
  =	
  r;	
  

p	
  ⊇	
  {a}	
  
q	
  ⊇	
  p	
  
*p	
  ⊇	
  q	
  
r	
  ⊇	
  {c}	
  
s	
  ⊇	
  p	
  
t	
  ⊇	
  *p	
  
*s	
  ⊇	
  r	
  
	
  
	
  

Points-­‐to	
  
p	
   {a}	
  
q	
   {b}	
  
r	
   {c}	
  
s	
   {a}	
  
t	
   {b,	
  c}	
  
a	
   {b,	
  c}	
  
b	
   {}	
  
c	
   {}	
  



Precision	
  
p	
  =	
  &a;	
  
	
  
q	
  =	
  &b;	
  
	
  
*p	
  =	
  q;	
  
	
  
r	
  =	
  &c;	
  
	
  
s	
  =	
  p;	
  
	
  
t	
  =	
  *p;	
  
	
  
*s	
  =	
  r;	
  

Points-­‐to	
  
p	
   {a}	
  
q	
   {b}	
  
r	
   {c}	
  
s	
   {a}	
  
t	
   {b,	
  c}	
  
a	
   {b,	
  c}	
  
b	
   {}	
  
c	
   {}	
  

p	
  	
   a	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  
p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

r	
  	
   c	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

r	
  	
   c	
  	
  
s	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

r	
  	
   c	
  	
  

t	
  	
  

s	
  	
  



Precision	
  
p	
  =	
  &a;	
  
	
  
q	
  =	
  &b;	
  
	
  
*p	
  =	
  q;	
  
	
  
r	
  =	
  &c;	
  
	
  
s	
  =	
  p;	
  
	
  
t	
  =	
  *p;	
  
	
  
*s	
  =	
  r;	
  

p	
  	
   a	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  
p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

r	
  	
   c	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

r	
  	
   c	
  	
  
s	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

r	
  	
   c	
  	
  

t	
  	
  

s	
  	
  

Points-­‐to	
  
p	
   {a}	
  
q	
   {b}	
  
r	
   {c}	
  
s	
   {a}	
  
t	
   {b,	
  c}	
  
a	
   {b,	
  c}	
  
b	
   {}	
  
c	
   {}	
  



Precision	
  
p	
  =	
  &a;	
  
	
  
q	
  =	
  &b;	
  
	
  
*p	
  =	
  q;	
  
	
  
r	
  =	
  &c;	
  
	
  
s	
  =	
  p;	
  
	
  
t	
  =	
  *p;	
  
	
  
*s	
  =	
  r;	
  

p	
  	
   a	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  
p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

r	
  	
   c	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

r	
  	
   c	
  	
  
s	
  	
  

p	
  	
   a	
  	
  
q	
  	
   b	
  	
  

r	
  	
   c	
  	
  

t	
  	
  

s	
  	
  

Points-­‐to	
  
p	
   {a}	
  
q	
   {b}	
  
r	
   {c}	
  
s	
   {a}	
  
t	
   {b,	
  c}	
  
a	
   {b,	
  c}	
  
b	
   {}	
  
c	
   {}	
  



Andersen	
  as	
  Graph	
  Closure	
  

•  One	
  node	
  for	
  each	
  memory	
  loca8on	
  
–  i.e.,	
  elements	
  in	
  any	
  points-­‐to	
  set	
  

•  Each	
  node	
  contains	
  a	
  points-­‐to	
  set	
  

•  Solve	
  equa8ons	
  by	
  compu8ng	
  transi8ve	
  
closure	
  of	
  graph,	
  and	
  add	
  edges	
  according	
  to	
  
constraints	
  



Andersen	
  as	
  Graph	
  Closure	
  

Statement	
   Constraint	
   Meaning	
   Graph	
  Opera5on	
  

y	
  =	
  &x	
   y	
  ⊇	
  {x}	
   x∈	
  points-­‐to(y)	
   Nothing	
  

y	
  =	
  x	
   y	
  ⊇	
  x	
   points-­‐to(y)	
  ⊇	
  points-­‐
to(x)	
  
	
  

Add	
  edge	
  from	
  x	
  to	
  y	
  

y	
  =	
  *x	
   y	
  ⊇	
  *x	
   ∀v∈	
  points-­‐to(x).	
  	
  
points-­‐to(y)	
  ⊇	
  points-­‐
to(x)	
  	
  

Nothing	
  

*y	
  =	
  x	
   *y	
  ⊇	
  x	
  
	
  

∀v∈	
  points-­‐to(y).	
  	
  
points-­‐to(v)	
  ⊇	
  points-­‐
to(x)	
  	
  

Nothing	
  



Same	
  Example,	
  as	
  Graph	
  

p	
  =	
  &a;	
  
q	
  =	
  &b;	
  
*p	
  =	
  q;	
  
r	
  =	
  &c;	
  
s	
  =	
  p;	
  
t	
  =	
  *p;	
  
*s	
  =	
  r;	
  

p	
  ⊇	
  {a}	
  
q	
  ⊇	
  p	
  
*p	
  ⊇	
  q	
  
r	
  ⊇	
  {c}	
  
s	
  ⊇	
  p	
  
t	
  ⊇	
  *p	
  
*s	
  ⊇	
  r	
  
	
  
	
  

p	
  	
  

a	
  	
  

r	
  	
   q	
  	
  

s	
  	
  

t	
  	
  

{a}	
  	
   {a}	
  	
  

{b}	
  	
  

{c}	
  	
   {b}	
  	
  

b	
  	
   c	
  	
  

�	
   �	
  

�	
  

�	
   �	
  

�	
  

�	
   �	
  

y	
  =	
  x	
   y	
  ⊇	
  x	
   points-­‐to(y)	
  ⊇	
  points-­‐
to(x)	
  
	
  

Add	
  edge	
  from	
  x	
  to	
  y	
  



Same	
  Example,	
  as	
  Graph	
  

p	
  =	
  &a;	
  
q	
  =	
  &b;	
  
*p	
  =	
  q;	
  
r	
  =	
  &c;	
  
s	
  =	
  p;	
  
t	
  =	
  *p;	
  
*s	
  =	
  r;	
  

p	
  ⊇	
  {a}	
  
q	
  ⊇	
  p	
  
*p	
  ⊇	
  q	
  
r	
  ⊇	
  {c}	
  
s	
  ⊇	
  p	
  
t	
  ⊇	
  *p	
  
*s	
  ⊇	
  r	
  
	
  
	
  

p	
  	
  

a	
  	
  

r	
  	
   q	
  	
  

s	
  	
  

t	
  	
  

{a}	
  	
   {a}	
  	
  

{b,c}	
  	
  

{c}	
  	
   {b}	
  	
  

b	
  	
   c	
  	
  

�	
   �	
  

�	
  

�	
   �	
  

�	
  

�	
   �	
  

{b,c}	
  	
  

y	
  =	
  x	
   y	
  ⊇	
  x	
   points-­‐to(y)	
  ⊇	
  points-­‐
to(x)	
  
	
  

Add	
  edge	
  from	
  x	
  to	
  y	
  



Worklist	
  Algorithm	
  
// Init graph and points-to sets using base constraints 

W = { nodes with non-empty points-to sets } 

while W is not empty { 

  v = choose from W 

  for each constraint v ⊇ x 

      add edge x à v, and add x to W if edge is new 

  for each a ∈ points-to(v) do { 

    for each constraint p ⊇ *v 

      add edge a à p, and add a to W if edge is new 

    for each constraint *v ⊇ q 

      add edge q à a, and add q to W if edge is new 
  } 

  for each edge v à q do { 

    points-to(q) = points-to(q) U points-to(v),  

        and add q to W if points-to(q) changed 
  } 
} 



Worklist	
  Algorithm	
  
•  Complexity	
  is	
  O(n3),	
  where	
  n	
  =	
  number	
  of	
  nodes	
  
in	
  graph	
  	
  

•  In	
  prac8ce,	
  improve	
  by	
  elimina8ng	
  cycles	
  
– Detect	
  strongly	
  connected	
  components	
  in	
  points-­‐to	
  
graph	
  and	
  collapse	
  to	
  single	
  node	
  

•  How	
  to	
  detect	
  cycles?	
  
–  Some	
  reduc8on	
  can	
  be	
  done	
  sta8cally,	
  some	
  on-­‐the-­‐
fly	
  as	
  new	
  edges	
  added	
  

–  See	
  The	
  Ant	
  and	
  the	
  Grasshopper:	
  Fast	
  and	
  Accurate	
  
Pointer	
  Analysis	
  for	
  Millions	
  of	
  Lines	
  of	
  Code,	
  
Hardekopf	
  and	
  Lin,	
  PLDI	
  2007	
  	
  



Steensgaard-­‐style	
  Analysis	
  

•  Similar	
  to	
  Andersen,	
  except	
  that	
  each	
  node	
  
can	
  only	
  point	
  to	
  one	
  other	
  node	
  in	
  points-­‐to	
  
graph	
  



Steensgaard-­‐style	
  Analysis	
  
•  Flow,	
  context	
  insensi8ve,	
  unifica8on-­‐based	
  
algorithm	
  

Statement	
   Constraint	
   Meaning	
  

y	
  =	
  &x	
   y	
  ⊇	
  {x}	
   x∈	
  points-­‐to(y)	
  

y	
  =	
  x	
   y	
  =	
  x	
   points-­‐to(y)	
  =	
  points-­‐to(x)	
  
	
  

y	
  =	
  *x	
   y	
  =	
  *x	
   ∀v∈	
  points-­‐to(x).	
  	
  
points-­‐to(y)	
  =	
  points-­‐to(x)	
  	
  

*y	
  =	
  x	
   *y	
  =	
  x	
  
	
  

∀v∈	
  points-­‐to(y).	
  	
  
points-­‐to(v)	
  =	
  points-­‐to(x)	
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Steensgaard-­‐style	
  Analysis	
  

•  Implica8ons	
  for	
  using	
  equality	
  constraints	
  
– Each	
  statement	
  is	
  processed	
  exactly	
  once	
  
– Only	
  one	
  itera8on	
  of	
  the	
  worklist	
  algorithm	
  
– Union-­‐find	
  /	
  disjoint	
  set	
  data	
  structure	
  
– Worst	
  case	
  complexity:	
  O(n)	
  (almost),	
  where	
  n	
  =	
  
number	
  of	
  nodes	
  in	
  graph	
  

– Less	
  precise	
  than	
  Andersen’s	
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Precision?	
  


