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_oncolic testing

Run the program under the symbolic virtual machine:
* Instruction calls on concrete values are evaluated as usual
* Instruction calls on symbolic values create a new symbolic value

int bin2dec(int n, char *digits) {
int result = 9;
for (int power2 =1, i = 1;
i <= n;
++1i, power2 *= 2)
result += (digits[n - i] - '@') * power2;
return result;



int bin2dec(int n, char *digits) {

int result = 0;

for (int power2 =1, i = 1;
i <= n;
++1, power2 *= 2)
result += (digits[n - i] - '@') * power2;

return result;

}

// klee make symbolic(digits, 5 * sizeof(chpt
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int bin2dec(int n, char *digits) {
int result = 0;
for (int power2 =1, i = 1;
i <= n;
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int bin2dec(int n, char *digits) { n
int result = 0;
for (int power2 = 1, i = 1;

1 <= n; digits[0]
++1i, power2 *= 2)
result += (digits[n - i] - '@') * power2;

return result; digits[1]
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int bin2dec(int n, char *digits) { n
int result = 0;
for (int power2 = 1, i = 1;
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int bin2dec(int n, char *digits) { n
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for (int power2 = 1, i = 1;

1 <= n; digits[0]
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int bin2dec(int n, char *digits) {
int result = 0;
for (int power2 = 1, i = 1;
i <= n;
++1i, power2 *= 2)
result += (digits[n - i] - '@') * power2;
return result;
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int bin2dec(int n, char *digits) {
int result = 0;
for (int power2 = 1, i = 1;
i <= n;
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int bin2dec(int n, char *digits) {
int result = 0;
for (int power2 = 1, i = 1;
i <= n;
++1i, power2 *= 2)
result += (digits[n - i] - '@') * power2;
return result;
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int bin2dec(int n, char *digits) {
int result = 0;
for (int power2 = 1, i = 1;
i <= n;
++1i, power2 *= 2)
result += (digits[n - i] - '@') * power2;
return result;
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_oncolic testing

Run the program under the symbolic virtual machine:
* Instruction calls on concrete values are evaluated as usual
* Instruction calls on symbolic values create a new symbolic value

Fork new processes on conditional instructions:
* 1 process if @ implies the condition or its negation
* 2 processes otherwise
» /N processes for a load/store that may alias /'locations



[est case generation

Validating assertions

d= 1= (> )NRSSIZE)]
res = data[i % (n - 1)];

172, . ON(% (7—1)=5/ZF)>
172, PN (L % (7—1)<0)?

172,: DA77 —1=0? ves:
=1N=2.

Concretization of final states

[O=(n>1)N(i>n)]
i% (n - 1);

A5, OAr=(>({% (n—1))?
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>cheduling

At any moment, KLEE maintains exponentially many forks

Requirements:
* Each fork should get some computing time “in the limit”
* State explosion in one part of the program should not prevail over the other:
* KLEE should prefer forks that cover new code
* Afork’s computation should not block execution

Solution:
* Employ multiple strategies for fork selection
* Switch between all strategies uniformly
* Constrain each fork with a time limit



-nvironment

‘read(f, &buf, 5);
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-nvironment

Modeling at the level of OS calls, not stdlib functions!
” Short implementation

” Allows modeling uncommon system failures
” Trivial test case reproducibility

¢ Limited variability of the file system structure
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