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Announcements	
  

•  Project	
  midpoint	
  report	
  due	
  tonight	
  at	
  11pm	
  
– Submit	
  on	
  dropbox	
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Course	
  Outline	
  

•  Sta)c	
  analysis	
  
•  Language	
  design	
  
•  Program	
  Verifica)on	
  

– Axioma)c	
  seman)cs	
  
– Finding	
  invariants	
  
– Verified	
  compilers	
  

•  Dynamic	
  analysis	
  
•  New	
  compilers	
  

We	
  are	
  here	
  

3	
  



What	
  does	
  verifying	
  programs	
  mean?	
  

•  Consider	
  the	
  following	
  program:	
  
z = 0; 
i = x; 
while (i) { 
  z = z + y; 
  i = i – 1;  
} 

•  What	
  is	
  the	
  value	
  of	
  z	
  when	
  loop	
  exits?	
  
– Does	
  the	
  loop	
  actually	
  terminate?	
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Tools	
  we	
  have	
  seen	
  are	
  not	
  sufficient	
  

•  Types	
  
– Proving	
  program	
  termina)on?	
  

•  Dataflow	
  analysis	
  
– We	
  assumed	
  that	
  loops	
  will	
  terminate	
  when	
  we	
  
create	
  merge	
  points!	
  

•  Abstract	
  interpreta)on	
  
– What	
  is	
  a	
  good	
  abstrac)on	
  func)on?	
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Axioma)c	
  Seman)cs	
  
•  A	
  system	
  for	
  proving	
  proper)es	
  about	
  programs	
  	
  

•  Key	
  idea:	
  	
  
–  Define	
  the	
  seman)cs	
  of	
  a	
  construct	
  by	
  describing	
  its	
  effect	
  on	
  

asser%ons	
  about	
  the	
  program	
  state.	
  	
  

•  Two	
  components	
  	
  
–  A	
  language	
  for	
  sta)ng	
  asser)ons	
  (“the	
  asser)on	
  logic”)	
  	
  

•  First-­‐Order	
  Logic	
  (FOL),	
  separa)on	
  logic,	
  or	
  Higher-­‐Order	
  Logic	
  (HOL)	
  etc	
  
•  Many	
  specialized	
  languages	
  developed	
  over	
  the	
  years:	
  Z,	
  Larch,	
  JML,	
  Spec#	
  	
  

–  Deduc)ve	
  rules	
  (“the	
  program	
  logic”)	
  for	
  establishing	
  the	
  truth	
  of	
  such	
  
asser)ons	
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A	
  lidle	
  history	
  
•  Early	
  years:	
  Unbridled	
  op)mism	
  	
  

–  Heavily	
  endorsed	
  by	
  the	
  likes	
  of	
  Hoare	
  and	
  Dijkstra	
  
If	
  you	
  can	
  prove	
  programs	
  correct,	
  bugs	
  will	
  be	
  a	
  thing	
  of	
  the	
  
past.	
  	
  

–  You	
  won’t	
  even	
  have	
  to	
  test	
  your	
  programs!	
  	
  
•  The	
  middle	
  ages	
  	
  

–  1979	
  paper	
  by	
  DeMillo,	
  Lipton	
  and	
  Perlis:	
  
–  “Proofs	
  in	
  math	
  only	
  work	
  because	
  there	
  is	
  a	
  social	
  process	
  in	
  
place	
  to	
  get	
  people	
  to	
  argue	
  them	
  and	
  internalize	
  them.”	
  	
  

–  “Program	
  proofs	
  are	
  too	
  boring	
  for	
  social	
  process	
  to	
  form	
  
around	
  them.”	
  	
  

–  “Programs	
  change	
  too	
  fast	
  and	
  proofs	
  are	
  too	
  bridle.”	
  	
  
•  The	
  renaissance:	
  new	
  genera)on	
  of	
  automated	
  reasoning	
  tools	
  

–  A	
  handful	
  of	
  success	
  stories:	
  proving	
  OS	
  kernels,	
  distributed	
  
algorithms,	
  network	
  protocols,	
  etc.	
  

–  Beder	
  apprecia)on	
  of	
  costs,	
  benefits	
  and	
  limita)ons?	
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The	
  basics	
  

•  Hoare	
  triple	
  
–  If	
  the	
  precondi)on	
  holds	
  before	
  stmt	
  and	
  stmt	
  terminates,	
  
postcondi)on	
  will	
  hold	
  alerward.	
  	
  

•  This	
  is	
  a	
  par)al	
  correctness	
  asser)on.	
  	
  
•  We	
  some)mes	
  use	
  the	
  nota)on	
  	
  

	
   	
   	
   	
  	
  	
  	
  [A]	
  stmt	
  [B]	
  	
  
to	
  denote	
  a	
  total	
  correctness	
  asser)on	
  	
  

•  which	
  means	
  you	
  also	
  have	
  to	
  prove	
  termina)on	
  

{A} stmt {B} 

Precondition  Postcondition 
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What	
  do	
  asser)ons	
  mean?	
  	
  

•  We	
  first	
  need	
  to	
  introduce	
  a	
  programming	
  
language	
  	
  

•  Let’s	
  start	
  with	
  the	
  following:	
  	
  
	
  
e := n | x | e1 + e2 | e1 - e2  
c := x := e |  
     c1; c2 |  
     if e then c1 else c2 |  
     while e do c  
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What	
  do	
  asser)ons	
  mean?	
  

•  Language	
  constructs	
  defined	
  in	
  terms	
  of	
  big	
  
step	
  opera)onal	
  seman)cs	
  

•  Expressions	
  result	
  in	
  values	
  given	
  a	
  state	
  σ: 
<c,σ> à σ’ 

•  Examples:	
  
   <5,σ> à 5 

   <x := 5,σ> à σ[xà5] 
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What	
  do	
  asser)ons	
  mean?	
  

•  The	
  language	
  of	
  asser)ons:	
  	
  
 A := true | false | e1 = e2 |  

            e1 ≥ e2 | A1 ∧ A2 | ¬A | ∀x. A 
•  Nota)on	
  σ ⊨A means	
  that	
  the	
  asser)on	
  holds	
  on	
  
state	
  σ.	
  	
  
–  This	
  is	
  defined	
  induc)vely	
  over	
  the	
  structure	
  of	
  A.	
  	
  
–  Ex.	
  σ ⊨A ∧ B iff σ ⊨A and σ ⊨B 

•  Par)al	
  Correctness	
  can	
  then	
  be	
  defined	
  in	
  terms	
  
of	
  opera)onal	
  seman)cs	
  

{A} c	
  {B} iff	
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Defining	
  axioma)c	
  seman)cs	
  

•  Establishing	
  the	
  truth	
  of	
  a	
  Hoare	
  triple	
  in	
  terms	
  of	
  
the	
  opera)onal	
  seman)cs	
  is	
  imprac)cal	
  

•  The	
  real	
  power	
  of	
  AS	
  is	
  the	
  ability	
  to	
  establish	
  the	
  
validity	
  of	
  a	
  Hoare	
  triple	
  by	
  using	
  deduc)on	
  rules.	
  
 
  ⊢ {A} c {B} 	
  
	
  
means	
  we	
  can	
  deduce	
  the	
  triple	
  from	
  a	
  set	
  of	
  
basic	
  axioms	
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Deriva)on	
  Rules	
  
•  Deriva)on	
  rules	
  for	
  each	
  language	
  construct	
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⊢ {A[x à e]} x := e {A} 

⊢ {A∧b} c1 {B}     ⊢ {A∧¬b} c2 {B} 
 
    ⊢ {A} if b then c1 else c2 {B} 

         ⊢ {A∧b} c {A} 
 
⊢ {A} while b do c {A∧¬b} 

⊢ {A} c1 {C}       ⊢ {C} c2 {B} 
 
         ⊢ {A} c1 ; c2 {B} 

•  Can	
  be	
  combined	
  with	
  the	
  rule	
  of	
  consequence	
  
⊢  A’ à A ⊢ {A} c {B} ⊢ {B à B’} 
 
               ⊢ {A’} c {B’} 



Soundness	
  and	
  Completeness	
  
•  What	
  does	
  it	
  mean	
  for	
  our	
  deduc)on	
  rules	
  to	
  be	
  sound?	
  

–  You	
  will	
  never	
  be	
  able	
  to	
  prove	
  anything	
  that	
  is	
  not	
  true	
  
–  truth	
  is	
  defined	
  in	
  terms	
  of	
  our	
  original	
  defini)on	
  of	
  {A} c {B} 

	
  
–  we	
  can	
  prove	
  this,	
  but	
  it’s	
  tricky	
  

•  What	
  does	
  it	
  mean	
  for	
  them	
  to	
  be	
  complete?	
  
–  If	
  a	
  statement	
  is	
  true,	
  we	
  should	
  be	
  able	
  to	
  prove	
  it	
  via	
  
deduc)on	
  

•  So	
  are	
  they	
  complete?	
  
–  yes	
  and	
  no	
  

•  They	
  are	
  complete	
  rela)ve	
  to	
  the	
  logic	
  
•  but	
  there	
  are	
  no	
  complete	
  and	
  consistent	
  logics	
  for	
  elementary	
  
arithme)c	
  (Gödel)	
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Example	
  

{ x=x0 and y=y0 } 
 
if(x > y){ 
  t = x – y; 
  while(t > 0){ 
    x = x – 1; 
    y = y + 1; 
    t = t – 1; 
  } 
} 
 
{ x0 > y0 ⇒ y=x0 and x=y0 } 



From	
  par)al	
  to	
  total	
  correctness	
  
•  Total	
  correctness:	
  
⊢ [A] c [B] 
– Same	
  as	
  before,	
  but	
  must	
  also	
  prove	
  termina)on	
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⊢ [𝐴 ∧ 𝑏]𝑐1  [𝐵]            ⊢ [𝐴 ∧ 𝑛𝑜𝑡  𝑏]𝑐2  [𝐵]
⊢ [𝐴]𝑖𝑓  𝑏  𝑡ℎ𝑒𝑛  𝑐1𝑒𝑙𝑠𝑒  𝑐2  [𝐵]

	
   ⊢ [𝐴[𝑥 → 𝑒]]𝑥 ∶= 𝑒  [𝐴]
	
  

⊢ [𝐴]𝑐1  [𝐶]          ⊢ [𝐶]𝑐2  [𝐵]
⊢ [𝐴]𝑐1; 𝑐2  [𝐵]

	
  

But	
  what	
  about	
  loops??	
  



Rank	
  func)on	
  
•  Func)on	
  F	
  of	
  the	
  state	
  that	
  

a)	
  Maps	
  state	
  to	
  an	
  integer	
  
b)	
  Decreases	
  with	
  every	
  itera)on	
  of	
  the	
  loop	
  
c)	
  Is	
  guaranteed	
  to	
  stay	
  greater	
  than	
  zero	
  

– Also	
  called	
  variant	
  func)on	
  

⊢ [𝐴 ∧ 𝑏 ∧ 𝐹 = 𝑧]𝑐  [𝐴 ∧ 𝐹 < 𝑧]          ⊢ 𝐴 ∧ 𝑏 ⇒ 𝐹 ≥ 0
⊢ [𝐴]𝑤ℎ𝑖𝑙𝑒  𝑏  𝑑𝑜  𝑐  [𝐴 ∧ 𝑛𝑜𝑡  𝑏]

	
  



Example	
  
•  Can	
  we	
  prove	
  this?	
  

[ x=x0 and y=y0 ] 
 
if(x > y){ 
  t = x – y; 
  while(t > 0){ 
    x = x – 1; 
    y = y + 1; 
    t = t – 1; 
  } 
} 
 
[ x0 > y0 ⇒ y=x0 and x=y0 ] 



Soundness	
  
•  We	
  gave	
  a	
  seman)c	
  soundness	
  condi)on	
  for	
  

{A}	
  c	
  {B}:	
  	
  
	
  ∀σ,	
  σ’.	
  (A(σ)	
  ∧	
  (σ,	
  c)	
  à	
  σ’)	
  ⇒	
  B(σ’)	
  	
  

	
  
•  Then	
  what	
  does	
  it	
  mean	
  for	
  [A] c [B]?	
  
	
  	
  	
  	
  (1)	
  ∀σ,	
  σ’.	
  (A(σ)	
  ∧	
  (σ,	
  c)	
  à	
  σ’)	
  ⇒	
  B(σ’)	
  	
  
	
  	
  	
  	
  (2)	
  ∀σ	
  .	
  A(σ)	
  ⇒∃σ’	
  .	
  (σ,	
  c)	
  à	
  σ’)	
  
	
  (i.e.,	
  c	
  terminates	
  whenever	
  A	
  is	
  true)	
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Verifica)on	
  Pragma)cs	
  

•  Construc)ng	
  Hoare	
  logic	
  proofs	
  manually	
  is	
  
tedious.	
  We	
  should	
  be	
  able	
  to	
  automate	
  most	
  
of	
  it.	
  	
  

•  (At	
  least	
  that	
  is	
  the	
  hope)	
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Weakest	
  Precondi)ons	
  

Command	
   Predicate	
  

P	
  
Q

P = wp(c, A) 

•  P	
  is	
  the	
  weakest	
  predicate	
  such	
  that	
  {P}	
  c	
  {A} 
– P	
  is	
  weaker	
  than	
  Q	
  iff	
  Q ⇒ P 

•  wp(x := e, A) = A[eàx] 
•  wp(c1;c2, A) = wp(c1, wp(c2, A)) 
•  wp(if b then c1 else c2, A) = 

(b∧wp(c1,A)) ∨ (¬b∧wp(c2,A))  



Weakest	
  Precondi)ons	
  
•  while	
  is	
  tricky!	
  	
  

•  Let	
  W = wp(while b do c, A) 
Then:	
  W ↔ (b⇒wp(c, W) ∧ ¬b⇒A)  

•  This	
  is	
  a	
  recursive	
  equa)on,	
  where	
  it	
  isn't	
  obvious	
  a	
  
solu)on	
  exists!	
  

•  Pragma&c	
  solu&on:	
  ask	
  programmers	
  to	
  annotate	
  
loops	
  with	
  loop	
  invariants.	
  
	
  

•  c := x := e | c;c | if b then c else c |  
     {I} while b do c 	
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Weakest	
  Precondi)ons	
  

•  wp(x := e, A) = A[eàx] 
•  wp(c1;c2, A) = wp(c1, wp(c2, A)) 
•  wp(if b then c1 else c2, A) = 

(b∧wp(c1,A)) ∨ (¬b∧wp(c2,A))  
•  wp({I} while b do c, A) = I 
∧ written(c) = {x1, ..., xn}  
∧(∀x1, ..., xn. I ∧ b ⇒ wp(c, I))  
∧(∀x1, ..., xn. I ∧ ¬b ⇒ A) 
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Is	
  this	
  really	
  the	
  weakest?	
  

•  Theorem	
  (Completeness	
  of	
  wpc):	
  
For	
  any	
  command	
  c	
  and	
  postcondi)on	
  B,	
  
there	
  exists	
  a	
  command	
  c'	
  annotated	
  with	
  
proper	
  loop	
  invariants,	
  such	
  that	
  for	
  any	
  
candidate	
  precondi)on	
  A,	
  
	
  

•  if	
  	
  ⊢ {A} c {B},	
  
then	
  A ⇒ wp(c', B)	
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Is	
  this	
  really	
  the	
  weakest?	
  
•  if	
  	
  ⊢ {A} c {B},	
  
then	
  A ⇒ wp(c', B)	
  

•  Proof:	
  By	
  structural	
  induc)on	
  on	
  c.	
  	
  
•  Trickiest	
  case:	
  “while”	
  (unsurprisingly)	
  
Need	
  to	
  pick	
  a	
  good	
  loop	
  invariant	
  for	
  arbitrary	
  
while b do c and	
  B.	
  	
  	
  

•  This	
  one	
  works:	
  
Given	
  a	
  program	
  state	
  σ, then  
∀σ'. <while b do c, σ> à σ’ ⇒ B(σ’)	
  

25	
  



Weakest	
  Precondi)ons	
  

•  wp({I} while b do c, A) = I 
∧ written(c) = {x1, ..., xn}  
∧(∀x1, ..., xn. I ∧ b ⇒ wp(c, I))  
∧(∀x1, ..., xn. I ∧ ¬b ⇒ A) 

•  But	
  who	
  comes	
  up	
  with	
  I?	
  
– See	
  next	
  lecture	
  for	
  details	
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Language	
  with	
  arrays	
  

•  e := n | x | e1 + e2 | e1 - e2 | a[e] 
c := x := e |  
     c1; c2 |  
     if e then c1 else c2 |  
     while e do c  
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Problem	
  with	
  arrays	
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{true} 
a[k]=1; 
a[j]=2; 
x=a[k]+a[j]; 
{x=3} 

{true} 
a[k]=1; 
a[j]=2; 
{a[k]+a[j]=3} 
x=a[k]+a[j]; 
{x=3} 

Now	
  what?	
  

Can	
  we	
  use	
  the	
  
standard	
  rule	
  for	
  
assignment?	
  

wp(x := e, A) = A[eàx] 



Problem	
  with	
  arrays	
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{true} 
a[k]=1; 
a[j]=2; 
x=a[k]+a[j]; 
{x=3} 

{true} 
a[k]=1; 
a[j]=2; 
{a[k]+a[j]=3} 
x=a[k]+a[j]; 
{x=3} 

{true} 
{1+2=3} 
a[k]=1; 
{a[k]+2=3} 
a[j]=2; 
{a[k]+a[j]=3} 
x=a[k]+a[j]; 
{x=3} 

What if k = j?? 



Theory	
  of	
  arrays	
  

•  Extend	
  the	
  language	
  of	
  asser)ons	
  with	
  array	
  
expressions	
  

•  Let	
  a	
  be	
  an	
  array	
  
•  a{i à e} 	
  is	
  a	
  new	
  array	
  whose	
  ith	
  entry	
  has	
  
value	
  e	
  	
  
– a{i à e}[k] = a[k] if k ≠ i, or e otherwise	
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Theory	
  of	
  arrays	
  

•  We	
  can	
  then	
  reason	
  about	
  TOA	
  expressions	
  
assuming	
  Zero	
  is	
  the	
  zeroed	
  out	
  array	
  

– Example:	
  
– Zero{ià5}{jà7}[k] = 5 ⟺	
  i = k ∧ i ≠ j	
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Assignment	
  rule	
  with	
  TOA	
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⊢ {P[a à a{iàe}]} a[i] = e {P} 

{true} 
a[k]=1; 
a[j]=2; 
x=a[k]+a[j]; 
{x=3} 

{k ≠ j} 
{a{kà1}{jà2}[k] + a{kà1}{jà2}[j]=3} 
a[k]=1; 
{a{jà2}[k] + a{jà2}[j]=3} 
a[j]=2; 
{a[k]+a[j]=3} 
x=a[k]+a[j]; 
{x=3} 



Arrays	
  and	
  loops	
  

j = i+1; 

while j<n do  

  a[i] = a[i] + a[j];  

  j = j+1;  
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{ a[i] = Σi≤k<n a0[k] } 

{ 0 ≤ i < n } 

Reasonable I: 
{ a[i] = Σi≤k<j a0[k] } 



Proving	
  with	
  loop	
  invariant	
  
•  Recall wp({I} while b do c, A) = I 
∧ written(c) = {x1, ..., xn}  
∧(∀x1, ..., xn. I ∧ b ⇒ wp(c, I))  
∧(∀x1, ..., xn. I ∧ ¬b ⇒ A) 

•  Let’s	
  check	
  	
  I ∧ b ⇒ wp(c, I) 	
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 a[i] = a[i] + a[j];  
 j = j+1;  

{ a[i] = Σi≤k<j a0[k] } 

{ a{iàa[i]+a[j]}[i] = Σi≤k<j+1 a0[k] } 
Do we know  
a[j] = a0[j] ?   

Make it part of I! 



Proving	
  with	
  improved	
  invariant	
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j = j + 1 
{ a[i] = Σi≤k<j a0[k] ∧∀j ≤ k < n . a[k] = a0[k] } 

{ a[i] = Σi≤k<j+1 a0[k] ∧∀j+1≤k<n . a[k] = a0[k] } 
a[i] = a[i] + a[j] 

{ a{iàa[i]+a[j]}[i] = Σi≤k<j+1 a0[k] ∧ 
  ∀j+1 ≤ k < n . a{iàa[i]+a[j]}[k] = a0[k] } 

{ a[i] = Σi≤k<j a0[k] ∧∀j ≤ k < n . a[k] = a0[k] } 

à
 

Improved I:  



Proving	
  with	
  improved	
  invariant	
  

•  S)ll	
  need	
  to	
  check	
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while j < n do a[i] = a[i] + a[j]; j = j+1; 
{ a[i] = Σi≤k<n a0[k] } 

{ a[i] = Σi≤k<j a0[k] ∧∀j ≤ k < n . a[k] = a0[k] } 
j = i + 1 

{ a[i+1] = Σi≤k<i+1 a0[k] ∧ 
  ∀i+1 ≤ k < n . a[k] = a0[k] } 

{ 0 ≤ i < n } 



An	
  even	
  beder	
  invariant	
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{ a[i] = Σi≤k<j a0[k] ∧∀j ≤ k < n . a[k] = a0[k] ∧     
   i < j} 

Check this: 

Bodom	
  line:	
  
Coming	
  up	
  with	
  good	
  invariants	
  is	
  hard!	
  

We	
  will	
  see	
  how	
  to	
  deal	
  with	
  that	
  next	
  )me	
  


