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Number Theory and its Applications

• Modular Exponentiation

• Euclidean Algorithm for GCD

• Solving Linear Congruences

• Chinese Remainder Theorem and Application 

to Arithmetic with large numbers

• Covered in Sections 3.6 and 3.7

1Based on Rosen and slides by K. Busch

“     is congruent to     modulo     ”
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Modular Arithmetic Recap

Zba ,
Zm

)(mod mba 
a b m

Examples: )12(mod131

)6(mod511

mbma modmod 

)(mod0 mmk 

)(mod0 mm
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)(mod mba 

kmbaZk  ,

bam |

mbma modmod 

Equivalent statements
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38mod3 
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Length of line represents number



3

5

38mod11 
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38mod19 
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)8(mod19113 

All lines terminate in same number
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)}(mod|{ mbabSa 

“Congruence class” of       modulo      : a m

There are       congruence classes: m

110 ,,, mSSS 
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)(mod mba 

)(mod mdc 

)(mod mdbca 

)(mod mba  smba 

)(mod mdc  tmdc 

mtsbdca )( 

Proof sketch:

Closure under addition: 
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)(mod mba 

)(mod mdc 

)(mod mdbca 

)(mod mba  smba 

)(mod mdc  tmdc 

)(bd       

))((

stmdsbtm

tmdsmbca





Proof sketch:

Closure under multiplication: 
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Closure under mod:

mmama mod)mod(mod 

25mod25mod)5mod7(

2)5mod7(





(Follows from definition of mod)
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mmbmamba mod))mod()mod((mod)( 

mmbmamab mod))mod)(mod((mod 

(Follows from previous slides)

Example:

Useful results for arithmetic with 
large numbers:

35

50mod57

50mod))50mod55)(50mod57((50mod5557






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Modular exponentiation

Compute                   efficiently using 
small numbers

mbn mod

01
1

101
1

1 2222 aaaaaan bbbbb
k

k
k

k  



 



Binary 
expansion of n

mmbmbmb

mbbb

mb

aaa

aaa

n

k
k

k
k

mod))mod()mod()mod((

mod

mod

01
1

1

01
1

1

22

22














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Example: 36645mod3644 

279 2221010000100644 

279279 222222644 33333  

)645mod)645mod3)(645mod3)(645mod3((

645mod)333(

645mod3

279

279

222

222

644




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 

 


111645mod8181645mod))645mod3)(645mod3((645mod3645mod3

81)645mod99(645mod))645mod3)(645mod3((645mod3645mod3

9645mod9645mod3

2223

2

22
2

22

22222

2







36645mod471111)645mod)471)645mod3(((

)645mod4713()645mod)645mod)81396((3()645mod)645mod)81)645mod3(((3(

)645mod8133()645mod)645mod3(33(

)645mod333(

3

9

9979

79279

279

2

2222

22222

222

644









Compute the powers of 3 efficiently

Use the powers of 3 to get result efficiently
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Modular_Exponentiation(           ) {

for          to         {
if (        )  

}
return

}

mnb ,,
20121 )( aaaan nn 

1x

mbpower mod

0i 1k
1ia mpowerxx mod)( 

mpowerpowerpower mod)( 

)mod( mbx n
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Recall: Greatest Common Divisor

),gcd( ba largest integer
such that          and 

d
ad | bd |

Examples:

Common divisors of 24, 36: 1, 2, 3, 4, 6, 12

12)36,24gcd( 

1)22,17gcd( 

Common divisors of 17, 22: 1

0||||

,





ba

Zba

18

Trivial cases:

1)1,gcd( m

mm )0,gcd( 0m

If                      then        are relatively prime 1),(gcd ba ba,

and     have no common factorsa b

Example:

1)22,21gcd( 

21, 22 are relatively prime
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How do we compute GCD 
efficiently?

(Finding prime factorization is slow)

19

20

Theorem: If                
then ),gcd(),gcd( rbba 

rqba 

Proof:

ad |

bd |

dsa 

dtb 

)( tqsdr 

dtb 

),( ba ),( rb

rd |

bd |

Thus,          and          have 
the same set of common divisors

End of proof

br 0
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21

0

0

0

0

1

1112

233221

122110













nnn

nnnnnn

qrr

rrrqrr

rrrqrr

rrrqrr



0ra 
1rb 

nnnnnn rrrrrr

rrrrrrba





 )0,gcd(),gcd(),gcd(

),gcd(),gcd(),gcd(),gcd(

112

322110





first zero result

10 / rr

21 / rr

12 /  nn rr

nn rr /1

 

divisions remainder

22

041282

8222282166

16682821166248

2481661661248414

4142482481414662

45

34

23

12











rr

rr

rr

rr

662a 414b

2)0,2gcd()2,82gcd()82,166gcd(

)166,248gcd()248,414gcd()414,662gcd(





result
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Euclidean Algorithm for GCD

gcd(      ) {

while (         ) {

}
return

}

ba,
ax
by 

0y
yxr mod

yx
ry 

x

Useful Result regarding GCDs

24

if                then there are              such thatZba, Zts ,

tbsaba ),gcd(

Example: 1416)2(2)14,6gcd( 

(i.e., gcd is a linear combination of a and b)
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The linear combination can be found
by reversing the Euclidian algorithm steps

1985252418)198,252gcd( 

018236

1836154

36543198

541981252









19852524

1981)1981252(41981544

)543198(15436154

18)198,252gcd(








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Linear congruences

)(mod mbxa 

We want to solve this equation for

)(mod? mx 

x
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Inverse of     : )(mod1 maa a

)(mod mbxa 

maa mod
)(mod mbaxaa 

)(mod mxx 

)(mod1 maa 
)(mod1 mxxaa 

)(mod mbax 

28

If     and      are relatively prime
then the inverse     modulo      exists 

Theorem: a m

a m

Proof: tmsama 1),gcd(

)(mod1 msa 

sa 

End of proof

(linear combo 
theorem)

(Def. of 
mod)

(Def. of inverse  
mod m)
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Example: solve equation )7(mod43 x

71321)7,3gcd( 

Inverse of 3:

)(mod132 m

7mod6)7(mod8)7(mod42 x

7,4,3  mba

)(mod mbax 

2a

A Chinese Puzzle 
(by Sun-Tzu, 300-500 AD)

I have some things whose number you 
don’t know.

If divided by 3, the remainder is 2

If divided by 5, the remainder is 3

If divided by 7, the remainder is 2

How many things do I have?

30
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Sun-Tzu’s Puzzle

31

)3(mod2x

)5(mod3x

)7(mod2x

What is x?

32

Chinese remainder theorem (CRT)

nmmm ,,, 21  :pairwise relatively prime

)(mod 11 max 

)(mod 22 max 

)(mod nn max 



Has unique solution for     modulox nmmmm 21 
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Unique solution modulo                        :

k

k
m

m
M 

ky :inverse of       modulokM km

nnn yMayMayMax  222111

nmmmm 21 

where

34

Explanation:

k

k
m

m
M  kkk myM mod1

:inverse of       modulokM km

nnn yMayMayMax  222111

)(mod0 11 mM k 

)(mod0 1m )(mod0 1m

)(mod

)(mod

11

1111

max

myMax





ky

Similar for any jm

k = 1: 111 mod1 myM 

i.e., x satisfies 1st equation
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Example: )3(mod2x

)5(mod3x

)7(mod2x

105753 m

157/1057/

215/1055/

353/1053/

3

2

1







mM

mM

mM

1

1

2

3

2

1







y

y

y

)105(mod23)753(mod23233   

115212132352   

333222111





 yMayMayMax

36

An Application of CRT

Perform arithmetic with large numbers
using arithmetic modulo small numbers

Example: Suppose your CPU can only 
perform fast arithmetic for 
positive integers < 100, but your 
input numbers are huge.
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An Application of CRT

Idea: Convert your large numbers to small 
numbers < 100 using mod, perform modular 
arithmetic, convert back using CRT.

95,97,98,99 4321  mmmm

930,403,8995979899 m

Choose relatively prime numbers < 100

)89,9,8,33(684,123  8995mod684,123

997mod684,123

898mod684,123

3399mod684,123








Any number smaller
than      has unique 
Representation (CRT)

m
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)89,9,8,33(684,123 

)16,42,92,32(456,413 +
)95mod105,97mod51,98mod100,99mod65(

)10,51,2,65(140,537 

Obtain answer x from 65, 2, 51, 10 using the 
Chinese remainder theorem

+ + + +

Decimal Mod representation


